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Cybersecurity Risks Posed by Unmanned Aircraft Systems

Abstract

Unmanned Aircraft Systems (UAS) are yet another marvelous technological achievement.
They gave men the ability to fly and see from the eyes of a bird, and in an instant what was
known for the cybersecurity became obsolete. The abilities of Unmanned Aircraft Vehicles
(UAV) have sharply improved in the recent years, while simultaneously their cost and
simplicity to use have steadily declined. Moreover, those improved capabilities have led to the

adaption of UASs as a medium for a plethora of commercial and civilian usages.

Those drastic improvements of the drones’ abilities made them an ideal tool for malicious
cyber-related acts. Critical infrastructures must adapt in this new era and threat with suitable

cyber-defenses, anti-drone measures, risk management and constantly re-evaluate their plans.

The aim of this thesis is the analysis and presentation of cybersecurity risks which unmanned
aircraft systems pose and how their threat capabilities should pave the way in risk assessments
of every modern critical infrastructure. Each technological and cyber-criminal related aspect
of drones is analyzed along with presentation of various cases where drones were used for
cyber-attacks. With the aim of holistic approach, this thesis presents a number of anti-drone
platforms and technologies. Based on the aforementioned, two realistic attack scenarios are
presented and introduced along their corresponding countermeasures. Last but not least an

anti-drone oriented action plan is introduced along with comments and suggestions.

Keywords
Unmanned Aircraft Vehicles (UAV), Unmanned Aircraft Systems (UAS), cybersecurity,
drones, 10T, Artificial intelligence, smart airports, critical infrastructures, swarm logic,

industrial espionage, Wi-Fi mapping, 3D mapping.
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Hepiinyn

Ta ocvotiuoto pn emavopopévov aegpookapmdv (UAS) amotedovv éva okdua oa&lofadpacto
TEYVOLOYIKO emtitevypa. ‘Edwoav otovg avlpdmovg ) duvatdmta vo etohv Kot va PAEToLV péca
omd To AT €VOC TOLALOD, KOOIGTOVTOG TALOV TO. MEPIOCOTEPO GYEON KLPEPVOAULVOG ©C
nopoynuéva. Ot wovotnteg twv un enavopouévov agpookamv (UAV) €yovv Peitimbel
ONUOVTIKA To TEALTOin ¥pOVIa, VO TAVTOYPOVO TO KOGTOG KOl 1 OAOTNTO OTN YXPNON TOVG
petwvovtat pe otafepd pvouod. apdrinia, avt 1 Pedtioon oTic SLVOTOTNTES TOVS, 0ONYNOE OTNV

vwoBémon twv UAS o¢ pnéco pog tAnddpas EUTOPIKOV Kol 10IWTIKOV YPTCEWMV.

Avtég 01 dpaoTikéc Beltidoelg 6Tig Kavotnteg Tov UAV, dnuodpyncay po ovikn TAat@opuo
Yoo TV evopynotpmon KakOfovAwv kvPepvoemibécemv. Bdon avtdv kpivetar avoykoio m
TPOCOAPLOYY] TOV KPICIU®OV VTOSOUDV HE OKOTO TNV OVIYETOMION TOV VEOV OTEN®V, HECH
KaTdAANA®V PETpOV KLPepvodpvvag, AMym avtipetpov evavtiov tov UAV, véa oyédia dwoyeiptong
Kivouvov, AL kot M SopkNg evnuépmon Tovg. O 6TdY0C NG TAPOVCHS OUTAMUATIKNG EPYUGTOGC
etvar n avdivon Kot Tapovsioon Tov Kivovvev KuBepvoacsedieiog mov pumopei vo tpokAndovv and
TN KAKOBOLAN ¥PNOT U ETOVIPOUEVOV OEPOSKAPDV, KOl TMG Ol IKAVOTNTEG TOVS, KoL 1] AEIAT TOV
ovviotovv, Ba mpémel va opifovv TNV TOMTIKY avdAvong kwvdvvov Kabe cvyypovng Kpiotung

VTTOSOUNG.

Ymv €KToom NG mapovcas epyaciag, avaAvetor Kdbe teyvoroywkn mruyr tov UAV 1 omoia
oyetiletar e KuPepvo-embécelc, akoAovBovpévn and T TaPoLGiacn S0POPOV TEPITTDOCEMY OTIG
omoieg UAV ypnoworomnkav wg péca yuo v oeaymyn kvPepvo-embécewv. Mg okond v
OMOTIKY] TPOGEYYIon Tov Béuatoc, TeptAneinkay Kepdloto o omoio Tapovstdlovy Kot avaAvovV
po GEPA amd TAATPOPLES Kol TEYVOAOYIEC TOV GTOYXEVOLVY otV avtipeT®mion Tov UAV. Mg Bdon
T TpoavapepBEvTa, Bo TaPOVGLIGTOVY dVO PEAMGTIKA GEVAPLL KVPEpVo-Enifeons, cuvodevLOEVL
Ot0 TPOTEWVOUEVO OVTILETPA Y10 TNV £E0VOETEPMOT TOVG. Téhog, mapovaidletal £va oyédio dpdomng
pe otdyo TV emrvyy| KuPepvo-auuva kpictumv vrodopmv evavtiov twv UAV, nali pe oxdia kot

TPOTACELS.

A&Eerg — KA

Mn enavdpopéva gvaépia oynpota (UAV), un eravopopéva evaépto cvotquata (UAS), acpdieia
oToV KuPepvoympo, drones, dladIKTLO TOV TPAYUAT®OV, TEXVNTH VONUOGUVI], £EVTTVOL 0EPOdPOLILC,
KpIoYeG VIOOOUEG, AOYIKN] GUNVOLS, PlOUNYOVIKY KOTOCKOTEID, YOPTOYPAPNOT OCVPUOTOVL

JKTVOV, TPLGOLAGTATT XOPTOYPAPNON.



Cybersecurity Risks Posed by Unmanned Aircraft Systems

Table of Content
TADIE OF FIQUIES: ...ttt bbbt 7
1 8 oo 18 [od o] ISP 8
1.1 1 011 o OSSP TP PP 8
1.2 = LU [0 g T -SSR 9
13 SETUCTULT ..ttt bbbt bt e bt b e b e e e bt ekt e s bt s bt e b e ekt s bt et e eb e e st e sbe et e e nbenbe s 9
2 STAte OF The ArT ... 11
2.1 Unmanned Aircraft Vehicles and cybersecurity threats..........ccccoevviiiiiiiicc e 11
2.2 Cybersecurity liabilities of Unmanned Aircraft Vehicles (UAV). ... 14
2.3 Artificial Intelligent (A.1) and Unmanned Aircraft Systems (UAS).......cccceovniiininenenenees 16
2.4 Unmanned Aircraft Systems (UAS) and COUNTEr MEASUIES. .........ccveveveeieiesieesieseeniesieseesseaneas 17
3 Technical analysis OF UAS ... 19
3.1 UAYV history and VOIULION...........ccoviiiiice ettt st sr e sreenaesresne s 19
3.2 UAS CAPADITITIES ... bbbttt nn e 20
3.3 UAS Cybersecurity HabiliTiES. ... ..o 22
3.3.1 UAYV and spoofing DAsed @ttaCKS...........civiieiiiiiii ittt sre e sresraesnesne s 22
3.3.2 UAYV and control communication stream attaCks. ...........ccocevviieie i 22
3.33 UAYV and data communication Stream attaCKS..........c.evueierieieieere e seesie e eee e see e e see e seesneas 24
4 0 NS I VgL =T o] [] 0 = Vo -SSP 25
4.1 07N U [0 JT] o TTo] g = To -SSRSO 25
4.2 Using commercial drones for @SPIONAQE ........c.cciii et sre e 25
4.3 INAUSEIIAl BSPIONAGE. ...t bbbttt b bt 28
5 UAS as a mean of mapping and the use of RFID SENSOIS.........ccccovvverveiieieeresiesieeneenn 31
5.1 RFID technology and UAV ........oooiiiiiie ettt 31
5.2 RS I OSSP 32
521 SLAM GNU UAVS ...ttt e s et b et st et e st e et en e aneebeateebenneeenes 34
53 3D maps and espionage With the Use 0 UASS. ... s 36
6 UAS as a mean of Wi-Fi network mapping ........cccvvieieninininenese e 38
6.1 Network mapping and security lHabilities..........ccccoviiiiie i 38
6.2 Network mapping aN0 UAV ..ottt st abestesae e sneeeneas 42
6.3 UAYV and cyber-attacks at Wi-Fi NEIWOIKS ........cccociiiiiiic i 43
7 Internet of things in the era of UAS ..o 47
7.1 INTErNet OF ThiNGS (FOT) ..t 47
7.2 Internet of thing [HADIIITIES ..o 48
7.3 UAS and Cyber-attacks 0N TOT ...ttt saenneas 49
8 Brute force and SWarm I0GIC .......ccoiiiiiiiiiiiiee e 52
8.1 SWAFMN FODOTICS ...ttt ettt sttt see s e teene e eeseeeneeseeenen 52
8.2 Brute fOrCE ALACKS.......i ittt sreeraenrenne s 53
8.2.1 Brute force attaCk reQUITEMENTS ......co.ei ettt ettt et e st st eesreeneenneaneas 54
8.3 UAS, Swarm robotics and brute force attackS.......covveeveeiiiieeee ettt e e 55
9 UAS SECUNILY CRAIIENGES. ... .o 58
9.1 L 7N 0123 =Tod 1 (o] o PSPPSR 58
9.2 UAS COUNTEE IMEBASUIES ....veivteeeiieteeiteesieeaieeeteesteesteestessseesssessteasseestessseessessssssssssssesssesssesssensssesque ek 60
9.3 UAS 8S COUNTEIMEASUIES ......eiutietieiteesiieeite et e it e steesieesieesnesbeebeesbeesseeseeessnesnneeseessessnesisneienre i L 61



10

10.1
10.2
10.3

11
12

Cybersecurity Risks Posed by Unmanned Aircraft Systems

UAS and SMAFT @IFPOTT.......ueiieiiiieieesie et e e ae e sreeae e sraeseesneesreeneans 63
SIMAIT AITPOITS ...ttt h bbb b bt e st e bt bt b bt nen e 63
SMArt airPOrt CYDEISECUTITY........iiuiiieieiece et st re e ra e besreennesre e 65
UAS cyber-attacks in SMart @irPOITS .........ccooviiiiiiieieieeee e 67
(©0] 0 [od 11 ] o] o 1< 3ROSR 68
RETEIENCE / LINKS ..o et enes 70



Cybersecurity Risks Posed by Unmanned Aircraft Systems

Table of Figures

Figure 1: Hoegh Osaka capsized ship due to the fact that ballast tanks weren’t properly filled and the load
hadn’t been COMTECIY aSSESSEU [2] .. ..viiuiiiiiiiieicie ettt e ae e re e be s reesbesta e e e sreares 11

Figure 2: According to the paper, 1600 unique internet of things devices have been uncovered during their
experiment, 453 of them are made by Sony, and 110 by Philips. [4] ..cccoceveiiiiiieieiece e 12

Figure 3: Attack taxonomy which includes all possible attacks with a focus on autonomous vehicle, along
with an expansion (In green: details regarding vulnerabilities for UAS). In terms of categorization, is can be
listed in five categories: Attacker, Attack Vector, Target, Motive, and Potential consequences [8]................ 15

Figure 4: Illustration of and attack at the control communication stream
[https://csce.ucmss.com/cr/books/2018/LFS/CSREA2018/ESCA4302.pdf] ...ccccveviiiiiiieieiece e, 23

Figure 5: Illustration of and attack at the data communication stream
[https://csce.ucmss.com/cr/books/2018/LFS/CSREA2018/ESCA4302.pdf]....c.ccvvevviiiiiieiecece e, 24

Figure 6: The WASP prototype in Tassey’s garage [https://www.geek.com/geek-pick/wasp-the-linux-
powered-flying-spy-drone-that-cracks-wi-fi-gsm-netwokrs-1407741/] ......ccccovcvvevieiieeieiie e 27

Figure 7: footage from the video presentation of LED-it-Go paper depicting the drone’s POV while
recording the signals. The tiny light source indicated is the hard disk’s LED
[https://www.youtube.com/WatCh?2v=4VIUBIAGSBTC]...........ccccviiiiieee e 29

Figure 8: A depictions of steps which the Kalman filter (SLAM) can be distinguished
[https://towardsdatascience.com/an-intro-to-kalman-filters-for-autonomous-vehicles-f43dd2e2004b]........... 33

Figure 9 : An example of 3D map results, based on SLAM algorithm technique in UAV

[http://www.asctec.de/en/uav-uas-drone-applications/uav-slam-simultaneous-localization-mapping/].......... 35
Figure 10 : Passive RFID tags side to side by a penny in order to demonstrate their small size [42] ............ 37
Figure 11: An illustration of “Man in the middle attack” and the mechanism which it is based on [2] ......... 40

Figure 12: The snooby drone components (left), the snooby drone (right). It is clear from the photograph
that drone consists of simple and relative cheap cOmpPoNENnts [6] ........cccovvvviriiiiineieieee e 42

Figure 13: Drone attack in a critical infrastructure, more specifically airport facilities, assisted by insider ..44

Figure 14: Drone attack in a critical infrastructure, more specifically airport facilities, assisted by RFID
Arone Pre-iNSTAHALION. ........c.eii ettt sttt r e ae st e e e saeeneenbeeneeneenaeeneeneeanes 45

Figure 16: The black hat drone which was used as a mean of cyber-attacks against 10T networks [74]........ 50

Figure 17: Drone light display DY INTel [76]........cooiiiiiiiiiie e 52
Figure 18: A photo in which the WASP and part of its interior is SHOWN [86] ..........cccooviviiiiiiineniicneiens 56
Figure 19: A drone used by the Tokyo police in order to capture mid air a suspect drone [98] .........cccoc...... 62
Figure 20: The vision of a smart airport as presented in the paper “Smart Airports” [101] ...........ccaideiiinnas 64



1

1.1

Cybersecurity Risks Posed by Unmanned Aircraft Systems

Cybersecurity Risks Posed by Unmanned Aircraft Systems

MSc THESIS

Introduction

Intro

The implementation of Unmanned Aircraft Systems (UAS) has created an abundance of
new abilities and evolution paths in many fields of human society. UAS enabled humans
to collect or project information from ideal aerial positions, both aspects can be easily
exploit for malicious acts, hence creating a whole new chapter in the field of

cybersecurity.

In the United States, as of 2019, the registered drones alone are more than 2 million, while
it is estimated by Federal Aviation Association (FAA) of United States that by the end of
2020 the actual number of drones is expected to grow exponentially, well over passing 7
million drones just in Unites States. Numbers which are far greater if we take into account
the unregistered drones. Those huge numbers reflect two facts regarding the use and
exploitation of unmanned aircraft systems such as drones: Firstly, the people are
becoming increasingly accustomed with the existence of such equipment in their vicinity,
facilitating the use of unmanned aircraft systems in the aviation sector. Secondly, the
general availability of such equipment to the public, most of the times anonymously,
creates risks and concerns regarding their use, since the usage of drones and UAS only for

non hazardous mission and services cannot not be ensured.

Starting from the risk and hazards that unmanned aircraft systems may possess, it is
undoubtedly a fact that each and every cyber-service which is currently provided globally
may be affected at some level from the malicious use of UAS [1-2], [38-40]. Furthermore,
large scale critical infrastructures can be threatened more easily from the use of UAS,
since the large geographical space which they are consisted of, complicates.the. task ‘of

monitoring the airspace. The small size of UAS makes it harder to detect and-offers access
8
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to the culprit to otherwise well guarded infrastructure of the organization. Fences and
physical barriers along of the organization premises, offer little to no protection, since
their construction and maintenance for covering such area is tremendously costly. Worth
mentioning is that such an installation of fences would also affect negatively the
psychology of the working force of the company along with the negatively publication

from such a installation around the premises of the company.

The technological evolution described above, has paved the way for a new era in terms of
service provided and lurking cybersecurity risks, both in unparalleled till now levels.

Rationale

The technological advancement which has taken place in the last decade has lead to a
tremendous increase in the capabilities and popularity of unmanned aircraft vehicles and
in spite of the plethora of research which has been done from the aspect of cybersecurity
and UASs, there are still many threats and risks which have to be analyzed. The
commercially available drones will continue to advance in parallel with the technology of
21th century and cyber-physical attacks based on UAVs as a platform can cause major
damage to services and critical infrastructures [3-4]. Moreover, UAVs liabilities have
created the perfect background for cyber-attacks which target the UAVs itself, so that they

can be used in subsequent attacks against critical infrastructures [7-9].

Based on the aforementioned and fueled by my interests in UAVs and cybersecurity, |
hereby present in this thesis a holistic approach on the cybersecurity threats which both

critical infrastructures and UAVs have to face.

Structure

In the initial chapters of the thesis, a state of the art review on the unmanned aircraft
systems (UAS), their history, evolution, liabilities and capabilities are presented,
accompanied by a technical and theoretical analysis of cyber-attacks which can be utilized
through the adaptation of UAS.

A further analysis and categorization of the above methods and techniques. follows;

analyzing vital aspects of the connection of UAS and cybersecurity. More specifically the
9
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use of commercial available drones as means for industrial and public espionage, the
cybersecurity risks and liabilities that the integration of RFID creates, Wi-Fi mapping and
Swarm logic are presented along with the cybersecurity impact which drones can inflict in

internet of things based technologies and critical infrastructures.

Following the aforementioned chapters, the UAS security challenges which every modern
critical infrastructure is burdened with are analyzed, accompanied by a specialization in

airports cybersecurity and evaluation results.

10
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2  State of the art

During the recent years, many studies and researches have been published regarding the
unmanned aircraft vehicles, the threats they pose, the use of artificial intelligence with UAVs
and the impact which they may inflict in a critical infrastructure. Based on the
aforementioned, this thesis will try to collect and fuse all this information in order to create
the proper knowledge for the cybersecurity threats posed by UAS and their utilization in the

aviation sector.

2.1 Unmanned Aircraft Vehicles and cybersecurity threats

Cyber-physical attacks were a plausible concern in the past decades, but during the latest
years they became a threatening reality. More precisely, the term “cyber-physical attack”
refers to malicious acts in the cyber-space which have as a result physical impacts [1]. As
the technology enables an increasing number of sensors, metrics and controls to be used
and connected to the web, it also enables the malicious control over those vital equipment
and information. By conducting a cyber-physical attack, a hacker is able to control the

water pumps of dam or the medical equipment in a hospital.

Even more disturbing is the idea that this kind of attacks can occur in situations that were
unthinkable till recently. A cybersecurity company “Pen Test Partners”, proved
theoretically that a hacker can take control of the ballast tank of cargo ships, with

catastrophic results [2].

Figure 1: Hoegh Osaka capsized ship due to the fact that ballast tanks weren’t properly filled.and.the
load hadn’t been correctly assessed [2]
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Ballast tanks are vessels that regulate the buoyancy of a ship by filing or emptying up
with water. Those tanks are now controlled and monitored by sensors and pumps
connected to the internal net grid of the ship.

According to the research, an out of date firmware is enough to enable access to that grid
through a wireless controller or a default setting Moxa device server. Though such kinds
of attacks require technical skills and knowledge regarding the controls and the functions
of a ship, the malicious act of hacking and applying those, requires half-decent knowledge
of networks and cyber-attacks. Furthermore, the research claims that the same malicious
act can be done with the same convenience against the autopilot of the ship, resulting in a

hazardous situation [2].

This entire scenario is based on the fact that the internet of things made possible to access
easily that kind of infrastructures and conduct a cyber-physical attack. Vital
infrastructures security relies on the fact that their network and access point will be out of
reach of such attacks, due to the geographical distance of the equipment from the attacker.
An unmanned aircraft system can easily overpass those kind of defenses and expose the
internal network of the infrastructure to a hacker [3].A group of security experts at the
Praetorian firm [4], decided to test and prove that the above statement was entirely
possible and relatively easy to accomplish.

Manufacturers Identified 956 identified 1583 discovered

Agfa Corporation
oup, In¢
Memorial Institute

Konica Minolta Holdings, Inc

Madge Ltd

Mmb Research Inc
Neokoros Brasil Ltda
Numa Technology, Inc

Inc

Nortel Networks

eccecceccoeccceceleccece
ocel0leccocolococoo0e
eocooooccccccoooolece

Ordyn Technologies

Figure 2: According to the paper, 1600 unique internet of things devices have been uncovered during
their experiment, 453 of them are made by Sony, and 110 by Philips. [4]
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Their research took of advantage of the ZigBee communication protocol, which is often
used as communication link for internet of things devices. They equipped their drone with
antennas able to sniff and capture the messages sent with the use of the mentioned
software. Furthermore it is able to connect with the devises using this protocol and
through the use of an integrated GPS system, it is able locate the device position with

relative preciseness.

The above papers do not directly confront the use of unmanned aircraft system for
undertaking malicious acts, rather exploiting and analyzing individual pathogens and
usages of systems and drones. This thesis will exploit the already provided information in

order to combine the picture of such an attack carried out by a hacker.

According to the researcher and security expert Glenn Wilkinson [5] [6], drones can also
be used to monitor and record detail network information of smart phones and access
points. In 2014, at the Black Hat security conference in Singapore, Glenn Wilkinson
stated and proved that this kind of knowledge can easily be used for malicious acts [6].
More precisely, the article and paper refer to the creation and abilities of Snoopy-drone. A
drone which incorporates the Black Hat software called “snoopy” in order to monitor the
wireless signals in the vicinity along with the geographical location of the source of each
signal [5].

By gathering network information an attacker is able to impersonate a device like an
access control or a Wi-Fi router. This cyber-attack known as “karma-attack”, uses the
unique identification of network devices in order to disguise the drone as the safe network
to which the smart phone usually connects to. When the user starts accessing his network
accounts, the Snooby software steals and records his credentials. By doing so, an attacker
is able to gain access to sensitive information like social media passwords, email

password, credit card number or even the credentials used to regulate a pacemaker [6].

While this paper reveals security threats from the use of such malicious software to
drones, it does not address the problem from the aspect of cyber-defense against those
threats. Moreover, it does not refer to whole infrastructures like hospitals and airports and
the magnitude of the problem that such a cyber-attack can inflict.

The UAV threats are not restricted to only cyber-physical attacks and data stealing, rather
they can expand to terrorist attacks [7]. According to Donna.A.Dulo, a drone can be“easily

used for malicious acts, which surpass the imagination and threaten the very reality of

13
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western civilization.He states that a rogue drone or even worse, a number drones can be
used in order to physically attack a critical infrastructure in the aviation sector. In other
words, they can be used to attack radar installation and disrupt the function of the entirety
of the airport. Furthermore, those drones can also be used as a weapon against the engines
of the airplanes itself and inflict countless casualties or even used as projectiles against

bypassing pedestrians.

Cybersecurity liabilities of Unmanned Aircraft Vehicles (UAV).

Following the threats posed by an unmanned aircraft vehicle, it is becoming clear that
some of the measures regarding the cybersecurity of critical infrastructure against UAVs
should be taken to the cyber-defense of the UAV itself.. Moreover, the UAV industry
itself has taken measures regarding cyber-attacks and has incorporated some solutions in

the form of updates or with the creation of new, safer models.

According to the paper of Krishna, C. and Murphy, R “A Review on Cybersecurity
Vulnerabilities for Unmanned Aerial Vehicles” [8], although the number of attacks were
not so many, they have clearly shown the high number of liability issues present in the
cybersecurity of drones. The study goes as far as categorizing the attacks based on the
type of the exploitation. The most worth to mention categories are named below, while
their terms and definitions are going to be extensively analyzed in the following chapters
of this thesis:

e The ones targeting the GPS function of the UAV, either by spoofing or by
jamming [8].

e Those targeting the control communications stream like a deauthentication attack

and zero-day vulnerabilities attack.

e Attacks which have as a target the data communications stream, either by

intercepting the data feed or by executing a zero-video-replay-attack.

14
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Figure 3: Attack taxonomy which includes all possible attacks with a focus on autonomous vehicle,
along with an expansion (In green: details regarding vulnerabilities for UAS). In terms of categorization,
is can be listed in five categories: Attacker, Attack Vector, Target, Motive, and Potential consequences

(8l.

Another study by Mansfield et al [9], which has a main focus the UAV used by the United
States of America armed force, presents the severity of the liability issues of drones in the
extremely dangerous sector of armed drones. The paper analyzes cybersecurity issues and
specifically the vulnerabilities within the communication links and hardware of devices

related to unmanned aircraft vehicles and army unmanned aircraft systems.

The study concludes that the USA armed forces do not have the needed risk assessment
regarding their wireless networks and drones; furthermore it states that they have failed to
create and establish the needed cybersecurity countermeasures. The authors continue
about the severe exposure of the UAVs and their relevant critical information to high level
of cybersecurity risks [9].

Though the study provides the needed countermeasures and expose the already known
liabilities to a substantial degree, it mainly resolves around army usage of drones and
hence does not cover in depth the risks and needs in a civilian UAS as an airport or‘a

smart airport.

15



2.3

Cybersecurity Risks Posed by Unmanned Aircraft Systems

Artificial Intelligent (A.1) and Unmanned Aircraft Systems (UAS).

As the technology of unmanned aircraft vehicles progress, so do the computation
capabilities which they are able to possess. Hence according to studies [11-12],[14] they
can now be used for more complicated tasks such as data mining, swarm logic or even

brute force enhanced with machine learning attacks.

The implementation of data mining in UAVSs has been analyzed and presented in a variety
of papers and books. In the paper of Hasan et al. “Swarms Intelligence and Their
Applications in Data Mining” [13], is stated that UAVs with low-end capabilities can be
used in order to create a swarm capable of acquiring large quantities of data. Those simple
UAVs will be in a connection with a data point with the computational power to handle
the information given by the swarm and store it accordingly. Creating in this manner, a
huge security liability regarding the control and use of such systems, along with the

proper and legitimate use of the acquired data.

A study published by Salamatian et al [10] presents the concept of brute force cyber-
attacks powered by artificial intelligence algorithms. Most precisely machine learning can
be used to enhance the probability of a successful brute force attack by analyzing the
dictionary of passwords previously used. According to the research, the uses of such
algorithms (namely Torch-rnn) increases the success rates in comparison with systems
that utilize brute force attacks but not use artificial intelligence-based algorithms. The
paper also analyzed the use of pattern recognition techniques as an alternative A.l

algorithm for brute force attacks, producing the same results.

The U.S.A. based cybersecurity firm “Fortinet”, has published a press release which
evaluates the risks regarding the use of UAVs and their utilization in swarm logic in order
to conduct cyber-attacks against devices connected to internet of things [11]. The above
mentioned press release, with the title “Swarm Cyber attacks Target the Internet of Things
(IoT) with Growing Intensity” analyzes the exploitation of systems to such attacks and
states that the volume of cyber-attacks against IOT devices have quadrupled [11]. While
new botnets specifically made to target 10T devices like Reaper and Hajime are now able
to exploit multiple known vulnerabilities simultaneously. The study continues by
predicting that those kind of complicated attacks are going to expand over the next year
along with the rise of technologies like self-learning swarmbots and hivenets, while at the
same time suggesting that the only defense against such cyber-attacks is an-integrated
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security system. Due to the limited time gap which such cyber-attacks must be met with,
the systems should use self-learning techniques and algorithms in order acquire the ability
to make autonomous decisions [11].

While the mentioned press release addresses the issues of swarm logic attacks, it focuses
around the swarms of botnets, without assessing the use of UASs in such attacks. Those
cyber-security aspects are in need of further evaluation which the current thesis will

address accordingly.

Unmanned Aircraft Systems (UAS) and counter measures.

Crucial part of cybersecurity against unmanned aircraft vehicles is the counter measures
which can be taken in order to deny the physical presence of them inside the premises of
the critical infrastructure. A claim which, according to “Heimdal Security” [15], a
company specialized in cybersecurity, is reinforced from the expectation that the anti-

drone market size is predicted to reach almost 2 Billion dollars in the next 5 years.

According to the same source, this is also the reason why numerous companies or even
whole countries have invested in the research and development of such equipment. Such
proposed system is the “KNOX” [16], a system developed by the European Commission
which aims to identify and restrain the subject UAV. Moreover, it is able to locate and
identify the suspect UAV before the drone has initiated its malicious act. This is
accomplished by monitoring and targeting the communication channel from which the
UAV in communicating with the user. Once the frequency is detected the system is
capable of isolating the signal frequency and then proceeds by jamming the signal without
affecting any other wireless communication except the targeted one. Additionally, the
targeted unmanned aircraft vehicle is forced to land in a predefined and controlled area for
further evaluation due to the interference.

A similar patent by Steve Shattil and Robi Sen [17], has been proposed in order to
counteract act malicious acts conducted by drones. More specifically, the radio signals of
an area are scanned in order to monitor the various signals. Then a classifier is going to

determine whether the unmanned aircraft vehicle constitutes a threat. Should the UAV  be
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categorized as a threat, the system exploits the communication protocol of the UAV as a

countermeasure.

Based on the aforementioned, the use of physical countermeasures against unmanned
aircraft vehicles must be part of this thesis in order to provide holistic and complete
results. More methods regarding the issue are going to be analyzed in the following

chapters of this thesis.
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Technical analysis of UAS

This chapter will have as an initial aim the introduction of basic concepts around the
technologies, evolution and capabilities of UASs. In the subsequent sub-chapter more

complicated functions, concepts, liabilities and attack patterns are presented.

UAV history and evolution

While the modern conception about unmanned aircraft vehicles is fused with the
technologies of the 21th century, their existence and realization was conceived as early as
1849 AD. The term Unmanned Aircraft Vehicle (UAV) itself is not standardized, but
according to many sources, it is stated as a reusable autonomous aircraft-vehicle or more
precisely as “a reusable aircraft that has the ability to perform a variety of missions” [22-
23]. The first recorded use of UAV for scientifically purposes is credited to Douglas
Archibald who in 1883 AD modified an anemometer in order to work properly once
attached on the line of a kite [22]. He then used his invention in order to measure altitudes
up to 400 meters and reuse it accordingly, hence categorized as a primitive form of UAV.

The term “drone” as an alternative to “UAV” was also introduced during this period of
time [22][25]. Its origins are believed to be the introduction of a UAV version of
“DH.82B Queen Bee”. This radio-controlled aircraft developed for the British armed
forces at 1936 gave the spark for a more convenient name to be used. Since the UAV was
radio controlled and thus did not possess a will, it was named drone, to resemble the

relative mindless drones found in bee colonies.

In 1934, the first shop dedicated on selling radio-controlled UAV meant for hobby
activities was open by Reginand Denny in Los Angeles [26]. This initiative exploited the
use of cheap and easy to made UAV for the purposes of amusement and its success led its

owner to adopt the same idea in the military.

Many more models followed along with the introduction of new technologies like,
bidirectional communication, jet engines and more sophisticated sensors, but drones

usage was mostly limited to military uses [22-23], [27], [28]

The commercial, non-military use of unmanned aircraft vehicles, as we know them today
will begin in the year 2006, with the commercial drone permit issues by the Federal
Aviation Administration (FAA). The so called “drone-era” started with the announcement
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of the founder of Amazon “Jeff Bezos”, that his company was examining the concept of
UAYV used for deliveries and hence commercial use [29]. When this announcement was
made, the general public still didn’t have enough experience with the utilization of drones

for such uses and considered the statement to be a product of science fiction.

Following the initiative of Amazon company, major commercial companies invested in
drone research and capacities, with Intel alone spending more than $60 million in drone
related projects. Moreover the publications gained from the increasingly use of drones, led
to the adoption of this technology in a variety of sectors such as real estate, private

security, media, agriculture, media and even mining [29].

Furthermore, new companies were created with the scope of creating new services,
technologies and products centered around unmanned aircraft vehicles [30]. Companies
like Autel Robotics have created a drone focused on the task of photography from aerial

stand and view, while it can also be used as a mean of aerial exploration.

The technology and ambition related to drones in the current day and era, created drones
that are expected to be deployed and function even in the outer space. A research project
conducted by National Aeronautics and Space Administration (NASA) with the scope of
propelling the space exploration, is experimenting in the creation of two rotocrafts drones
in the next seven years [31]. The mentioned drone is called “Dragonfly” and its mission is
to land and explore the Titan, a Saturn’s moon and according to NASA the technologies

involved are very mature on Earth and hence the project is by far realistic.

UAS capabilities

Since this thesis is centered around cybersecurity threats in critical commercial
infrastructure posed by commercially used unmanned aircraft vehicles, this chapter will
focus on the capabilities on commercially available technology and UAVs. Though
cybersecurity threats can be also realized by military purpose drones, their capabilities and
technologies are classified, and hence only small references will be made regarding their
use. Moreover, this chapter is going to include only information regarding the range and
carrying capabilities, since specifications like size, weight, sensors etc, are analyzed

separately along this thesis.
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Along with the evolution of the technology regarding fuel consumption over the latest
years, many related concepts and practices have become available to companies
developing and manufacturing commercially available UAVs [32]. And while according to
the study “ UAV Research and Evolution in Long Endurance Electric Powered Vehicles”
[32], it is stated that there is a need for further research and development in many related
fields like performance, cost, power storage, avionics etc., their abilities as presented
below are rather spectacular.

They are three main technologies used as power supply that are affecting endurance and
provide long flying time, based on the type of batteries and even charging times. Most
precisely, according to a press-release by Luke Dormehl [33], they can be distinguished as

UAVs using batteries, hybrid UAVs and internal combustion engine UAVS.

1. Flying battery drones as they are called, models like “US-1”, can stay in air for
more than 2 hours at a time [34]. This is achieved by a large lithium battery pack
which also comprises the majority of the weight of the UAV. The US-1 is a
commercially available quadcopter, weighting 15.7 pounds with a frame of 66cm
and top speed of 70km per hour. Even more worth mentioning is the fact that along
with a variety of sensors such optical and thermal, it also processes the ability to

carry a payload of almost 2kg and stay on air with it for 78 minutes.

2. Hybrid power drones utilize a technology which incorporates both an internal
combustion engine and an electric motor [35]. The engine is used to power an
electrical generator which in turn drives the motors of the UAV. Models like
“Hybrix.20”, claim to be able to achieve up to four 4 hours of hovering without the
need of refueling. At the same time it can sustain a payload of 2.5kg for 2 hours
and at a cruising speed of 50km per hour [36].

3. Internal combustion drones are incorporating a internal combustion engine to
directly drive the propellers used for achieving hovering [33]. Models like the
“Yeair” can carry an incredible payload of 6kg and stay on air for an hour before
the need of refueling [36]. Moreover, they are models centered around power
consumption and not payload capacity like the model “VA001” [33], which has the

record for the longest internal combustion-powered flight (five days and-one hour).
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UAS cybersecurity liabilities

Another crucial aspect of cybersecurity and UAS is the possibility of a malicious cyber-
attack conducted against the unmanned aircraft vehicle itself. This statement is strongly
supported [2] by experts in the field of cybersecurity and it is scrutinized analyzes
accordingly. As explained in the “State of the art” chapter regarding the security liabilities

of UAV, each main category is going to be presented in the following pages.

UAYV and spoofing based attacks
As explained by the paper “Effect of Spoofing on Unmanned Aerial Vehicle using

Counterfeited GPS Signal” [38], those attacks target a very crucial function of the
UAYV, which is the true knowledge of geographical positioning. This attack is based
on the fact that non-commercially available drones, do not receive an encoded GPS
signal. This kind of attacks are not feasible to military drones due to the use of

encoded GPS signals and thus the information contained cannot be altered [38].

Attacks like the aforementioned ones, start with a signal that imitates the GPS signal
that the drone uses for navigation and, as explained the same paper, the attacker is
able to first confuse the drone and draw it a halt. Given enough time and proper
equipment, the attacker is then able to guide the UAV in a specific location by
adjusting the fake GPS signal emitted.

Another kind of spoofing attack initiates with proper monitoring of the
telecommunication link between the drone and the controller. By monitoring this link
the hacker is able to acquire the vital communication information like the MAC
addresses used and then imitate the signal of the controller itself, thus jamming the
drone to a halt or even guiding it to a specific location [39]. Such attacks under

proper circumstances can even lead to complete control over the drone.

UAYV and control communication stream attacks.
These kind of attacks have as a target the failure of the communication-control

between the controller and the unmanned aircraft vehicle and hence the loss of
control over the drone. As it is explained in the paper of Rani Et al “Defense
Techniques Against Cyber Attacks on Unmanned Aerial Vehicles”, such malicious
acts have as target the halting of operations and movement executed by the:UAV.
[38]. The study explains that those attacks are conducted by monitoring-and targeting
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the wireless communication. With the acquisition of client related identification, the
attacker floods the drone’s access point with communication requests and forces it to
use all its available memory. This intervention leads to less availability to perform
requests and results to denial of service “DOS” or de-authentication from the UAV

access point.

In other words, the goal is to make the drone unusable or even force it land, rather
than taking control of it or stealing data. Hence it is a common method/attack used by
the law enforcement against a suspect drone without damaging the drone or
endangering personal information [39].

Wireless connection
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Remote Control Dos attack on drone Drone /[UAV
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Figure 4: lllustration of and attack at the control communication stream
[https://csce.ucmss.com/cr/books/2018/LFS/CSREA2018/ESC4302.pdf]
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UAV and data communication stream attacks
The “data communication stream attacks” have as goal the extraction of the data

communicating from the unmanned aircraft vehicle towards the controller without
the intention of taking over the drone or jamming it itself [38]. Subsequently the

attacker aims to steal information while keeping its action unknown to the user.

The above type of attack is achieved through the use of packet sniffing and packet
capturing methods. It is based on the exploitation of nonexistent or simple-
standardized encoding of packets which can found in the communication protocols of
commercially available drones [39]. Hence it is an attack type that has as a main
target the commercial drones and does not affect the military purpose ones due to the

already explained reasons [38].

By utilizing the above techniques for malicious acts the attacker is able to steal
information like live-video capturing, position of the drone and of the controller,
measurements from the sensors or even extraction of information already stored in

the unmanned aircraft vehicle [39].
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Figure 5: lllustration of and attack at the data communication stream
[https://csce.ucmss.com/cr/books/2018/LFS/CSREA2018/ESC4302.pdf]
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UAS and espionage

In this chapter the abilities of UAS to act as means of espionage is going to be presented.
Additionally a number o cases related to UAS and espionage are going to be analyzed both

from technical and simplicity point of view.

UAS and espionage

The most important factor to consider when studying the threats posed by UAS in regards
of espionage, is that the number of commercial UAS available publicly is very large, and
continues to grow each year, meaning that there are a lot of vehicles that can be used with
malevolent intent. The FAA (Federal Aviation Administration) is the infrastructure that is
responsible for UAS handling and control in the US. FAA notes in its 2018 forecast report
that the commercial UAS numbers are growing exponentially, and more than 7 million
vehicles are predicted to be sold by 2020 [106], while at the same time the regulations
regarding commercial UAS usage remains inconsistent and irregular [106]. This lack of
control renders the UAS an aspiring platform for malicious use, due to the very nature of
such a machine that is versatile and loaded with a multitude of sensors, including audio

and visual recording.

During the recent years, a variety of incidents regarding UAS usage for espionage
purposes have occurred. This has led the scientific community to create case-studies and
make assumptions for the implication in cybersecurity which the rapid expansion of

commercial UAS number creates.

Using commercial drones for espionage

DJI (Da Jiang Innovations) is a Chinese company that specializes in producing
commercial UAS (mostly referred to as drones), targeting civilian and industrial use. On
2017 and while a lot of large scale companies across the US were using DJI drones, the
US army issued a note prohibiting the use of DJI drones for military purposes. Although
no official reasoning was given then, shortly after a bulletin report from.the-SIP
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department of Los Angeles became public, warning the civilian users of DJI drones that
DJl is likely disclosing sensitive data to the Chinese government, and is using these data
to conduct espionage on US industries [107].

The bulletin calls on an article of the New York Times [108] that studies the same subject,
and starts its assumption by analyzing the terms of agreement of the DJI software that
accompanies their aircraft systems. The terms contain a worrying sentence, warning the
user that “your flight data might be monitored and provided to the government authorities
according to local regulatory laws” [108]. Furthermore, the same article invokes an
interview of a DJI representative, who during a briefing session with Chinese government
representatives, he ensures them that the company complies with the request of the
government to hand over data that was gathered by the use of their drones in foreign

countries.

The report concludes by stating “with high confidence” that DJI is specifically targeting
the US market in order to obtain information and footage regarding critical information of

US utilities, such as water storage infrastructures and railroad systems.

This incident signified the dangers of the increasing popularity of commercial UAS.
These drones have the means to monitor and store a variety of data, from coordinates and
flight routes to video footage. Depending on the software of the system, a manufacturing
company like DJI may access utilize, or event takes advantage of this information. While
this specific incident is rooted to the political and marketing relationships of China and
the USA, it creates a precedent of general information leaking for espionage activities.
Since such sensitive data can be gathered by the manufacturer, it creates the need to
control the software that each company uses, and whether each manufacturer’s system

complies with the directives regarding the handling of private data of individuals.

While the DJI incident exposed to the public the dangers behind the rising use of
commercial UAS, the scientific community associated with cybersecurity had already
reasons to be concerned for the security risks that the drones can inflict. In 2011, and
during the BlackHat annual conference two security consultants, Mike Tassey and
Richard Perkins presented a makeshift UAS, based on a deprecated army model, that was
equipped with specialized hardware to impersonate a GSM network and steal calls and

communication. The WASP, as it was named (Wireless Aerial Surveillance Platform) was
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able to fly overhead and sniff Wi-Fi networks, intercept cell phone calls of individuals, or

launch denial-of-service attacks with jamming signals [109].

Figure 6: The WASP prototype in Tassey’s garage [https://www.geek.com/geek-pick/wasp-the-linux-
powered-flying-spy-drone-that-cracks-wi-fi-gsm-netwokrs-1407741/]

This presentation successfully underlined to major risks that were imposed: Firstly, the
modifications needed for the creation of such a system are off-the-shelf products that are
readily available to the retail market [110]. As one of the creators underlined, a simple
300$ drone can be used for the WASP, with only the addition of a lightweight Linux
computer, two Wi-Fi cards, an IMSI catcher and an antenna to spoof a GSM cell tower
and intercept calls. These modules can be easily bought from stores associated with
electronics and prototyping. The second risk is that the assembly is relatively simple, and
most IT professionals associated with networking would manage to successfully replicate
a WASP. As the creators characteristically noted: "You don’t need a PhD from MIT to do
this". [110]

The aforementioned statements underline a specific danger: that any professional
individual (or an individual with an interest in such technology) has access 0 the
materials and the technique to recreate the WASP, even at his home garage. This.means
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that the possibility of spying data and calls is not limited with the need of an expertise of a
large company, such as the previous example of DJI, but can also be extended to civilians
using modified UAS to spy on other individuals. The increasing number of commercial
drones adds up to that danger, since identification of a modified one can be challenging,
and the fact that drones have become a common occurrence and a usual sight for civilians,

renders the public less suspicious and more prone to be spied upon.

Industrial espionage

A large part of attempts of using UAS for espionage is not targeted towards civilians, but
companies and industries. In the prior incident with DJI, the bulletin published reported
that DJI targeted specific companies associated with vineyards and plots of land in a
specific area of the US. Some time after, the owners of many of land plots, were
approached with buy offers by chinese companies [107]. The US intelligence claims that
the chinese used footage from the DJI drones to calculate the potential value of each
vineyard and plan their purchases accordingly. This event signified the usability of UAS
as a surveying mechanism, and that drones can be used to scout a region for potential
buyers, for example giving information about specific cultivation areas, or details
regarding a plot of land. This capability can also be extended to anything related to real
estate, since a UAS can survey a whole neighborhood for an extended period of time,
providing information regarding traffic hours, night life, and other factors that may
influence the value of a land plot. But land survey is not the only concern for the

industries that is carried by UAS.

Unmanned aircraft systems or drones can easily bypass physical security measures
leaving companies vulnerable to attacks. In 2016, a commercial UAS crashed into the
new Apple building, although special measures have been taken for the campus to be
considered a “no drone zone” [110]. Tesla and Facebook campuses have suffered similar
events. These incidents signify the ease with a UAS can invade an otherwise secure and
guarded private property of a company, due to its small size and versatile movement.
Manual monitoring of the air zone around a building is not always easy, especially for
newer, small-scale drone models. Once the UAS is inside, it can perform a variety of

intelligence breaches, from simple video monitoring, like the example with the DJl; to
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Wi-Fi network sniffing, as it was the case with the WASP, or perform other, more

dangerous functions.

In 2016, scientists of the Ben Gurion University in Israel released a paper that combined a
previous project of them with the espionage capabilities of a UAS [112]. The team had
previously created a malware that upon injected into the computer through USB, it would
code the data inside the hard disk through and algorithm that resulted in blinking the
driver LED light in a specific way, in order to pass along the data inside. A small drone
stationed outside would fly to a nearby window in order to be able to pinpoint the LED
blinking, and it would receive the light messages, decode them, and send them to the
intended recipient. This method successfully managed to snitch data from “air-gapped”
systems, systems that are isolated from the internet, and thus considered safe from most
hacking attempts.

Malware exfiltrate data via hard-drive LED signals
10%

Figure 7: footage from the video presentation of LED-it-Go paper depicting the drone’s POV while
recording the signals. The tiny light source indicated is the hard disk’s LED
[https://www.youtube.com/watch?v=4viu8ld68fc]
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The results of the experiment, that combined highly sophisticated malware and UAS
espionage capability, was to successfully hijak information that would be impossible to be
accessed before, and this proved how much the UAS have changed the cybersecurity

dangers that an industry used to face until now

The aforementioned incidents create a clear picture of the various espionage
methodologies that can be implemented or enhanced through the use of drones, and are
but an indicator of the variety of ways a UAS can be used for spying on individuals or

industries.
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UAS as a mean of mapping and the use of RFID sensors.

This chapter is going to present the evolution and use of RFID technologies in UAV,
moreover related algorithms which are used in localization and mapping are going to be
analyzes. Last but not least the connection and usage of the two technologies is going to be
explored and presented.

RFID technology and UAV

The idea of using Radio Frequency Identification (RFID) technology in order to track
down and localize its position has been used extensively both in industry and academia,
while a research conducted by IDTechEx forecast that modules which utilize this
technology like RFID labels, tags etc. will grow to a market with value over $13.2 billion
by 2020 [40].

The RFID technology as we know it in this time and era was introduced by Steven Depp,
Alfred Koelle, and Robert Frayman in 1973, though the idea and first attempts go as back
as 1948 (Harry Stockman) [41]. The principles on which the technology is based are the
electromagnetic fields and can be categorized based on the role which they are designed
to accommodate or based on the present or absent of power supply which they need in

order to function [42].

Based on the role they can be distinguished as “readers” or as “tags”, with the later one be
able to further categorize as “active” or “passive”. Active tags operate with the use of
small power source, usually a battery which provides them with the necessary electrical
power | order for their circuit to create the needed radio waves which the reader is going
to receive and use to truck the RFID rag. This kind of RFID tags have the advantage that
they can be trucked form distance, usually a few hundred meters, but they possess the

disadvantage of limited life-spam due to the nature of their integrated battery [42].

The passive RFID tags collect the necessary electric power from the signal produced form
the reader radio waves. By utilizing the magnetic induction principal of Faraday, the
signal of the reader creates a larger alternating current in the antenna of the tag, which in
turn creates and alternating magnetic filer in the coil of tag. Resulting to production: of

electric energy from the coil which is used as power source in order for’the tag:to
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propagate radio waves from its antenna. Those kinds of tags should be located near the
source of the radio waves produced by the reader in order to function, but their lifetime
can be stated as “indefinite”, while simultaneously their size is much smaller than the

active tags, since they do not require a component like a battery [42].

The utilization of the above technology and equipment in unmanned aircraft vehicle is
presented in two forms: self-localization of the drone itself or for localization of RFID
tags in the operational environment of the drone. More precisely research papers like
“Drones relay RFID signals for inventory control.” have developed a system which
incorporates drones equipped with RFID readers for the purpose of inventory
management. The drones are used in order to scan, identify, track and relay back the
RFID tags that have been scanned in an area like a warehouse or a parking for cars etc
[45].

Moreover, research papers like “Localization of RFID tags for environmental monitoring
using UAV” [44], are analyzing the functionality of such innovative ideas. The mentioned
paper centers on the implementation of a method to localize and track tags which have
been preset in an outdoor environment. The unmanned aircraft vehicle scans the area with
the use of an RFID reader and based on its geographical position and measurements on
the strength of the received signal, it is able to locate the geographical position of each
tag. Providing in this manner a map which contains the coordinates of each and every tag

which has been able to scan and localize.

In addition, RFID that are currently available in the market include the ability of both read
and write in their memory. Though the memory of such writable memory RFID are in the
size of a few thousands of bits, their abilities and memory volume is expected to grow
even more, according to the paper of Roy Want [42]. Hence, introducing a variety of new

procedure able to be covered by drones equipped with RFID readers.

S.L.LAM

Simultaneous Localization And Mapping (SLAM), resolves the issue of a robot
constructing a map of an area or environment based on topological measurement or
calculation of the geographical position of the features which resides insight the
mentioned area [48]. The robot, or in our case, the unmanned aircraft vehicle initiates its
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service without the knowledge of both the environment in which it must function nor its
own position in contrast to the environment itself. The UAV is called to position itself in
the map which creates while in the process of still creating the map itself hence giving it
the name S.L.A.M. A variety of algorithms, techniques, implantations and usages have

been created in order to address and utilize such a concept.

The first successful implementations of SLAM were mathematical models which they are
based in sensor fusion and posterior probabilities of the point of interest in the map.
Techniques like “Kalman filter” and ‘“Particle filter”, also known as Monte Carlo
methods, are examples which incorporate the above models. Worth mentioning is the fact
that Kalman filter, was so robust and accurate, that show extensive use in the aerospace
engineer, while it was part of the algorithms that guided the Apollo 11 lunar module to the
moon and back [46]. Moreover its success and simplicity paved the way for the adaptation
of this model, as base for a variety of SLAM techniques like “Extended Kalman filter,
“Hybrid Kalman filter”.

Predict Ypdaie

1.  Compute the Kalman Gain

2. Update the estimate with
measurement

3. Update the Error Covariance

T

Actual measurement

1.  Predict the state ahead
2. Predict the errorcovariance
ahead

Figure 8: A depictions of steps which the Kalman filter (SLAM) can be distinguished
[https://towardsdatascience.com/an-intro-to-kalman-filters-for-autonomous-vehicles-f43dd2e2004b]
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Since the ability of a robot to be able to localize itself in an environment while
simultaneously be in a position to measure the environment and produce a map of it, it is
considered a vital prerequisite to be called “complete autonomous”, it has paved the way
for further improvement which utilize all the sensors and capabilities of a robot or drone
[47].

Algorithms like “FastSLAM are able to process and calculate large volumes o landmarks
without the computational needs of techniques like regular Kalman filter. The term
“Landmark™ is used to describe a point of interest in the map and more precisely its
geographical coordinates based on the map provided by the SLAM technique. A
“landmark” can be the position of an object or an RFID tag which the reader of robot can
capture. While last but not least, the landmark in SLAM, is used both for the localization
of the robot itself and for acquisition of the information regarding the accurate position of
the landmark itself [1].

As it is mentioned in the paper “FastSLAM: A Factored Solution to the Simultaneous
Localization and Mapping Problem” [48], Kalman filter based techniques require
quadratic time to in-corporate each sensor observation in the number of each and every
landmark. According to the same paper, the FastSLAM algorithm was able to handle
more than 50.000 different landmarks, which as it mentioned, it is a volume far beyond

the capability which can be achieved with the older approaches.

SLAM and UAVs
As it was explained and stated in the new chapter, an autonomous vehicle must be

able to execute SLAM and SLAM based procedures [48]. This in term led to the
introduction of such techniques and models to unmanned aircraft vehicles. As it is
going to be presented in the following chapters, this utilization has created many
opportunities in combination with the aviation and hovering ability of a drone.

In the paper of Bryson et al “Building a Robust Implementation of Bearing-only
Inertial SLAM for a UAV” [49], the idea of an implementation of SLAM algorithm
able to function over a UAV is presented. The algorithm utilizes bearing-only
observations while the features or landmark are extracted from the environment with

the deployment of a single color vision camera [49].
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Going a step farther the research paper “Multi-UAV collaborative monocular
SLAM?” presents the utilization of multiple drones called agents in order to handle
the task of SLAM. [50] The same paper states that multiple tasks can be achieved
with the integration of many UAV in a collaborate grid rather the use of a single one.
Although the described implementation requires the use of a central server which is
unburden with the task of handling the information produced from the agents, it also
presents a new era of information that can be extracted. Paving the way for a plethora

of advantage that can be gained from SLAM.

Moreover, it has to be pointed out, that the SLAM integration in UAV is not subject
solely researched or implemented by academia and researchers. A statement which is
based on the fact that companies like “Ascending Technologies” (a part of INTEL
corporation) is offering UAV models and related software which are able to perform
SLAM techniques along with 3-D scan of the area scanned by the UAV [51]. The
Cybersecurity liabilities which such technology creates in going to be presented in

the following chapter.

Figure 9 : An example of 3D map results, based on SLAM algorithm technique in UAV
[http://www.asctec.de/en/uav-uas-drone-applications/uav-slam-simultaneous-localization-
mapping/]
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3D maps and espionage with the use of UASs.

Unmanned autonomous vehicles offer a variety of options which they can be used for
malicious acts and most precisely, espionage. Moreover the user/controller of the drones,
can be located in a safe and distant position, giving him the opportunity to avoid capture
in the event of a failed attempt. While at the same time the drones are capable of receiving
high definition resolution images or live video stream to the controller even if they are
located at great distances. Moreover, the video stream can be encrypted, giving drone’s

user another security measure in order to avoid the detection of his/her premises [52].

In addition to the mentioned information, in our time and era, a GPS device can be easily
found in most UAVs. The dramatic improvement that a GPS can have in mapping and
specifically in 3-D mapping is presented in the paper of Nagai et al “UAV-Borne 3-D
Mapping System by Multisensor Integration” [53]. In this study, a mapping system based
on an unmanned autonomous vehicle, able to produce detailed 3D map is presented. The
system has the advantage that it can be achieved with low-end equipment and without the
need of decreasing the detail that the map can incorporate. Hence this specific UAS can

be assemblies by cheap parts available to the commercial market.

While this paper aims to be utilized at disaster sites, it proves that it is possible to achieve
3D [53] detailed mapping with the need of expensive or military restricted equipment and
hence similar technology which utilize the same advantage can be used for malicious acts

as espionage.

In parallel, RFID technology as it was introduced to the relative chapter, has enabled the
creation of a variety of RFID tags in all shapes and sizes [42]. RFID with the size of rice
grain are now commercially available and hence their trucking can be a hard task
especially in the case of passive RFID tags. Those tags (as explained in the previous
chapter) only emit signal if the located insight the range of a specific frequency pre-
defined signal.
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Figure 10 : Passive RFID tags side to side by a penny in order to demonstrate their small size [42]

Based on the aforementioned, this paper proposes the conception of a cyber-attack which
utilizes the RFID and 3D-mapping technologies in order to create a tagged and mapped

version of the critical infrastructure.

More precisely the already available and proved technology of 3D-mapping with the aid
of GPS can be used in order to map the critical infrastructure. This information is created
with the use of a SLAM method which can be greatly improve in terms of accuracy with
introduction of RFID tags in the environment distributed by the drone itself [54]. As
presented in the paper “RFID Technology-based Exploration and SLAM for Search And
Rescue” [54], this implementation also improves the coordination of multiple drone

simultaneous, a concept which this thesis is going to present in another chapter.

Last but not least, we propose that the RFID tags themselves, can be used in order to
specify with great accuracy specific weak points in the under cyber-attack infrastructure,
those are going to be act as point of interests or even directly targets in the further
exploitation of the obtained 3D-map. Providing in this manner an extra critical

information and at the same time improving the accuracy and value of the information.
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UAS as a mean of Wi-Fi network mapping

In this chapter the functions, mechanism and liabilities of Wi-Fi networks are been presented,
along with types of cyber-attacks and their outcome. Followed by the proven capabilities

which drones posses and which the can be used in order to target a Wi-Fi network.

Network mapping and security liabilities

Wireless networks such as those created by regular Wi-Fi routers in our houses, can be
found everywhere and their range of usage extends from internet access point in homes
and offices to whole corporate data centers. Their intent (in most of the times) is to
provide cable-free connectivity and hence avoid the related visual and practical problems
which arise when they used in great numbers or lengths. Their use has changed the
modern society and continues to shape it with each new network function, but according
to many experts the danger those networks possess is seem-less as the network itself [55]
[56].

A wireless network aims to establish a communication link between two or more devices,
this communication link it is achieved with the use of radio transmitting protocol such as
the “IEEE 802.11” and aims to create a point to point wireless communication. The same
protocol states that communication link must be able to handle signal fading due to
distance and physical obstacles and achieve resistance to factors that produce of signal
jamming [55].

The network it is consisted by an access point such as a Wi-Fi router, many times referred
to as hot-spot or even beacon and one or a number of wireless nodes that are the end-part
of the network such as a cell phone device. The access point transmits a radio signal
containing the needed information for a device to connect to the wireless network, with
the most important of those to be the service set identifier (SSID). The node detects that
signal and after decrypting the information contained, it attempts to connect to the access

point providing the credential given by the user.

The access point has the ability to support multiple nodes simultaneous and hence the
need for an authentication layer to be present before the connection is allowed. Hence it is
in the jurisdiction and responsibility of the access point to provide a secure connection, by
utilizing the mentioned technique before enabling the date transfer towards. the node to
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take place. It is also designated with the task of monitoring the packet transmission and

data integrity during the radio transmission of the communication [55].

Due to the nature of wireless network, the wireless communication that takes place can be
easily captured and or even replicate. The same issue is not present in wired networks
since the signal is transmitted through physical cables and hence the signal is not freely
transmitted in the air. Although the signal transmitted by a wireless network is encrypted

for this specific issue, the functions that produce this secure radio channels are not perfect.

More precisely, the more common practice in order for the network to create a secure
connection is the establishment and utilization of the pre-shared authentication key. Also
known as SSID authentication, in this security protocol, the client sends an authentication
request which is encrypted based on the key (private, public or both). The access point
decrypts the message request based on its own predefined key, hence a successful
decryption will suffice in order for the client to be accepted. Should the massage not be
able to be decrypted based on the access point key, the authentication request is dropped

from the access point.

The wireless network attacks can be categorized into two main categories, the active
attacks and the passive attacks [57]. This classification is based on the target that the
attack aims, the passive attacks do not aim the network and its services, but aim to obtain
the data transferring through the network. In other words, they do not interrupt the
communication stream nor affect the data. The active attacks have as a target the
disruption of the communication services and functionality of the wireless network. This
also includes the fabrication or alteration of data transferred through the network.

In the following line, the most frequently used of active and passive attacks are presented:
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1. Man In The Middle Attacks (active attack): Also known as “replay attack”, aims
into tricking clients to connect on an rogue access point that impersonates the
original access point. This is achieved through the creation of a fake wireless signal

with substantial signal power over the original one [57].
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Figure 11: An illustration of “Man in the middle attack” and the mechanism which it is based on

[2]

2. Wireless network signal jamming (active attack): Those kind of attacks take
advantage the mean through which the data itself is transmitted. It targets the RF
spectrum which the access point uses to send and receive radio signals through the
use of a powerful antenna. The antenna emits RF signals powerful enough to
overwhelm and disrupt the signal send from the access point or which the access
point meant to receive. This has an outcome the jamming of the communication
channel itself due to the RF noise and pulse emitted, holding the wireless network
to a stop [55], [57]. Such attacks can take place from geographical location remote
to the targeted access point, while a closer proximity can make the results of the

attack even more effective.

3. Denial Of Service attacks (active attack): Most commonly known as “DoS” attacks,
aim to make a computer service unavailable to its meant user or users. There is a
plethora of different implementations that can achieve such a result; mostly

depending of the category of the service targeted. While they can be categorized
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into two big groups, the “flooding attacks™ and the “crashing attacks”. The flooding
attack, consist the most simple and commonly used attack, and though it can be
categorized even further, the main aspect remain the same. The attacker “floods”
the access point with a large volume of packet requests. On the contrary the “crash

attacks” target flaws or bugs in the services in order to make it unavailable/crash

[57-58].

. Traffic analysis and monitor (passive attack): Those kind of attacks do not interfere
with the proper function of both the access point and the wireless communication.
On the contrary, a receiver is used in order to monitor and intercept packages and
information that are sent through the air. The attacker is then able to acquire
information like radio bandwidth and signal strength which can help in an eminent
“Man in The Middle Attack”. Furthermore, by analyzing and decrypting the
packets, it is able to even acquire information like SSID, MAC address, IPs or even

pattern recognition as it is going to be examined in the related chapter [55], [57].

. Wireless network data injection (active attack): In order for this type of attack to
take place, a traffic analysis attack should have already acquired the data traffic and
related information. By utilizing that information, the attacker sends wireless
signals containing its own packets in an attempt to trick the access point into
accepting those packets over or along the original ones. In this manner, the attacker
is able to alternate stored data, upload a virus, create a liability in the cybersecurity

defense or even make data completely inaccessible [55], [57].

SSID/Key cracking (active attacks): As the name suggesting, those kind of attacks
aim to break the key encoding and thus receive unrestricted access to the wireless
network. Through the use of passive data sniffing and analysis over a period of
time, the attacker is able to crack the key through the use of brute force over the
captured data. The article “Cyber Attacks Wireless Attacks” [1], mentions that a
simple number of “40.000”captured data packets is sufficient in order for the key to

be exposed/crack over the duration of a few minutes [55], [57].

Eavesdropping (passive attack): This rather simple attack, it is also based on a

previous cyber-attack that has exposed the encryption/key of the wireless network:
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Hence the attacker is able to decrypt and capture all the data transferred through the

cracked wireless network, without leaving any traces [55], [57].

Network mapping and UAV

As it has already disgusted in the chapter “State of the art”, drones equipped with a simple
wireless antenna and software that take advantage of the access point communication
software are able to sniff and capture the packages send between Wi-Fi connected devices.
More precisely, papers like the “Digital Terrestrial Tracking” [5], prove that drone can be
used in order to monitor an access point and capture the communication packets

accordingly.

That information is then able to be used as a part of a passive attack which will gather the
necessary information or the information needed in order for an active attack to take place.
In the previous chapter, the connection of the passive and active attack has already been
establish and proved accordingly. While the paper presented by Black Hat, paved the way
with a drone named ‘“snooby” which was able to accomplish the aforementioned, as

already explained in the state-of-the-art chapter.

GLENNWILKINSON

Figure 12: The snooby drone components (left), the snooby drone (right). It is clear from the photograph
that drone consists of simple and relative cheap components [6]
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In addition to the above-mentioned, an article published by “Dedrone” with the name
“Cybersecurity White Paper”, is mentioning that there is an increasing amount of risk
possessed by UAV in the field of cybersecurity. According to the article “Snoop” attacks
or infiltrate network attacks can be easily be carried out from a drone. Such attack can be
carried out by a simple drone caring a “Rasperry Pi” device or even a simple transceiver in

order to relay the captured data [59].

A similar article, published by Brian Buntz, depicts the threats that drones possess for
cybersecurity [60]. The article present a plethora of attack types, including an incident on
which an aged drone was found on the top of a company building. The drone was equipped
with a second battery in order to provide power solely to the Wi-Fi antenna and related
equipment. This enabled the drone to transmit packets and network related information
such the position of the access point, the mentioned data if put together are composing a

drone which among other s had the ability to map the wireless network.

UAYV and cyber-attacks at Wi-Fi networks

As it was analyzed, every active attack requires or has better chances of success if it is
provided with information which can be gained from a passive attack. More precisely the

following three sub-scenarios can be accomplished as a part of a more sophisticated attack.

1. SLAM based scenario: A UAV able to perform 3D mapping arrives at the critical
infrastructure and implements a detailed map of the critical infrastructure through
the use of one of the mentioned and explained SLAM techniques in the related
chapter. This UAV can also be in a position to provide a 3D-map of the
surrounding area by using the technologies as the ones presented in the paper
“UAV-Borne 3-D Mapping System by Multisensor Integration” [53].

2. RFID based scenario: The unmanned aerial vehicle can utilize RFID technology
in order to create the map which is described at the previous scenario. The use of
RFID tags in combination with the standard GPS method will greatly improve its
accuracy. This can be achieved with known techniques like the “RFID Technology-
based Exploration and SLAM for Search And Rescue” [54], which introduces the

concept of the drone itself being in a position to spread out the RFID beacons;
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hence paving the way for a more accurate map or even utilization of them as

reference point for further exploitation.

3. Insider threat based technique: An insider threat can take advantage of his free

entrance on the rooftop of the building and/or nearby facilities and infrastructures,

in order to distribute RFID tags and mark sensitive locations e.g. operations server

room, wireless routers, an array of integrated smart sensors or security cameras

network. Those RFID beacons will be utilized in a future attack.

After the realization of one of the above scenarios, a UAV can initiate its cyber-attack

based on the existence of the accurate map or based on pre-installed RFID beacons. The

malicious drone may use that topological information in order to commence a passive

attack which aims to map the network along with the positions of the access points. As it

was explained, traffic analysis and monitoring can then take place in order to acquire

knowledge which will be used to a following active attack or solely with the intention of

stealing data.

Day1l

Step 1: Insider threat
installs passive RFIDs in
points of interest

Day X
Step 2: UAV arrives at the attack-
position following the route of RFIDs,
evading GPS based countermeasure.
Step 3: The UAV commences attack to
extract information with its equipped
antenna and software.

5
Vak

Figure 13: Drone attack in a critical infrastructure, more specifically airport facilities, assisted by insider
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Assuming that the critical infrastructure has counter measures against drones and in order
for the drone to avoid geofencing, the UAV may turn off its GPS navigation system and
follow the route identified by distributed RFID tags, towards its attack-position. As a
result, the drone requires less energy to be guided at its destination, relatively to a GPS-
navigation based drone, so this expands its flight endurance time. Its small size and low
altitude flight can make the UAV untraceable for ground surveillance radars, while anti-
drone protection, based on GPS-spoofing, cannot affect its route towards the attack target.
If the flight is performed during night time, it can also be untraceable from optical security

sensors and human guards.

Day 1
Step 1: UAV-1 installs passive

RFIDs to key positions, based
on wireless signal.

Day X
Step 2: UAV-2 arrives at the

designated targets following
the route of RFIDs.

(GPS turned off)

Day X
Step 3: UAV-2 commences
cyber-physical-attack
against the airport’s
passengers Wi-Fl.

P
=
=
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=

o

Figure 14: Drone attack in a critical infrastructure, more specifically airport facilities, assisted by RFID
drone pre-installation
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By following these steps a drone can traverse easily in the same location marked by the
RFID beacon and initiate a malicious cyber-attack from the weakest point of a critical
infrastructure or from the access point which handles the most critical data of the network.
Simultaneously, techniques like signal jamming or data poisoning can be used with better
chances of success. This is based on the fact that the proximity of the jamming antenna
will increase the power of the jamming signal and hence will increase its effectiveness
(which is related to its power) [55], [57]. Additionally the drone can position itself more
closely to the clients of an access point and use its stronger signal in order to carry out a
“Man in The Middle Attack”, a type of attack that, as it was explained at the paper “Main
Types of Attacks in Wireless Sensor Networks” [57], the fake access point needs to emit a
signal stronger than the original one. Hence the closest positioning is, the greater the

success rate for such kind of attack
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Internet of things in the era of UAS

In this chapter the functionality and mechanisms of Internet of Things (loT) are presented
along with their range of application. Furthermore the liabilities and risk that this technology

creates along in combination with the wuse of malicious drones is analyzed.

Internet of things (10T)

Internet of Things or “IoT as it is most commonly known is referring to a interconnected
system of mechanical and digital devices which are equipped with a unique identification,
while simultaneously be able to transfer data and messages through a distributed network
[61] [62].

With the advancement of technology, many fields like embedded systems, machine
learning and variety of sensors have shaped the abilities and definition of internet of things
enabling to cover a plethora of needs and appliances. Moreover, those mentioned abilities
have led to utilization of IoT technology from a variety of everyday devices and
appliances. As a result, the 10T can now be found in many homes and almost present in all
companies and critical infrastructures [62]. In order to understand the impacts that a
malicious cyber-attack may have in 10T system, this chapter is going to shortly present

some of their application in critical infrastructures.

1. Medical and healthcare: The devices which use 10T technology and which they are
related with the healthcare are not restricted to hospital based medical equipment,
but they are also present in the form of sensors onboard the patients [63]. Such
devices from automated insulin delivery machines to depression monitors, do

posses high risks in the event of a cyber-attack [64].
2. Transportation: In this time and era, the introduction of concepts like “smart cars”

and eco-friendly driving, have increased the utilization of I0T devices in cars, while

road and traffic-signs are already controlled through a type of 10T [64].
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3. Industrial applications: In corporate environments, the term “Industrial Internet Of
Things” (IIoT) is used instead of the “lIoT”. While its uses extends from cloud
computing, to assembly robots to even oil and gas industry in the form of drones
which monitor and analyze location too dangerous to be examined by humans, like

deep depth pipes etc [66].

4. Aviation field application: Though the 10T is not yet used for coordination between
airplanes on air, it is used extensively in the field of aviation safety and service.
More precisely, 10T is used in airplane engine and computers diagnostics, a
complicate task which requires the communication of multiple devices. Enabling a
real-time monitoring and situation awareness of the airplanes functions. Worth
mentioning is the fact, that 10T can be found in crew communication and luggage

management, both crucial from the aspect of security [67].

Internet of thing liabilities

The number of devices and services related to the internet of things have rapidly grown to
astonishing volumes, it is calculated that they are currently 23 million devices connected in
some type of 10T. While it is estimated, that this number is going to increase at more than
76 million by the year 2025 [68]. Moreover, since the 10T is now present from

smartphones to automation tools, the risk of cyber-attacks is higher than ever.

According to papers like the “Towards an Analysis of Security Issues, Challenges, and
Open Problems in the Internet of Things”, the IoT devices have been targeted by a plethora
of cyber-attacks [69]. Those cyber-attacks have many similarities with the cyber-attacks
related to the Wi-Fi networks since most of the 10T devices communicated through the use
of Wi-Fi network.

One of the most common attacks in 10T, is the conscription of the devices to Botnets.
Botnets are large interconnected hijacked devices which are used in order to execute
commands such flood of ping-messages or email-spamming. A Botnet can be hard to
detect from the user, since the only impact on the device can be a slightly slower
performance. Hence in 10T devices, the detection is even harder due to the automotive
character of the technology (user is not directly in control) [70-71].
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Another common attack in the 10T devices, is the Man In The Middle which has be
analyzed in the chapter 6. The concept of the attack is the same, but with vital
consciousness, since there are reports about cars which they are stolen or even houses
robberies which they had taken place with the use of such technique. The culprit behind, is
again the lack of direct control from a user and hence the complete “take-over” of the

system [70-71].

Data or personal information is also a target in 10T cyber-attacks. The attacker aims to
capture messages and packets which they are relayed through the Wi-Fi connection of the
loT devices and then decrypt them in order to gain access on the data. Then use that
information in order to deploy further aimed attacks based on the gained knowledge [70],
[71]. In order to successfully decrypt the mentioned packets and according to security
experts, it takes advantage of common security liabilities of IoT devices like “lack of
updates” or “default credentials”. Those liabilities were created by the rapidly increase in
the number of 10T devices, since the manufactures aim to promote and update only the
latest of their models. While at the same time, the users tent to be overwhelmed by the
number of devices and hence “abandoned” the live-devices with default credentials [70],
[71].

Furthermore, Denial of Service attacks can also be utilized in the same form and manner as
explained in the chapter 6, but with the difference that the target will be a corporate
distributed 10T, hence taking the name Distributed Denial of Service (DDoS). As has been
already explained, in those cyber-attacks the target is not the data or information of the
network, but the functionality of the service itself. The corporate IoT will be targeted by a
flood of requests, which can be deployed for a botnet residing even in the same company’s
loT. The outcome of such attack will be the deactivation of the service and the high

complexity of the task of finding the source (i.e. the same network) [70-71].

UAS and cyber-attacks on 10T

The possibility and sequences of attacks against 10T networks while using as a platform on
unmanned aircraft vehicles and systems have been extensively analyzed by researches
cybersecurity companies. A paper named “Security Attacks inloT: A Survey”, analyzes
and categorizes the attacks that target 10T devices [72], among others it is referring to
attacks which rely on the physical position of the attacker.
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Physical attacks, also known as cyber-physical attacks, utilize the security liabilities that a
system may have it its wireless network due to the confidence that this network is
geographical unreachable from the outside world. Such attacks can take the form of
already presented cyber-attacks like jamming, data poisoning etc. [72-73], hence no further
analyzed is required. Furthermore, such malicious acts take advantage of the architectural
design of 10T itself and more precisely the nodes that compose it. According to the paper, a
physical attack take place in the form of “malicious node injection” [72-73], in this
malicious act, the attacker physically insert a foreign IoT node to the network, it then is
able to affect and attack the 10T network from the inside. Hence, a drone can be used in

order to position itself insight the 10T network.

Figure 15: The black hat drone which was used as a mean of cyber-attacks against loT networks [74]

On August 2015, Black Hat company demonstrated how a drone can be used in order to
affect industrial scale 10T network [74]. In this presentation by Jeff Melrose, it was proved
that even with the limitation in the aspect of battery life and control-accuracy, the drone
was able to fulfill its tasks. In the same demonstration, Colin O’ Flynn and Eyal Ronen
shows that even simple devices like 10T light bulbs can be exploited by utilizing a drone.
Based on the aforementioned information and research, along with the chapter 6, the
possibility of an attack from an unmanned aircraft vehicle against an internet of :things
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network is proven and hence realistic. It has also proven that it can be done by utilizing

commercially available UAV and technology.

Hence increasing the risk that such malicious act can be manifested by attackers due to the
simplicity of the equipment. While at the same time, the severity should such attack take

place, is severe and can affect if not disable large in scale critical infrastructure.
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Brute force and swarm logic

In this chapter the concept of swarm logic and the abilities that may offer in the field of UAV
is presented. The chapters continues with an explanation and examples of brute force attacks,
while last but not lease the connection and risk of swarm logic, brute force attacks and UAS is

analyzed.

Swarm robotics

Swarm robotics (SR), also commonly known as “swarm intelligence” is a kind of
organization and coordination system for robotics and computational devices, inspires by
the collectively behavior of insects. In this system, the decision making, and general
behavior of the swarm is not directed by a central command module, but rather fabricated
by the interaction of each robot with the environment and the other robots which compose
the swarm. This collective behavior aims to the simplicity of individual robots as a part of

system able to handle complicated missions [75].

The simplicity of the individual robots or drones which comprises by an SR is meant in
order to counter the cost and energy requirements of a sophisticated enough robot or drone

able to handle the complicate task solely.

Figure 16: Drone light display by Intel [76]
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Offering simultaneously scalability (due to the low cost of each unit), easier adaptation in
new application (since there is no single expertise robot or drone) and while keeping the
ability of executing complicated tasks [75]. Swarm logic applications are many, such as
medicine, space exploration etc., yet as a concept is relatively limited to academia usages

and “drone light displays” [76].

Though the SR technology has not yet adopted for commercial or industrial usage, they
have various models and attempts into creating new services and products based on swarm
robotics platforms. An early such example is the “S-bot”, a SR robot able to communicate
with other robots on the swarm, while at the same time, using collective decision in order
to coordinate as a whole [77]. It is based on low-end hardware follows the simplicity rule
of the SR system. Moreover, it is able to accomplish complicate task such as passing over a
far larger gap with the collectively behavior of the group.

On the same aspect, a paper named “Autonomous Self-assembly in a Swarm-bot”, propose
the concept of SR system able to construct other robots or even robot-member of the
swarm. The paper continuous by presenting a series of task witch the swarm was able to

accomplish along with documentation on the software and hardware used [78].

Although the mentioned papers do not address the field o unmanned aircraft vehicles, they

can be used to provide a first image of how much SR technology have progressed.

Brute force attacks

Brute force attack is a type of cyber-attack which aims to “guess” the credentials of a user
by utilizing multiple attempts with different username and/or password each time, hence it
is an attempt to “crack” the password by providing all the possible combinations witch the
criteria given [79],[80]. As a result, the attacker will be able to acquire access in the system

by using a legitimate user account, making its detection a complicated task.

Another concept of brute force is based on the fact that the attacker was able to gain access
on the encrypted passwords stored insight the system. Early systems were vulnerable to
such kind of attacks due to the encryption which was being used like MD5 hashing. The
attacker in them mentioned possibility, utilize brute force attacks on the acquired file itself
rather than the system from which have gained it. Once the encryption in cracked, the

attacker use the credential and gains access on the system [79].
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Due to the calculation and nature of brute force attacks, it requires large computational
power over an equal lengthy time in order to crack the encryption or find the credentials
directly. Hence such types of attacks are categorized as time consuming with larger
passwords while at the same time is quite effective when is used against smaller passwords
[79-80].

Furthermore, they are many types of brute force attack which are distinguished based on
the techniques they utilize. A dictionary attack is a type of cyber-attacks which uses
combination drawn from a dictionary instead of using all the possible combinations. This
dictionary contains words that most commonly found in the user’s passwords.
Additionally, a dedicated dictionary can be constructed based on the personal information
of the user known to the attacker (i.e. surname, name, date of birth etc) [79]. Those types
of attacks do have a limitation due to the same dictionary they use in order to speed up the
process. That is that if the user has a non-common password combination or not in relation
with his known personal information, then the dictionary would now contain a proper
combination. As a result, the attack will fail after it has tried of the words and combination

present in the dictionary.

Rule based attacks, use the same conception as the dictionary attacks, but in this type,
instead of a dictionary, an algorithm which produces combinations is used. This algorithm
utilizes personal information of the user and then generate password base on pre-calculate
rules. The rules are based on the password patterns that can be found in most common use,
creating in this way a template for password creation. Hence, the generated password can
be variation of the user’s personal information or a combination of them with often found

in password words [80-81].

Brute force attack requirements
Along with the evolution of cybersecurity and acceptable credentials, the

computational needs in order to crack the password with one of the mentioned types
of brute force have increased exponentially [1]. This effect though, had been
countered by the exponentially increase in the computational power which an
attacker can gain access with relative cheap price. Hence a cyber-attack of the brute
force type, can be used and complete successfully in a reasonable amount of time
[79], [82-83].
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Elcomsoft, an enterprise dedicated to security, have released an article in which a
NVIDIA GPU was used in order to speed up the calculation needed for a brute force
attack 824]. The same article presents the concept, that GPUs can produce far faster
results then CPUs should they used for brute force attacks. The mentioned outcome
reached a factor of over 100 times faster than CPU which can be bought in the same
price. Furthermore, it states they are much more efficient way from power
consumption perspective than the CPU counterpart. The same article, explains that

the number of cores play a significant part in the time needed for a brute force attack.

On the same aspect, a paper with the title “Effective uses of FPGAs for brute-force
attack on RC4 ciphers” is examining the effectiveness which a Field Programmable
Gate Array (FPGA) may have if used for a brute force attack. The research paper
continues by presenting the results of a brute force attack against an RC4 encryption
[83].

The above-mentioned reference though does not direct mentioning that the
technologies can be used on UAYV, it paves the way since it is presents that a low cost
and low energy hardware solution can be used in order to implement a brute force
with it. Worth mentioning, is the fact that the paper proved that it can be done from a
solely FPGA unit [83]. In the next chapter further information regarding the

implementation of such attacks are going to be presented.

UAS, Swarm robotics and brute force attacks

Swarm robotics is a technology already present and with practical implementation in the
field of unmanned aircraft systems. Many researches have exploited the usage which such

technology may have in the UAS implementations [84-85].

The paper named “Modelling Oil-Spill Detection with Swarm Drones” presents at system
which utilize drones integrated into a swarm network and with the task of the detection of
Oil spills in the oil industry. The research article proposes that a system of SR drones is
able to locate and monitor an oil leakage with far greater accuracy and results. Moreover
the simplicity of each independent drone, enables for a cheaper and easier maintenance as

a whole system [84]. Another paper with the name “UAV Swarm Mission Planning rand
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Routing using Multi-Objective Evolutionary Algorithms”, examines the introduction and

use of complicated root algorithms to SR drones [84].

Though the mentioned papers does not cover the cybersecurity aspect, they do prove that
the SR technology in unmanned aircraft vehicle is mature enough to accommodate
practical usage [84], while simultaneously able to correspond to complicated algorithms
and tasks [85].

Figure 17: A photo in which the WASP and part of its interior is shown [86]

Mike Tassey and Richard Perkins present their UAV named Wireless Aerial Surveillance
Platform (WASP) at the at the Black Hat and Defcon security conference [87]. Their
drone, was capable among others to perform brute force attacks and specifically dictionary
attacks. Even though the UAV utilize a Linux operating system computer with a size of a
few centimeters, it was able to crack/guess the password of 11 antennae.

Based on the aforementioned information and according to the articles and research paper
presented, the threat of unmanned aircraft system able to utilize both swarm robotics
technology and brute force attack is possible. A SR drone can have multiple cores for-each

and every drone which is part of the swarm. As it was already explained, the’number of

56



Cybersecurity Risks Posed by Unmanned Aircraft Systems

cores may have the same outcome as the computational power when applied for brute force
attacks. Thereby, low-end drones which compose a swarm can be used for brute forces as
it was proved by the related article [87].

Therefore the paper propose the idea of possible cyber-attack from SR drones which can
utilize the multiple cores present in the swarm in order to launch brute force attacks. The
outcome which such attack many have in critical infrastructure have already been

presented in the related chapters.
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UAS security challenges

In this chapter UAS detection technologies along their capabilities and restrictions are
presented, followed by an analysis at possible countermeasures currently used against drones.
The chapter continuous by presenting the popular concept of using drones as countermeasures

themselves.

UAS detection

Another method of cybersecurity for critical infrastructures and especially in the aviation
sector (which host large open spaces and roofs) is the detection of the drone and prevention
of it to enter the premises of the infrastructure [88], [93]. According to a research paper
named “Micro-UAV Detection and Classification from RF Fingerprints Using Machine
Learning Techniques”, the method used to detect a drone, can be categorized in four types.
The classification is based on which technology is used in order to cope with the task of
detection [88].

The first category of detection is the “Radar-based techniques”, which uses the well known
radar technology in order to localize and track an object. This is achieved with the use of
electro-magnetic waves transmitted from an antenna. The waves will be reflected from the
surface of the object and a receiving antenna (usually the same which emits the waves) will
capture the reflected waves. By analyzing the factors like time and wave strength, the

system is able to calculate with great accuracy the position of the object [88-89].

For smaller object, like unmanned aircraft vehicles, the radar utilize the Doppler Effect in
order to distinguish the kind of the object. Doppler Effect is the distortion of the frequency
of a carrier signal due to the velocity of the receiver. Moreover, a technique which utilizes
the “micro-Doppler effect”, which is the distortion of the frequency of the signal due to the
vibration etc. characteristics of the reflection area, can also be used. The mentioned
technique offers additional information regarding the target such the type of propulsion or
number of engines [88-89]. Papers like the “Classification of small UAVs and birds by
micro-Doppler signatures”, have utilized the mentioned technology in order to be able to
locate and track a small UAV and even be able to distinguish it from an object which

papers with the same radar signature such as birds [90].
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The second category of detection is the “Sound-based Techniques”, which utilize an array
of sound sensor/microphones in order to collect and monitor sounds present in the
specified airspace. The data which have been collected can then be analyzed in live time in
order to remove the background noise and distinguish the sounds which are produced form

the motors of the unmanned aircraft vehicles [88].

That can be achieved due to the fact that the UAVs’ electro motors, produce a buzz-like
sound in the frequency range from 400Hz to 8kHz. While their present can be found with
the explained technique, the estimated location of the drone can be calculated based on the

time difference of arrival of the sound to the different microphone [88].

Systems which utilize the mentioned technique for UAV detections like the “Real-time
UAV sound detection and analysis system” use the same bases enhancing them with
machine learning in order to produce greater accuracy [4]. While papers like the “Low-
Cost Acoustic Array for Small UAV Detection and Tracking”, have produced low cost
systems able to detect and locate small UAV [92]. As a result such arrays can be used in

larger number improving the prevention capabilities of a system.

The third category of detection is the “Vision-based Techniques”, which high and very
high resolution camera are utilized in an array configuration order to capture subsequent
pictures of an area [88]. The images are then used as an input in a deep learning network in
order for the classification to take place. The deep learning network is able to detect
unmanned aircraft vehicle and keep track of it based on the image which is provided with.
Another technique implements the same conception but by utilizing convolution neural
network instead of deep learning network. Though both techniques are capable of
monitoring an area with good performance ratio, their usage requires high end equipment

and high computational power, making it an expensive solution [88].

A paper called “Vision-Based Detection and Distance Estimation of Micro Unmanned
Aerial Vehicles®, presents a system which is able to detect UAV and even micro-UAV in
the premises of an infrastructure, by utilizing vision algorithms [93]. The system also
integrates a distance estimation procedure in order to provide the distance of the drone as
part of the solution.

The fourth and last category of detection is the “RF fingerprinting”, which the RF signal
produced by the controller and the UAV is used in order to detect and identify. a“drone

[88]. As the study mentions, the RF signals which are transfer between the controller and
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the UAV, do possess a characteristic and unique RF signature, hence the name “RF
fingerprint”. The mentioned type, possess the best energy efficiently due to the passive
antenna which use in order to capture the RF signals. The most worth mentioned ability of
this class, is that in can cope with the extremely hard to detect micro UAVs since it is aims

to detect and intercept the controller without the need of finding the drone itself.

RF fingerprinting also offers high operational range, which a crucial problem in the second
and third category. This is due to the fact that high sensitive antennas can be used in
relatively low cost. The “Micro-UAV Detection and Classification from RF Fingerprints
Using Machine Learning Techniques” paper [88], presents the concept of an improved RF

fingerprint detector with enhanced capabilities based on supervised machine learning.

UAS counter measures

The need for quick and effective response against possible malicious or malicious drones
has created a plethora of countermeasures [94]. Moreover, the need was so crucial that lead
to the adaptations of countermeasures integrated to the drones by the manufactures in the

form of “geofencing”.

Geofencing is the creation of a virtual barrier by utilizing information of the geographical
petition of the drone (through GPS) or by low radio frequency identifiers (LRFID). The
dimensions and position of the geofence along with the classification of the territory is
handled by software pre-installed in the drone from the manufacturer [95]. The drone
software will recognize that the given position is restricted and hence in would not enter it.
Though this method is quite effective for regular user, in the case of a more expert hacker
could be by-passed with the GPS spoofing techniques such the ones presented in the
previous chapters [94]. Furthermore, open-source software which implements the above

method is well spread-out in the internet and well documented [94].

A more sophisticated kind of countermeasures is relying on the hacking technique
presented at chapter 3 [94]. More precisely counter measures in the form of attacks on the
control communication stream and data communication stream can be implemented. As a
result the suspected drone can be forced down or disable its capabilities of flying and
relaying information back to the controller. In similar way control commands from: the
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controller can be nullified (chapter 3). In similar bases, anti-drones’ systems like the one
presented in the state of the art chapter, can use spoofing type attacks in order to gain
control over the drone and force it to land in a specific safe location.

Such kind of methods are called as “Electronic defenses” and they effectives can be
nullified if the attackers have set their drone in a so called “radio silence mode” [94]. In
this custom-made mode, the unmanned aircraft vehicle software is alternate in such ways
that do not require to receive of any kind of signal from the controller. In other words, after
the takeoff, the UAV does not enable its antenna-receiver, hence the drone will only
execute a set of predefined commands. The same approach can be applied form the aspect
of GPS, nullifying the GPS-spoofing based counter-attacks [94] [chapter].

Should all the mentioned countermeasures failed to stop the UAV from entering a
restricted airspace, kinetical type of measures can be used in order to hinder the flight of
the drone [94]. Those kinetic defense, utilize means like bullets from soft materials like
rubber, guns that deploy nets or even stronger weaponry like shotgun shots. Their
drawback is that their excess power can destroy a false believed to be malicious drone,

destroy evidence or even cause the detonation of the payload of the drone [94].

Last but not least, worth mentioning is the idea of utilizing the already present system
which utilize large predator birds like eagles in order to keep small birds in distance from
an airport. This countermeasure is not optimal and can result in harm for the pray-bird
itself as well stated by the paper “How to evaluate counter-drone products” [96].
Nevertheless, it can be used as a stop gap measures for airports without the proper

equipment for a technological oriented solution [96]

UAS as countermeasures

In the recent year, the idea of utilizing unmanned aircraft systems as a countermeasure to
hostile or suspected drones have been introduces and implemented by some states. The
drones can be equipped with a variety of sensors able to help in detecting and tracking a
rogue drone. Such sensors include vision sensor, acoustic sensor and even mobile radar
detectors, increasing the effectiveness of the counter-drone [88] [97] [99]. The Tokyo
police have adopted such an idea and have acquired a fleet of drones able to detect and

track drones which flying in restricted areas. The police drone is equipped with a camera
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for monitoring and a suspended net which hover under the drone. The scope is that the
police drone will guide its equipped net against the rogue drone, capture it insight the net

and force is to the ground in a safe and secure manner.

Figure 18: A drone used by the Tokyo police in order to capture mid air a suspect drone [98]

Additionally, a security company name “Dutch firm Delft Dynamics” has lanced the idea
of a UAV quadcopter able to shoot nets on the target drones instead of a pre-deployed net.
Their creation is called DroneCatcher and it is able to use a variety of sensors like the ones
already described [99]. The net is able to be launched effectively at a distance of 20 meters
while cord reconnected to the DroneCatcher, will keep the net along the captured drone
suspended in the air. By implementing this technique, the malicious drone is protected
from a potential hazardous fall to the ground. The company took a step in the evolution of
the drone and added a ground connected cable which allows the drone to draw power from
it. As a result, the drone can stay airborne indefinite, scanning and protecting against
drones. Once a rogue drone is detected, the «DroneCatcher» release the power cable,
switch to its battery as power source and initiate the pursue of the malicious drone [99].
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UAS and Smart airport

In this chapter the concept and categorization of airports and smart airports is presented. The
chapter continuous with the analysis and presentation of the cybersecurity liabilities which the

smart airport posses along with the role of UAS in cyber-attacks.

Smart airports

According to “Airport Council International” (ACI), the annual world airport traffic for the
year 2018, was more the 8.3 billion passengers while the cargo transferred by the air
reached more than 118 million of metric drones [100]. Those numbers do not only show
the huge volume of passengers and cargo transfer through the aviation field, but also depict
an increase of 7.5% and 7.7% respectively from the year 2017. ACI estimates that the

number of passengers traveling by air will surpass the 20 billion by 2040.

Based on those statistics and prognosis, many private companies and research institutes
have studied the next step in the aviation sector and more precisely the analysis and
implementation of smart airports. Following the evolution of the airports, they can be

distinguished into three categories [101]

1. Airport 1.0 (Basic Airport Operations): Which can handle basic airport operations
like the necessary safety features along with an efficiency in handling passengers
and cargo [101].

2. Airport 2.0 (Agile Airports): Those airports cover the services provided by the
previous category, but they are enhancing them with new technologies in response
to the quick changing environment. They accommodate web services like Wi-Fi,
video surveillance etc. both for the passengers and working personal [101].

3. Airport 3.0 (Smart Airports): Those airports cover the services provided by both the
previously mentioned categories, while extending the capabilities, security
measures and services. This is accomplished by utilizing the emerging and state of
the art technologies [101].
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According to the paper “Smart Airports: Transforming Passenger Experience To Thrive in
the New Economy”, a smart airport incorporates technologies which are centralized and
communicate through a “digital grid”. The mentioned digital grid, is acting as the central
point of command of the airport, effectively managing every interaction and information.
That information will be extracted from a series of sensors and cross-references of their
readings. It will also serve as an interaction point for all the passengers and working
personnel [101].
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Figure 19: The vision of a smart airport as presented in the paper “Smart Airports” [101]

According to the study “Intelligent Airports - Your runway to success”, a smart airport
should accommodate technologies such as biometric sensors, ability to track and trace both
personal and passengers, ability to track and trace both cargo and passengers’ packages, be

able to analyze the video surveillance data and even have smart healthcare services [102].
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Smart airport cybersecurity

Cybersecurity is a crucial part in every airport in order to sustain its services, security
features and efficiency [104]. This aspect is closely connected with the APOC, according
to a study published by the Single European Sky ATM Research (SESAR) which is the
European air traffic control infrastructure modernization program [104]. The APOC stands
for Airport Operations Centre and is essential the central network which handles all the
decisions and processes from flight control to ground handlers. In other words, the APOC

is essentially the “digital grid” which was analyzed in the previous chapter.

Though those breakthrough technologies have led to the introduction of smart buildings
and airports, it also created a whole new sector of security liabilities and cybersecurity,
according to the same study [104]. Simultaneously, the integration of heterogeneous data
sources offers a more holistic picture over the operations that taking place, hence it creates
opportunities and prerequisites for a more improved cyber-defense which is based on an
mutual conception. As a result, it is vital for the inputs taken, to be reliable along with the

outputs provided by the system.

The cyber-liabilities that the implementation and usage of such “digital grid” creates or

will have to defend from can be categorized in 8 types [104]:

1. Insider threats: Those are personal with legitimate access to the APOC.

2. Hacktivists: Which are people who fight for ideological motives.

3. Hacker and or virus writers: Who find entrainment in such malicious acts

4. Business competitors or/and foreign intelligent services: Which are motivated from

the economic or other advantage that their country or company may gain.

5. Cyber-criminals: Who will try to gain economic gains through their cyber-attacks

and frauds.

6. Terrorists: Who will try to obtain sensitive information
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7. Organized crime: Which has as a target to obtain financial gains in the form of

ransom or rewards.

8. State Cyber-Forces: Who aim to disrupt or destroy national critical infrastructure.

The study points out that without a variety of detailed insider information regarding the
implementation of the system, a cyber-attack will only be able to accomplish a minor
outcome. Furthermore, the attackers will also need to be highly organized and with

significant funds available [104].

According to another article titled “Smart Airport Cyber-security: Threat Mitigation and
Cyber Resilience Controls” [2], a smart airport should be prepared for cyber-attacks which
use as their base technologies like 10T and smart devices connected at its network. The
paper continuous by extensively analyzing and presenting the plausible cyber-attacks that

must be covered, while simultaneously categorizing them in 5 main categories.

1. Network and Communications attacks: Which are attacks aiming the network and

categorized in active and passive attacks 105].

2. Malicious software: Which are malwares able to infect both the systems and the

smart devices connected to it [105].

3. Tampering with Airport smart devices: Which included the manipulation of data

stored, systems and sensor data which are drowned from the smart devices [105].

4. Misuse of authority: Which includes stolen authorization credentials or insider
threads [105].

5. Social and Phishing attacks: Which is the manipulation of unwary people in order

to perform actions that will help the attacker, such us sharing credentials of the
airport Wi-Fi [105].
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UAS cyber-attacks in smart airports

Based on the previous chapters, the use of unmanned aircraft vehicles and systems in the
aviation sector has been already introduced and adopted in a variety of different
applications. Simultaneously, the new services that the further implementation of UAV
may offer is more than promising and according to the studies is the next evolutional step
of smart airports. Canard Drones offers services to airport, in which the vital act of
calibration of airstrip beacons is been made with the use of drone [21]. As a result, the
aviation sector and specifically the airports will need to adapt in both cybersecurity against
drones and in the cybersecurity of the drones utilizing by the system of the airport.

More precisely, as it was already presented in the previous chapter, smart airports and agile
airports do offer services in their passengers by utilizing technologies like 10T and Wi-Fi
networks. The same technologies are also used from the system and personal of the airport.
Hence, a cyber-attack on those assets can posses serious outcomes in the functionality and
services of the airport. Both 10T and Wi-Fi networks can be exploited with the use of
drones and even affect directly the smart devices of the passengers.

Cyber-attacks like those mentioned in the “chapter 3” and “chapter 4”, can be utilized in
order to map and tag the airport and the nodes of the system, while 3D-maps can offer
valuable info in every cyber or conventional attack. Moreover with the large humber of
lIoT nodes and Wi-Fi communication, liabilities in the system can be created. Black Hat
demonstrated, that drone can used to exploit 10T devices like the ones that can be found in
an airport. Simultaneously, in the same chapter, more complicated malicious acts like node
injections etc. have been proved to be able to be accomplished by drones in critical

infrastructures.

Though the study “Addressing airport cybersecurity” mentions that such attacks cannot be
done without inside level of information, the crucial outcome which may result from a
cyber-physical attack against an airport, sets the necessity for counter-security to levels

that cannot be ignored.

67



Cybersecurity Risks Posed by Unmanned Aircraft Systems

11 Conclusions

Throughout the human history, it was always the small steps that lead to technological
revolutions; Unmanned Aircraft Systems are no different and with them came a new era in
nearly every aspect of our society. Ranging from monitoring, marketing usage, military,
search and rescue, entertainment etc, UAS have gone hand to hand with a technological

revolution in each and every field; and cybersecurity is no exception.

Critical infrastructures including but not limited to airports, factories and banks, are fields that
have already been targeted from UAS in the form of cyber-attacks or cyber-physical-attacks,
while simultaneously such attempts are expected to increase dramatically following the rapid
increase of UAS numbers. Many of those Unmanned Aircraft Systems have been produced
without safety considerations from both legal and cybersecurity aspect. Moreover, the rapid
transition to cheaper and improved versions of drones has introduced an increase in active
drones that do not get security updates, even though their vulnerabilities are publicly

available.

In addition, the World Wide Web is full of information regarding the use, manufacture or
reconfiguration of drones, information which can be used for malicious acts. Based on the
papers presented during this thesis, the abilities that such drones possess can easily target a
plethora of different devices and critical infrastructures. The attack scenarios presented in this
paper have also proved that complicated and unforeseen till now cyber-physical-attacks can
be accomplished with relatively cheap and commercially available drones and electronic

parts.

Counter measures against UAS have already encapsulated a variety of different approaches
regarding the detection, identification and immobilization of drones. Larger drones can be
easily detected with radars, acoustic or vision based sensors, while smaller drones and micro
UAVSs require the usage of specialized radars, rf-detection or enhanced acoustic sensors.
Regarding the counter measures, technologies like geo-fences, restrain nets, jamming or even

drones can be used as already analyzed.

On the contrary, counter UAS technology still poses a wide range of practical, legal, and
policy challenges in a civilian dominated environment. Efforts to identify new methods that
will protect large areas of airspace are ongoing, Remote Identification requirements for
civilian drones being under design, while simultaneously the users’ legal private information

are delimitated.
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As a result, critical infrastructures must adopt a security policy which incorporates UAS based
attacks, along with the needed detection technologies, counter measure equipment and proper
personnel training. Such equipment can be deemed as too expensive or not fully proofed when
it is applied in large areas, hence, additional cybersecurity policies against cyber-physical-

attacks must be planted and implemented.

However, defending critical infrastructures against malicious drone cyber-activity is a wide
and significant complicated problem set. Although there is a number of technological
mitigation solutions, Cl must remain within the law, when using disruptive technologies, and
the risks on the wider community should be fully assessed and understood. Any decisions
against a flying object should be appropriate, proportionate and necessary with documentation
along with the rationale for making it. Furthermore, appropriate responses must taken by the
security personnel before, during and immediately after any UAV incident, creating a security

culture with orientation to continuous evolution and action.

“Computers are like Old Testament gods; lots of rules and no
mercy.”

Joseph Campbell
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