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Metantuyiokn SeTpifn Amotunwon AraTiosnv AGQAiELng Kol
[wtucodtrag Ad-Hoce diktdwv

IHEPIAHYH EPTAXIAX

H acopdrern amotelel éva and ta wvpiapye {nmuate oe peydia, alld wou
mKpd, vroloyloTikd cvotiuate. H moAvmhokdmmta TV VITOAOYIGTIKOV GUGTIUATOV
o€ GLVOLAOUS pe TNV AAANAETIOpacT TOVg pHéow dikTvwv kot tov [aykodomov Iotov,
KaB1oTOOV TNV ao@dAEln £va KPIOIUO TTOPAYOVTA YO TOVG GUYXPOVOUS OPYOVIGHOVG.
IapdAinia 1 e&dmiwon twv ad-hoc diktvmv, €16ayEL VEEC TPOKANOES OTO KOUUATL
1600 NG droyeipong 600 kAl ¢ acediewng avtdv. Emnpocheta, 10 drapopetikd
EMOTNUOVIKO VTOPabpo ahAd kal 1 SQOPETIKT KOVATOVPO OV YopakTnpilel TOLg
EUTAEKOUEVOVG OTO KOUMATL TNG GCQAAEWG dMUIOVPYOLV Kawoeavr) Tpofinuoto
otV dwxeipion acedrelng Twv SikTO®V, TOV evteivovtal amd v UeTABAAAOpUEVT
@VoT TOV £V AOYW SIKTOWV.

Yxombdg g dTtpPng avtig eivar 1 dnuiovpyia picg peBddov mov Ba £xer oav
GTOYO TNV TUTIKY] OTOTOTMON TOV OTUTNCEDY ACPAAELNS KOl 1010TIKOTNTAG TRV ad-
hoc dwetdwv. EmmAéov 1 pnébodoc avtr| Ba pmopel va mpoocapuodletar cuvexdg o610
netofarropevo reppdAiov Toug kal Bo pumopel pe caprveln Kol yopic Topepunveieg
V0. OTOTUTIMVEL TIG AMALTNOELS ACPAAELNG.

H pébodog amotereiton amd dvo Poaoiwkd otddw. Ipdto otddio amoterei N
dnuovpyio. piag ovioroylag acodielnc. Méow avtig eivor dvvaty n TLMKNA
amekdvion OA®V TOV amapaitnTeOVv TANPOEOpLOV/EVWOIdY pe eviaio Tpéro. Endpevo
016010 amotehei N e€ayoyn TG YVOONG amd SAPopeg TNYEG TANPOPOPNOTG Kot 1
TAnpwon TG ovioloyiag Pdon tov mnydv avtdv. Apywd péow epyareiov
TOTOAOYIKNG avVOyvpLong, eviomifovial o oyafd Tov dkTOoV. TN GUVEXEW Ao TIG
TOAMTIKEG ACQAAELNG TOV EYOVV TPOKVYEL OO OVAADOELS ETKIVOLVOTNTOS, EEGYETOL
TATPOQOPic. TOL APOPE OTO AVTIUETPU OV TPEMEL VO EPAPUOCGTOVY GTO EKUCTOTE
ayafo. H efaywyn g yvdong enttuyydvetal Hécwm TexVIKOV enegepyaciog GLOIKNG
YADOOTUC.

Ta gpyaieioa mov ypnoipwomomnbnkav yoo v avamtoén mg peboédov eivor 1o
GATE (General Architecture for Text Engineering) ka1 10 Protégé. To mphto
amotelel mepiBdriov enelepyaciag puowng yAdooag. [Tapéxer ypagwn demoen,
yeyovog mov to kabiotd gvkoho omv xpnon tov. Eicodoc tov mpoypdappotog

QMOTEAOVV AEKTIKEG OVTOTNTEG OMMS Keipeva, AeEkd, ovioloyieg kar €£000¢ avTOD
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M M M
[dwtikétTag Ad-Hoc dwtdwv

etvol ot ovtdttec mov evdlaPépovy TV €KACTOTE €KTEAEON OTMG Y10 TAPAOELYLO.
tonobecieg, dtopo, opyavicpoi k.a. To Protégé amoterel mepiBdilov orayeipiong
ovrohoyidv. To 1elevtaio mapéyel éva gvypnoto ypaewd mepipdilov dwoyeiprong
ovtoloyidv. Télog ko Ta 600 Aoyiopkd Tapéxovv Tpoypappatiotikn dienaen (Java
API) péow g omoia eival epct] 1 dNpoVPYi CVTOVOUOV EPUPUOYOV TOCO GTO

KoupdTt TG drayeiptong tng yvaong evog tediov 060 kol otV eEaywyn auTic.
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Metantuyiakn dtatpipi AnoTOn®on ATTHCEMV AGQRAAEWG KO
[Suwtikétnrag Ad-Hoc dikthov

ABSTRACT

Security has become a very important aspect in all kinds of information systems
regarding the size of them. The complexity of these information systems in
combination with their interaction via networks and World Web, render their security
a crucial factor for the successful operation of modern organisations. At the same
time, the wide adoption of ad-hoc networks arises new challenges both in managing
security and security itself. In addition, the different scientific background and culture
that characterizes people who are involved in the security of IS, create new and
sometimes complex problems which are intensified by the altered nature of networks
in question.

Aim of this thesis is the creation and presentation of a new method that will
imprint all the security and privacy requirements of ad-hoc networks in a formal way.
Moreover, this method has the ability to be adapted continuously in ad-hoc networks’
altered environment and it imprints with clarity and without misinterpretations the
security requirements.

This method is constituted by two basic stages. The first stage involves the
creation of a security ontology. The latter will act as a container for the formal
representation of all security concepts. The next stage involves the information
extraction from several sources and the fulfillment of the security ontology with the
concepts recognized by the information extraction method. Initially, the assets of the
network are mapped, via software that recognizes a network’s topology. Secondly,
information is being extracted from the high level security policies (resulted from risk
analysis methods). The above information concerns the security countermeasures for
each asset that has been mapped previously. Information extraction is feasible through
natural language processing techniques.

The tools, utilized for the development of the method described above, are
GATE (General Architecture for Text Engineering) and Protégé. The first one is a
tool or framework for natural language processing. It provides a graphical user
interface that facilitates its use. The input of this software is verbal entities such as
text, lexicons, ontologies and other. The output is a set of entities that describe

concepts like places, organizations, individuals or others that the user might define

Owovopwo Mavemaotipio AGnvav
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during the processing of the verbal entities. Protégé is a mean for creating and
managing ontologies. It also provides a graphical user interface for the ease of use.
Finally, both programs mentioned above provide an application programming
interface (JAVA API) which makes feasible the creation of autonomous application in

the fields of knowledge management and natural language processing.
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Merantuyokn Swatpiffi Anotinwon Anartioewv AcQaisiag Kol
I5wwtikétnrag Ad-Hoc Siktomv

1. Ewayoyn

1.1. AToTOT®00N OTATHOE®V ACPALELNS KL IOLOTIKOTNTAG

1.1.1. Nl aravteitar i TVKY TOTOTOOT] AGPIAEWNS KAL IOIOTIKOTITOG

H évvown g acpdlreiog anoteiel mAéov éva omd ta kvpiopya (MTAMGTE oF
peyéha, oAld kot pkpd, vVIOAOYIOTIKG cvothuate. Onmg kol pe T0V¢ VIEOAOUTOVE
KAGOOVG TNG EMOTAUNG, £TOL KOl PE TNV EMOTHUN TOV VAOAOYIOTAOV, emifovlot
ELVOOVVTAL TOV TEPACTIOV SVVUTOTHTOV TV DIOAOYIOTAOV Yio KakOBovAo £pya. O
kivduvol mov glloyedovv eivar mowilol ka1 6 ovvdvOoRO pE TO YEYOVOG OTL T
ovoTANATA YivovTonl OAO KOl O TOAVTAOKC, KOBIGTOOV T0 KOUUATL TNG OCPAAELNG
akopa mo dvokoro. Ilapddinia m aAAniemidpacn petold TOV VROAOYIGTIKGOV
cvomudtOv pécw KTO®V (gite TOMKOV Kol €VOO-ETUPIKAOV €ite PEC® TOL
[ayxoouov Iotov) siodyovv emmiéov TPoBAILATO TPOG ETIAVGT.

Mia pikpn oe péyebog emyeipnon 1M évoag amAdg YPNOTNG TOV VITOAOYIGTGOV
umopodv pe Pacikés dadKacies Vo AGQEAAOOVY TO VIOAOYIOTIKO TOUG GUGTNUU
KOvOomTikd. Avtifeta, to TANPOPOPOKE CUOTHNATH UEYOAMY ETOUPIOV QTALTOVV
ToAOTAOKEG LeBGdOVG AdY® TNG VYNANG Tovg ToAvTAOKOTNTOS. Tavtdypovae anattodv
Aoelg o1 omoieg Oa elvan gVEAIKTES KO EDPOCAPUOOTEG OE SLASKAGIES dLoyEiplong
(management). Eivan amapaimmto va umopei duvapkd vo tpocappudletar 1 moATIiKn
AOQPAAELNG OTIC KALVOVPYIEG AVAYKESG KAl GTOVS KALVOUPYLOVS KIVOUVOUG IOV UITOPEL Vo
mopovcoTody, Ympic oniadn va amouteiton 1n dwkom TNg Aetovpyiag TOV
TATPOYOPLIKOV GLUCTHLATOS Y10 TNV EQAPULOYN TOV VEDV TOALTIKOV ACOAAELNC.

Tavtoypova 1 i6080¢ TEYVOLOYIDV TOV EMTPEROVY TNV AAAXYT] TOTOAOYING EVOG
SkTOOV o€ TMPAYHOTIKO YPOVO, dVoKOAEDOVLV 10 €pyo TV VAEVBVVOV ac@aAeiog.
AcvVpuata diktva Tov GAAALOVV CUVEXDG «OYESY OmoTOVV ADGCELS KOl TOALTIKEG
ac@dielng or omoieg Ba eivar gvéhikteg £Tol dote va tposapudlovior e0KoOAN OTIG
AVAYKEG TOVG EKAGTOTE HIKTVOV.

Emmthéov, éva amod Ta onuovtikdtepa TPOPANUATE TOL VRAPYOVYV GTO TORED, TNG
ACQAAENG TV VITOAOYICTIKOV OAAG Kol TANPOPOPOKDV CLOTNUATOV &gival TO
SaPopeTIKO YVOOTIKO VAOPABPO OV VILAPYEL NETAED TOV EUTAEKOUEVOV GTOV TOPEN
avtd. Zoyvd eivar ta eouvépeva katd ta omoia m idw AEEN yiveton katavonTn e

SlaQOPeTIKO TPOTO AO SPOPETIKA ATOU. AV PUVTACTOVHUE VOV HIKPO OPYOVIGHO

Owovouk6 INavemotipuio Abnvav
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10T€ T0 TPOPANpa avtd eivor pndopvé pog kol ot EUTAEKOUEVOL GTOV TOMER TNG
acediewag eivan AMyor (T mepiocdtepeg opéc povo évag). e MEPIMTMOOELS OU®G
O6mov MOAAGL Gtopa cvvepyaloviol 6Tov Topéa avTd To TPOPANUA ATOTEAEL TPOYOTEST
Y TNV eniTELEN TOV TEMKOV GTOYOV, TNG KOVOTOMTIKNG EEACPAAONG TOV EKACTOTE
TATIPOPOPLAKOV GUGTHLLOTOG.

Mo va yiver mo koatavontd to npofAnue topadétovpe to €€Ng mapaderypa. Ot
AéEerg security, safety, insurance, assurance, police, fuse petappdlovtor oto eAAN VKA
pue mv AEEn aopdieia. Eivan dpwg cagéc 60Tt M gpunveia avtdv tov Aéécwv eivol
SLPOPETIK Y1t KATOIOV TOV OO0V 1) UNTPIKT) YADoow givol Ta oyyAkd. Emmiéov
av Bglnoovpe va opicovpe v £vvola tng acediewng Ba dumordcovpe OTL Kot ekel
vrapyovv dweopetikoi opiopoi. To ayyhikd Swonuo Ae&ikd Oxford [4] mpocdider
otV évvoln ac@aien Tov e€Ng opiopd : Freedom of danger or anxiety. To eAAnvikd
Ae€ucd tov xabnynm k.Mropmvidot [3] opiler v acpdrewn wg n kardotaocny otny
omoia Jev VTAPYOVY KivOVVOL, OT0V 01gOAVETOL KAVEIS 0TI Jev ameideital aAMG KAl G 1
amoTpomy Kvovvov 1 ameirng, n elacpdiion aryovpids kor Pefaidtnrag. Téhog éva
akopn mapadetypo eivar ol évvoleg dedopéva Kol TANPoQopid, oL 0Toieg oLuyXEovTot
ovyvd. Me tov O0po dedopéva evvoodue éva oOvoro amd ocOufora ta omoia €xovv
Kotoypaeei. Me tov 6po mAnpogopio evvoodue 1o dedopéva o omoio. cuvodevovton
a6 v onuacia (évvoid) tovg. Eivar Aowtdv npopavég 6t otnv mohd yevikr opdon
«Ta dedouéva e eTapeias TPETEL VA TPOGTOTELTODVY, OL EPUNVEIEC TOV UTOPOVV VO
amod000vV eivon TOAAEG.

TN 6Aovg ToVg TapaTdve AdYoVS, KpiveTal avaykaia 1 TUTLKY] OTOTOTMOT TOV
ATUITNOE®V 0O0QPaAEWG kou wWwwTikdémTog. Me 1oV Ttpoémo ovtd oocdeeieg mov
opeiloviar og mapepunveieg 6pov oAlG Kol o€ SPOPES CYETIKG ‘UE TO YVOOTIKO
voPfabpo TV EUTAEKOUEVOV OTO KOUMATL Trng oaoedieng Oa pmopEcovv va
exkieiyouv. H mapoyf piog xowng yiAdooog ywo ™ ovlAmnon tov {nmpdtov
acQaieiag mANpogopldv amoteAiel Pacwc) mpobimoOBeon Yoo pio  emrTLYNUEVT
npoondOein «ao(pdhong»l evog mAnpogoplaxkod ocvotiuatos. H  evvoroloywm)

Beperinon Tov 6pwv omoterel faocikd cvotatkd Tng emTvyiog.

' O 6poc aopdrion TonodeTBnKe oKomipwg o€ ElcaywyKd. Miog xat 0 6pog dev £xel anoturwBei
TURIKG, O EKACTOTE AVAYVOOTNG TOV avTilauPavetor pe dStopopetikd Tpdmo.

Owovopik6 Havemotiuo Adnvev 10
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1.1.2. Emekénnon Yrapyévrov ldpoceyyicewv

Ta televtaia xpdvia €xer dobei Waitepo Bapog ota dayeipion g acodiciog. H
TUTIKTY] AROTONMOOT] TOV ONAUTOE®V ac@dielag omotehel peilov Bépa, Wimg otnv
nepiodo g ovveyovg aviavouevng kKMpakag 1600 TV ev80-TAIPIKOV SIKTV®V 660
kot Tov Iaykéouov Iotod yevikdtepa. Ilapdia avtd, propel va SamoTtdoel Kaveig
oL vIApyEL oxeTKG PIKPT) TPOodog oTov Topéa avtd, gite AMdyw ™G 10TEPOTNTAG
0V £pyov, eite dOTL M €vvowr TG ac@dAielng Ogv amotehel TpwTELOV CHTHHO Y
TOMEG eTAPIES KAl OPYAVIGUOVG. ZTNV TOPAYPOPO QLT TAPOLCGLALOVTOL LEPIKES AUTTO
TIG ONUAVTIKOTEPES TPOCTAOELIEG GTOV TOUEN AVTO.

Mioa omd Tg xvpOTeEpeg @ONCE ©TO YOPO ONOTEAEL 1 TPoonmdbewr Yo
TPoTLTOTOiNoN OV Eyve amd 10 IEFT Policy Group
(http://www.ietf.org/html.charters/ipsp-charter.html)>. H opéda avty Bshpnoe v
dwayeipton g moMTikig aocpdlelng o¢ pio axdua service-oriented epyacio. ‘Etot
évog TEAATNG (Yoo mapadetypa évag router) kdvel pio aitnon Y KovOveg TOALTIKNG
acQaAEIng O €va KEVIPIKO SErver, 0 Omolog e TNV GEPA TOV TAIPVEL TO AVTIKEILEVD
OV TOV E0TENE O TEAGTNG, TO OLEPUNVEVEL KOl OMOCTELAEL ATOPACEL, EPAPUOYNS
TOMTIKOV 0OQAAENG Yo TO. SVYKEKPIUEVO avTikeipeva. o mapdderypa o router dev
E€pel av Tpémel va emTpénel TV eykabidpvon cuvdécemv Tomov ftp 1 oL AmooTtéddet
Aowdv pio aitnomn otov server kot ekeivog Bdom Tov povtédov mov €xel dnpiovpynBet
amavtd av propel N 6y va dnpovpynoet tétoov tomov ovvdéoels. H IEFT opilet éva
policy framework 1o omoio umopei va ypnoiporondei o 1Epdpynon TV podv TV
nokéTov Kal yio £o0vo1oddtnon (authorization) ypriong vanpecuUdY Kot «oyaddvy» Tov
dkrdov.

210 [23], mapovodleTar pio péBodog n omoia mpoteiver v dnpovpyio piog
YADOGOG MU-TUTKNAG OMOTOTWOTS TOV ONOITIHCEOV ACQUAENG kol ovopdCeton
Ponder. H yA®ooa Ponder mepiéyel dopuéc pe o100 TV meptypopn t@v akdrovdwv
Bacwkdv TV moMTikig aopdActag (policy types) :

e Authorization Policies, ot omoieg opilovv emurpentéc mpdalec wau
YPTNOHOTOIOVVTUL Y1t VO TPOGO10picovY TO access control.
e Event-triggered Obligation Policies, ot onoieg opiovv evépyeieg mov mpénet va

yivouv am6 mpdktopeg dwyeipiong (manager agents). I[Ipdketton yo xavoveg

’To group avté dev vedpyel TAéov. [TAfov i mAnoiéotepn opdda mov epyaletal oTov Topéa avto eival
10 IP Security Policy Group, ané 6mov xat 1o link Tov avopépovpe.
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Metantuyiaxn dwutpifn Amotinwon Anotnoewv Acedielag kot
Ihwtikétnrag Ad-Hoc ductimv

OV evepyomowovvTol polig AdPer ydpa €va yeyovdg, v mopdderypo pia
nopaficon Tov dwktoov. Tote, evepyomolovvior ov manager agents OmOL
0éTouV OE EQAPHOTT TIC CUYKEKPIUEVESG TTOMTIKES OLOPAAELNG.

e Refrain Policies, o1 omoiec opilovv evépyeleg mov 1o vIOKEIpEVE TOV SKTVLOV
TPENEL Vo amOPeYyovV 1) dev emtpénetan vo kGvovv. [N mapdderypa, dev
TpémeL Kavévog xpnotng va «avoi&ew tig nopteg 20 kar 21 (FTP data port xon
flow control port avticToiya) 6TOV VTOAOYIGTH TOL.

e Delegation Policies, ot onoieg apopovv oe petafifaocn appodotitov ond évo.
ypiotn/vnoroyiot oe dAlo. o mapaderypo Swaiopa eyypagric oe éva
apyeio amd éva vynAdPabuo otéheyog oe Eva yaunAdotepov Babuov.

Na mv onuovpyio. 1oV Kavéveov Tov Ba OTOTLVTOVOLV TV TOAMTIKY] OOQAAELNG
TOMKA £Yovv oploTel kdmoleg dopég dedopévav. Avtég eivan ta Groups, o onoia
amoteAovV €éva cOVOAO amd avtikeipeva ota omoia epapudletar pio ko molmikn
aceaiewns, v mapaderypa 6Aot o1 tedikoi vmoloyiotég (hosts), o1 Roles, o1 omoiot
opiouv éva group amd policies mov agopd o€ kowég Bécelc o610 €pyaolokd
epBaArov, Yo TapAdEYUa 0 POLOG TOV TPOYPUUHATIOTH) OV AVOPEPETAL GE OAOVG
TOVG TPOYPOUUATIOTEG piog etalpiag, ta Relationships mov opilovv éva group amod
policies Tov avaEEPETAL OTIS OXECELS LETAED TOV AVTIKEWMEVOV KOL TOV DITOKELEVOV
Tov dwctdov kot téhoc ta Constraints ta omoia a@opovv ce TVYOV TEPLOPIGULOVS TTOL
VIAPYOVV OTNV EQOPUOYN TOV Kavovev 1Tng ToMTiknig ac@diews. Eva pikpd
nopdderypo kavova (v avalvtikdtepn mopovoiaon tng uebddov Préne [24], [25],
[26]) elvan TO akérovbo :
type auth+ profileAccessT(subject administrators, target<userProfile> users) {
action modify(), remove();}

To ovykexkpipuévo mapdderype piog authorization policy mov  ovoudleton
profileAccessT kat opilel 6T o1 administrators (éva group) pmwopovv (cvpforo +) va
aArdEovv (modify()) kol va apaipécovv (remove()) avtixeipeva tomov userProfile
OV AVIKOVV GTO group TV USErS.

Avtiotoyn 7pdtaon amoterei 1o  [33]. XV ovykekpruévn pébodo
ypnowomomOnke 1 tomkn yAdooa Event Calculus [34], pe v poper) mov avt
nopovoldotnke oo [35], o ocvvdvaoud pe v péBodo KAOS. Ztnv cvykekpuévn
popon to Event Calculus, amoteleitar and i) éva set and onpeio ypdvovu (time points),

ii) éva set oo 110TNTEG OV UTOPOVV VO, AAAGEOVY TN UE TNV TTAPOdO TOV YPdVO Kol
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Mertantoyaxm Swatpipn Anotinwon Anartiicemv Acealelag ko
ISwwtucotntag Ad-Hoc diktdov

ovoudlovtal fluents ko iii) éva set amd wkatnyopieg yeyovotwv (event types). To
KAOS omotehel puébodo ekAERTUVOTG QCOQOV KOl OONPNUEVOV GTOY®WV OE TOL0
g101kovg Kol KaAd opiopévoug. Xpnowonordviag 1o KAOS npocdiopifoviar capeic
oTOY0L, O1 omoiol oty ovvéxew ekepdlovrar Tomkd pe v Ponbeia tov Event
Calculus.

Mioa axéun mpoomdbelon mpog TNV KATEBOLVOT NG TUTMKNG OTOTHTWONG
anoToeV acedielag givol avty tov Moffet kor Sloman [27][28]. Ot teAgvtaiot
Tpocdopilovv v eEGAEYN TOV ACAPELDV TNG PLOIKNG YADOOOS KL TNV EVPECT] TV
KOPL@V EVVOLAV OV EVOWPEPOVY TOV XPNOTN, ®OS TG KUPLOTEPEC TPOKANOEIS GTOV
topéa tov policy refinement (StoAion, exAéntuovon). Me 1ov dpo Policy refinement
gvvoovue v dwadikacio petatponng Twv high-level policies og low-level policies. H
dwdikacio avt Tepthappdavel Tpia oTddia :

e [Ipocdopiopdg TV TOP®V TOL OMELTOVVIAL YO, VO IKOVOTOLOOLV To.
requirements tov policies.

o Metappaon tov high-level policies oe operational-level, tétole¢ mov va
pumopel o cvoTNUA Vo EPUPUOCEL (XWPIg ATAPELES)

o EmaAnbevomn 0T Ol QmALTHOES TOV TPOEKLYAV amd TO Pripa dvo TavTtiloviut

LE TIG amaITNOELS TToL TTeptypdeovtat ota high-level policies.

Anpovpynoav étor pia pébodo PBaciopévn oe Prolog n omoia petatpénet Tig LYNAOD
emnédov moatikéc (high-level policies) o yapuniov emnédov (low-level), wavd yo
epappoyn omd éva vroroylotikd cvotnpo. BéPora, 6nwg ToviCovy, 6e omowdnmote
nébodo amarteiton ko avBpdTVY ToPELPUOT VIO COOTE ATOTEAEGHATA.

Mia akdpa TPocEYyion GTOV TOUEN TNG TUMIKNG ATOTVRMOTIS TOV OTOLTCEDV
acpdieag givar o NLIPT tool. O gpevvnrikiy opdda oto [29] dnpodpyncav €va
npwtdétumo gpyadeio to omoio emefepyaletar keipevo o€ QLOIK YADOOO KOl
npoonabel va eEdyel mAnpopopiec mov agopodv oto Bpe, oto avtikeipeva mwov
neplhapuPdvel kol oTig evépyeleg mov  mpoPAémer  éva  avtiperpo  (security
countermeasure).

O Ortalo [30], meprypdoper pio yYAdooo Y vo eKPPACEL TIG TOALTUEG
QAGQAAEING OTO TANPOPOPLOKE CLOTNAHATA, 1 omolo otnpiletan otnv Aoy TV
“permissions and obligation” (emiTpentég evépyeleg Ko vroypedoemv). H Aoy avt
ovoudleton deontic logic. To Paocwd a&iopa tng cvykekpuévng mpocéyyiong etvat o

Kavovag
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Metantuyiukn dtatpifn Amotunworn Anatioewv AcQaAgiag Kot
[Suwtikotntag Ad-Hoc diktdwv

Pp=—0-p
dnAadn “Permitted p is equivalent to not p obliged”. H mpocéyyion avtn dev givan
KOTAAANAN Y100 TNV Y TV povtehomoinon Tov obligation policies ko authorization
policies. Evioyvon tng moapomdve damoyng amoteiei xou to [31], oto omoin
avoPEPOVTUL OPKETA Tapddo&a e Tapamave Bempiac.

Télog, 70 LaSCO amotehel pia ypoikn TpocEyylon Yo ToV TPOGOI0PIoHO TMV
security constraints oo avTikeipeva, oty ontoia yiveton n Bedpnon 6t pio TorTikn
anaptifeton omd dvo pépn : 1o domain (VOBECEIS GYETIKG UE TO GUGTNHA) KL TNV
anaitnorn («tw» gival emTpentd va AdPel xdpo oto ekdotote domain). Ot moitTikég
nov gpeaviCovtar ato LaSCO €youv v HOPOT TPOTACEMV PE GUVOTKT] Y10 access
control. H ocvykekpiuévn mpocéyyion eivar moAd mepropiopévn kot dev pmopel va
1KOVOTIOOEL TO GUVOETO £pYO TG OWUYEIPIONG TOV MOATIKOV OCPAAENG HE TUTIKO

TPOTO.
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Metantuyaxn dwotpPi Anotinwon Anoiticsnv Acaieing Kat
[dwtikotntag Ad-Hoc diktdwv

1.1.3. Xapaxktnpietikd kou idrartepotnreg ad-hoc dikrvmv

Zoppova pe toug Imrich Chlamtac, Marco Conti kot Jennifer J. -N. Liu [37] éva.
mobile ad-hoc network opiletat wg &g :

«Mobile ad hoc networks (MANETs) represent complex distributed systems that
comprise wireless mobile nodes that can freely and dynamically self-organize into
arbitrary and temporary, "ad-hoc" network topologies, allowing people and devices
to seamlessly internetwork in areas with no pre-existing communication

infrastructure, e.g., disaster recovery environments.»

Amo6 tov opropd yiveton capég 0Tt Ta ad-hoc dixtva, evd ypiCovv peyding svkoliag,
dwaxpivovtan omd Wwitepa yvopiopota Tov o Kablotovv dVGKOAN GTNV dayeipion
T0V¢. Mepikd amd o YopaKINPIGTIKE TOL T SLLPOPOTOOVY amd Ta KOWE, 6Tadepng
TomoAoyiag diktva, ivar Ta akdrovda :

e Autonomous Terminal : Zta MANET, kd0e xivntog képufog amotehel ko Evav
avtévopo k6pPo, o omoiog umopei va ddpapatiost gite Tov poro Tov host
gite tov polo tov router. 'Etol, o1 6pol TEPUOTIKOG VTOAOYIGTAG KO
dpoporoyNThG EMKOADTTOUV 0 €vag ToV AANO.

e Distributed Operation : An6 v oTtyun) mov dev vdpyeL £va dikTvo KOpUov
(backbone network) ywa v kevipikn dwyeipion T@v AELTOVPYIDOV TOV dIKTVOL,
1660 0 éAeyyoc 660 kau 1 Srayeipton Tov SkTdoV ival katavepnuévn pnetaéd
TV TEpLOTIKOV KOpPov. Or kéuPor mpémer va «ovvepydloviow yu va
gmrevyBel cwoth dpopordynon kar acearen oto ad-hoc dixrvo.

e Dynamic Network Topology : E@dcov o1 k6pupor mov cvpuetéyovv oe éva ad-
hoc diktvo givon xvnroi, 1 TomoAoyia Tov diktdov pumopel vo oAAAlel TaKTIKG
kot aotabhg. ‘Etol, wopro yopaktnpiotnkd tov MANET eiven i ypryopn
TPOCAPUOYT KO avaddpOpwon Tng Tonoroying Tov SIKTOOV.

e Fluctuating Link Capacity : To péco mov ypnowonoteital yia v HETAdO0T
v dsdopévav (aocvppates Cevéelg) and v @vom £xer opiopéva aitepa
yopoktnplotikd. ‘Etor ta ad-hoc diktva eivar emppenyy otov B6pvPo, oto
fading («Eebmdpracuo» TOL ONUOTOG), Kot OTNV ToPeRPOAT KokdBoviwv

WTAKOVOTOV.
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Metantuyiakn S etpipi Anotonwon Anartioewv Acpaielas Kot
IShwwtikéntag Ad-Hoc Siktdowv

e Light - Weight Terminals : Téhog, 0TI TEPIOOOTEPES TOV TEPMTOCE®V, OL
képPor mov cuvppeTéyovv ot €va TETOWO OIKTVO VOTEPOVV OF TEYVIKEG
apodaypaeég (CPU, Memory, Network Card), yeyovog mov pmopei va eicdyet
emmAéov  TPOPAMHOTO AOY® TNG VAEPPOPTMOONG €VOG  KOpPBov  amd

apHOOOTNTEG KAl AELTOVPYIES,

Ta ad-hoc dixtva vrogépovv amd TG idieg evmabeleg TOV VITOPEPOLV KOt TO.
evevpuato diktva, 6mwg denial of service, man in the middle ka. Eivor gavepo 611 1o
TOPATAVE YOPOKTNPLOTIKE EYEIPOLV VEEC TPOKANTELG GTOV TOUEN TG ACPAAELNC TOGO
TOV LVIOAOYICT®OV 000 kol TV SKTO®V. Apykd, Omwg mpoavapépOnke to. ad-hoc
diktva yapaxmpifovior amd v adountn Tomoroyio. Tovg, MG kot ot KOpPor mov
CUUUETEYOVV O €va TETO10 dikTvo givar EAeVBEPOL VO GLUUETEXOVV KOL VO, ATTOYWDPOVY
amd autd avd oo oTiyun. Amdppoia avtov gival 6T Ta diktva avtd dev £xovV G
oplo €16600v OnMAadn kdmowov kOpPo pécw TOL omoiov OGAot Or VEAAouTol
EMKOWMVODV UE TOV DIOAOTO KOGUO. ZTNV TEPIATTMOT TOV EVOVPLATOV SIKTO®V 1
eykatdotoon evog firewall 6to onueio e10660v pmopel va avrypuetoniost Oépata Tov
apopovv oTo access control wavomomtikd. Kt tétoo dev eivor gpiktd ko otnv
nepintoon tov ad-hoc diktvwv.

EmmAéov 1a ad-hoc diktva givan extebeéva og kivddvoug mov apopodv 1o
otV dpopordynon 60 KAl OTNV QUOIKY TPOoTACiQ. AVAQOPIKE UE TO TPDTO,
mopoInpodpe 6t 1 dpopordynon oe ad-hoc diktva mpoypotomoeiton pe v
ovvepyooia Ghwv Tov koppev. O kdbe kéuPog «daenuilew» Tovg KOpPove oTOVS
omoiovg pmopel va petaddoet makéto. Anurovpysiton £torl pia oyéomn eumoToovVNG
(trust) petald tov kOuPov. Av évog kouPog apveitar va peTa@EPEl maKETA 1) OV
Sraonuiler soxeppéva Aavbacpéveg dadpopés tote 10 diktvo vIoAEttovpyel 1| dev
Lertovpyei kaBdrov. EmmAtov pmopei vo tpomomolel o makéto dnpovpydvtag £T01
VREPPOPTOON 6TO JiKTVLO pag kKot 0 TeEMkOg kOpPog mov AauPdver ta maxéta {ntd
™mv emavaAnyn Tovg ovvex®ds. Téhog otov Topén NG .QUOIKNG TPOCTUCING TWV
KouPov, sivar eavepd OTL amoitovvton emmAéov pétpa pag kol ot kopPor eivon
kwntoi. Télocg, éva axpaio oevapo oAra vrapktd, eivar avtd tov “sleep deprivation
torture”. Miog kot moAloi kéuPor ompilovion evepyewakd o€ pmatapieg, KOTOLOG

umopel oTéAvovtog cvvex®dg makéta o évav kOpfo vo «adedosy v evepyslakn

7NY" TOV.
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Metantuyaki StatpiPi Amnotinwon Anaitiicewv Acdieing Kot
[Swticérag Ad-Hoe diktoov

1.1.4. Avaykn YrapEng Néag IIpocéyyiong kot Zvppacsig Avtiig

2TIC TPOTYOUUEVEG APAYPAPOVS TOPOVCIACAUE TIS KUPLOTEPEG TPOCTABELES TNG
EMOTNHOVIKNIG KOWOTNTOG OTOV TOMER TNG TLTIKNG OMOTONMOTG TMV OTOLTHOEMV
aceaiewg Kobmg kol To Woitepo yapaAKTNPIoTIKG, TOCO To YEVIKA 60O Kou To
security ewwd, tov ad-hoc dwtdwwv. Ov mepiocdtepes amd T pebddovg 7oL
TOPOVOIACTNKAY, HETAPPAlovy TG moATikég vYNAoD emmédov (high-level policies)
ov ovvnBwg ekppdlovial oe Quowd Adyo (natural language statements) oe pia
TUTKY YADGGO OTOTOTMONG TV OMOLTNOEWMV ac@dielng (security requirements).
Opwg, ot moMtikég ao@dielng mov éxovv dnpovpyndel ectialovv katd kdpo Adyo
NV TPOCOYN TOVG G dikTva TOV £XOVV G6TABEPT VIOdOUT). LTS TEPITTOGEL; TV ad-
hoc dwtdwv, ota omoia n Torohoyia dev eivar 6Tabepn aAAd SrapopedveETOL CLVEXAC,
ot mapomdve pébodor dev eivon a&omotn. H dwdikacio puetdppaong givor opketd
xpovoPopa gite avtn yiverar péow atéuwv eite Héow VTOLOYICTIKOY GUOTNUATOV.

Eivon pogavég 6T o1 vmdpyovoeg mpoceyyioelg eivat S00KOAO Vo EQAPULOGTOVY
Kot va avtoreEéBovv pe emruyia ot anortmoelg tov ad-hoc diktdwv. Kpivetat
Aowmov avaykaio n vapén piag véec pebddov n onola Bo propet va aviareEérel 610
dvokoro €pyo g Owyeipiong aocpdielng tov Siktvwv kol Wing Twv ad-hoc. H
pébodog avth Ba eotialer v Tpocoyn g o tpia onueia i) Zwot eEaywyn yvdong
a6 ta high-level policies kot avarapdotacn avg pe Tvmkd TPOMO, ii) peiwon KoTd
T0 duvaTOV TOL XPOVOL eaywyng Tng yvaong, kat iii) pébodog mov Aapfdvel vaoyn
™G Ta Wuitepa yopakIploTikd TV ad-hoc diktowv.

IMa va peivel ) Tpocéyyion ot £va eminedo anAd aAAd Kol S1oEPHOIUO KpiveTon
VIOYPEMTIKOS 0 OpopdG pepikdv cvpfdcewv. Or ovuPaoelg avtég mapovoralovrat
ot endueveg mapaypdpovg, kol ywpilovior coe 600 evotnteg, ocvuPdoelg mov
aPOopoLV oT0 dedopéva 16600V KAl GUUPACELS TOV APOPOVV OTNV enelepyacio TV

OedOUEVOV.
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Merantuyaxi dwaetpifn Amotinwon Atutioewv Acedislag Kot
[Suwticénrag Ad-Hoc diktdmv

1.1.4.1. 2vuPéoeic yia ro dedouéva etoédov

2TV Topaypoeo auTn, Tapovclalovtal OpIoUEVES CUUPBACELS TOV APOPOVV GTA
dedopéva ereddov. Ot terevtaieg oprofetovv to TpdPANUa avoTnpodTEp HE GTOHYO TNV
amAOTOINGTN TOL.

e Ta policy statements pénel va GUYKEVTIPWOOUV 0mtd Topadeiypota ToMTIKGV,
omwg avtd oto [38].

o O moMtikég ac@dielag T omoleg mpdkeltarl vo emeEepyactovpe dev eivat
OAOKANPOUEVES, OAAG apPOPOVV HOVO OTO KOUUATL TV avTinétpav. [Tedia ko
EVOTNTEG TOV MOMTIKOV 0TS £100y@YT], ovyypopéas kol dAla Eepedyovv
a7O TO EVPOG TNG UEAETNC.

o O moAtkég ac@dAelog agopolv wévo os BEpata TEXVIKG, Ta OO0, LIopoHV
vo €yovv omevBelog epappoyn otig vmokeipeveg cvokevéc. Tlohtikéc
acedlelng ol omoieg apopodv oe dwdwkactikd (procedural), 1 avrtictoya
0épata stvan extdc Tng ONTIKNG YWVIg TNG CLYKEKPILEVNG HeBOOOVL.

e H Ovtoloyia dev eivar mAfpne. H tumiky anotdnmon g yvdong yivetor pe
v Ponbewa piog Security Ontology. Zxomdg tng peBddov dev egivon 1
dnpovpyio piog ovroAoyiag IKAVAG VA OVATAPACTHCEL OTOWSITOTE EVVOLo,
OTOV TOUEN TNG ACPAAENS TOV TANPOPOPOKAOV cLoTUdToV. T Tov Adyo
avtd, M ovroloyia avamaplotd €va Koppdtt ng mepoynig ovthic. H
dnuovpyia g €xer otpydel oe Péhtioteg mpaktikég (best practices) otov
TOMEN TG AOPAAELNG KAl GE KOG amodektd tpdTuna (standards).

o [IAnpogopieg mov amortodviol amd ™ uébodo ektdg and Ta avrtiperpo (7.x.
TANPOQOpPic TOL aPopd otV TomoAOYio Tov dikTOOV), Bewpeital dedouévn
ko akpfnic. H winpoeopia amewkoviletar oe tehikrp popen ywpic va
yperaleton Tepartépw enelepyocia.

e Télog ta ovripetpo (countermeasures) mov emefepyaldpacte Sev mepiéyov
acdopeieg. Me tov 0po autd evvoovue TPoTdoelg 6mov dev  amouteiton

«avOphmvny  okéyn o gfoywyn TG yvdong OnAadh  cuvdvaoud
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Meramruyioki doetpifin Anotinwon Anutioemv Acedielag Kal
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vrovoovpuevng yvoong (implicit). EmmAéov ta avtipetpa mpog enekepyooia

OmoTEAODY éva Seiypa avTiuéTpev mov ypnopomotei  CRAMMS.

1.1.4.2. Xvufaceic yia v enelepyacio twv dedouévawyv e166dov

Télog, oV mapdypaeo avtn mopovclalovial GLUBACE OV APOPOVY GTNV
eneEepyocio tov dedopévev e1cddov. ‘Exovv vioBemBel kdmoleg amAég gvpeTikéc

apyés (heuristics) oyetikd pe v eaywyn g yvoong, émwc:

e Omolo mAnpogoplaxd ayadd dev umopel va eVIOMOTEL PNTAOG UE TOVG KOVOVES
nov €yovv Beomotei, Ty CoENS avaEopd oe eEuINPETTES SPOUOAOYNTES KTA,
Ba Bewpeiton 0Tl avagépetar omv TANpogopio w¢ oyabd mov ypnlet
npootacioc. M Belttopévn éxdoon g Gve ocvufaong eivor o eviomoudg
0V TANpooplakoy ayadov To omoio mePEyeL TNV ev Ady® TANpogopia (A.x.,
yia to avtipetpo «Use asymmetric algorithms for signaturesy, 7o
mnpopoplokd ayafd Oa eivar n mANpoopia oe pope1 PUNVOUATOC, EVD O
mepEywv mopog g mAnpogopiag (information container) 6o evvoeitar o
rehdtng / eEummpetnTig amd Tov omtoio peTadideTal 1 TANpOPopia).

o Emmiéov dtav dev opiletal capdg oo eivar 10 vokeievo Tov VAOTOLEL TO
avtipetpo, 10t Ba Bempeiton 6TL 10 avriperpo e@apudlerar amd kdmolo
e€ovorodomuévo pdowno/péro, STmG Yoo mAPAdEYHA Ol SLOYEPLOTEG TOV
dwervov. T mapddetypa oty tpdtacn «Passwords to be at least 6 characters
longy, vroBETovpe OTL TO LVITOKEIPEVO TTOL B EPAPPOCEL TO AVTILETPO givar O
doyeplotéc Tov dikTvov (administrators). Tavtdypova dtav dev givar £PIKTOG
0 TPOGOOPIGUAC TOV TVYADV TEPLOPICUADV TIOV UTOPEL va £XEL £va AVTIUETPO
10T Bewpeital 6TL OEV VIAPYEL KAVEVAG TEPLOPIOUOC GTNV EQAPHOYT TOV.

o [lapatnpdvtog v doun Tov GLVOAOL TOV AVTIUETPOV TOV YPTCLOTOMONKAY
and v pébodo CRAMM, umopel vo cvumepdvel kovelc 6Tl akoAovBodv
KAOTO0 KOWwo TPOTLUTO OTOV TPOTO Ypaeng tovg (pattern). H egaywyn g
yvoong otmpiletar ota mpdtuomo avtd av Kol TOAAEG QOPEG VLIAPYOLV

eEapéoeic mov dvoyepaivovv 10 £pyo g eaymyne. YmobBétovue Ot Ogv

H CRAMM anote)ei éva mpdypappa Tov vAOTOET TNV op@vurn néfodo avaivons ERKIvauvOTNTaG
Kot givar cvpPoti, kTog TV AV, pe 1o npdturo BS 7799. Ta apywd onpaivovv CCTA (Central
Computer and Telecommunication Agency) Risk Analysis and Manage Method.

19
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Iwwticotntag Ad-Hoe Siktdwv

VIAPYOVV TPOTAGELS TOL Vo avTifaivovy ota avayvapispéva tpotona. [No va
yiver mowo katavont) m évvowe TOv TPOTUTOL (pattern) mwapatiBetor 10
ax6Aovbo TpodTLTO:
<Something1> to <Verb> <Something2>
[Mopaderypa mpdtaong mov akolovdel To TpOTLTO AVTO EIVOL TO AVTIUETPO :
«Passwords to be at least six characters long»

‘Etol onig mpotdoelg avtg g HOpeNG KROPOVUE VO GUUTEPAVOLUE OTL 1)
AéEn/ppaon <Somethingl> eivar 10 mAnpogopakd ayabd kor m @pdon

<Verb><Something2> givan to TI wpénet va yivevviomowmOei.

20

Owovopké IMavemotio Anvav



Merantuyokn Swatpify Anotdnwon Ancticenv AcGeaieig Kat
Iduwtucotnrag Ad-Hoe Siktdwy

1.2.Baowkéc 'Evvoleg
1.2.1. Ovrolroyieg

O Swpopacpdg g yvoong amotehel Baocwd moapdyovia otnv eEEMEN TV
EMOTNUAOV OAAG KOU oTNV ovATTUEN Tov opyavicudv. [ToAAd cvotipota &xovv
dnuovpynbel v va emrTOYOLV TOV OTOYO AVTO, YWPIG OUMG TO  avaloyo
amotehéopata. Ta ocvothuate Sapolpacpod yvaong (knowledge-based systems),
OTMOG KL T0 KOWE AOYISHKE, avTneT@ORILovV TPOPANLOTA ETEPOYEVELNG OE TOAAOVG
Touelc Omwg TAUTEOPUES VAOTMOINOTG, YADGGES TPOYPOUUATICUOD KOl TO 7O
onuavTikd amd OAa, €TEPOYEVEWL GTOV TPOMO OVAMUPACTAONG TNG YVAONG. ZTNV
TPAYUOTIKOTNTA AOTOV O dpopoaopuds tng yvaong dv givar kafolkdg piag Kot n
avtoAlayn avtig (Tng yvaoong) HECH JWPOPETIKAOV CUCTNUATOV, AKOUN Kol
SIQOPETIKOV EMGTLOVIKOV OUddwV, kabioTatal SOGKOAN.

To Paockd ovotatikd plog TvmKd amoTLVTMUEVNS Yvdong Paciletar oty
avtiAnmukotyta (conceptualization), 6TA AVTIKEIUEVA, GTIG EVVOLES KOl OTLS OVTOTNTEG
oV vRdpyovv o€ évo medio optopol KaBDG kAl oTic oYfoe avtdv. Me Tov Opo
QVTIANTTIKOTNTO EVVOOVUE TNV «EWKOVO» TOV EXOVUE Y10 TO KOUUATL TOV KOGLOL TTOV
Béhovpe vo avamoapactioovpe. Opilovrag v aviiAnaukdéTnTa owoTpd O
JLPOIPOACHAG TNG YVOOTC UTtopel va paypatomombel evkordtepa. ZOUE®VA AOVTOV
pe tov T. Gruber “Ontology is an formal, explicit specification of a shared
conceptualization.” (Gruber 1993). O 6pog eivar daveiouévog and v errocoeia,
o6mov pio Ovioroyia eivon n ocvetnuotikn weprypoen piog vmapéng. Mia ovroloyia
amoteleitatl and éva AeEhdyio Opwv, pia epunveia avtdv (mbavd opiopot) kabhg Kot
amd TV OTOTOHTWOT) TV CYECEMV PETAED TV OpOV AVTOV.

Ou ovtohoyieg ywpiloviar oe téooepic peydreg xatnyopies. AxohlovBovv pe
GEPA YEVIKOV TPOG E101KO:

o Top-level ontologies: Aoyololvtai pe évvoieg Ommwg 0 YdPog, o Ypovog,

vEYOVOTa (GTNV aQNPNUEVN £VVOLA TOVG). KOOGS TOVG ival 1 poviehomoinon
TOV EVVOLDV QUTOV £TCL MOTE VO YPNCIUOTO0VVION O OWQOPETIKE Tedia
opwopov (domains) pe tov id10 tpoémo. (m.x. ANSI X3T2 Ad Hoc Group on
Ontology).

e Domain ontologies: Ot cvykekptpuéves ovioroyieg dnmg givar eavepd kar amo

T0 OVOUG TOVC, YPNCUOTOLOVVTAL Y10 VA TEPLYPAYOLV TUTKG TA AVTIKEILEVL
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Kol TG OYECELS TOVg o€ éva medilo epappoyng (1 aAAldg oe éva Koupdtt T0v
Tpoypatikov koécpov). [opadeiypato téroiwv mediov epoppoync sivor 1
Coypaou, n apyororoyia, 1 poprakn BroAoyia x.a. Zovibmg amoterolv pia
Tpoéktaon Tev top-level ontologies.

Task ontologies: Ou task ontologies aoyoioOvior pe T dlepyacieg mov

AapPdvouy xdpo oe éva cuvykekpyévo medio epappoyns. Metokivnong,
daveIoUOY, oLVTHPNONG, Olypa®ng, eloaywyng aviikelévoy. Ko avtég pe
™MV Oepad  TOvg omoteloVV  mpoéktaon TV top-level ontologies,
YPNOOTO1OVTOC TG domain ontologies Yo avaQOpPEC GTA OVTIKEIMEVA TOV
damparypotedoval .

Application ontologies: H televtaia katnyopic ovioAoyudv gival 6Ty oveia

e&eldikevon GA®V TV ToPATdve KaTd TETOW TPOTOo £T0L MOTE VA AOGEL TUYOV
apofAfuata  emkowwviog o€ pie  ovykekpiuévn ouddo  avlpdTwv.
Xpnotonoleitar Kotd KOPLo AOY0 ¢ «EVOIAUESOCH METAED OVOUOLOYEVDV

AOYIGUIKAOV, TOL OUMG 0.oYO0A0VVTOL LE TO 110 Tedio 0p1oLoD.

‘Etol av Bglfjoovpe va amovTiioovpe 6TO YEVIKO epdtnua yiati vo Géler kamoiog va

onuiovpynoel pio ovrodoyia, 6o umwopodoaNE Vo EMOTUAVOLUE TO. ENG :

1.

(U8}

[Mo. tov dopopacud piag kKowng avtiAnyng mov vrapyet petalld avlpdrwov
UE SLAPOPETIKT KOVATOVPO GAAG KOl HETOED JLOPOPETIKAOV GUOTNUATOV.

Mo myv eravaypnoiponoinon yvaog.

[ vo unv vadpyovV acAQEIEG OXETIKA E TOVG OPOVS ATPUAELNG TOV £YOVV
vonua og éva medio epappoyng (domain)

lNo va vrdpyer pie kown avdivon g yvoong ko eoywyn Kowvmv

CUUTEPUCUATOV ard S1UPOPETIKEG OLADES YPTOTOV.

INa va yivel eptocdtepo KaTavonth 1 évvold NG OVIOAOYiaG ag SOVUE LEPIKES

EQOPUOYEG TNG OTIWS OVTEG UTOPOVV VO TPOKDYOLV OO TG TOPATAVR. XTO TEAOG TNG

TOPAYPAEOL avTiG Topovotdletol Kol éva mapadetypo eQoppoyns ovioroyiag. Ot

KOPLOTEPEG EQapUOYES eivar (Griiniger 1996):

Emkowovia: gite peta&d pepovopévov atopnv gite petall opyavicpmv
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e  AwdpaoTikOTNTO LETAED CLOTNUATOV VTOAOYIOTMV: LETAPPOOT] TV UEBOSwY

povielomoinomg, kwdikoroinon aIAnpopopldv and 10 éva GHOTNUO GTO GAAO
K.0.

o Teyvoloyio Aoyouikov: Z1ov TOUEN TNG EXAVAYPTICIHOTOINCNEC KMOKO, OOV

TUTKES OTOTVIMOELS HEBOSWV kot EpYOLEIV Huopovv £0koia va vioBeTnBohy
amd KouvoOPYLEG OPASES TPOYPAUUOTIOTOV, GTOV TOREN TG 0E0MOTIOG O7T0V
éleyyol OULVEREWS OAAG KOl GUVOYNG TOL KMAKG HTOpodv va yivouv
EVKOAOTEPA, OAAG KOL OTOV TOMER TMV OAMALTHNOE®V OTOL UTOPOVV Vi
BonBicovv Tov avoAVT VO OTOTUAMGCEL TIC UTALTAOES GE Lin TVTKY LopPeN
ATOADTMOG KATAVONTN KOl XOPIC AGAPELEG Y10 TOV TPOYPOUUATIOTH.

Ac vroBéoovpe 6TL 600 EAAnvikad mavemotiua acyolodvtor pe Sopun Tov
atopov omwe v PAéner n kPavroynueia. Ta Eéva cuyypdupato meptypleovy e tnv
AEEN “orbital” to yhpo cTOV OTOl0 VIAPYEL oNpAVTIKY TBAvVOTHTA (LEYOADTEPT] TOL
0.95) va Bpebei kamora ypovikn otiyun t éva niektpovio. H AéEn avt ota eAAnvikd
amod4BnKe UE TOV OPO TPOYIaKS OO TO €V TAVETICTIUIO KOl UE TOV OPO TPOYIDOES
and 10 GAho. Yrobétovtog 6T to. dV0 ovth mavemotAue 8éhovy va avioldcovv
TANPOQOPIEC YW@ TA OMOTEAECHOTO TOV TEWPANGTOV Tovg Oa mpémer m kaBe
EMOTNUOVIKT] OLAS0 VO ATOKWOIKOTOCEL TIG £VVOLEG IOV YPTOLHOTOlEL 1| GAAN oF
LOPOT KATOVONTY Y 0DTOVG. AVTO CUVETAYETAL ATMAEL XPOVOU Kol Yo TG VO
opadeg. Me v mpoobnikn piag ovroroylag, n omoia Bo amoTum®VEL TUTLKG TIG EVVOLEG
avTEG, o1 dV0 eMOTNUOVIKEG opddeg Ba pmopovv va avitarddEovv dedopéva ywpic
TPOPANLATO EPUNVEING TOV EVVOLDV.

Téhog éva axdun mopdderypa eivor 1 evomoinon V0 Aoywopkdv. O 6pog
uébodog, amotvmdvetal omd To éva mpdypappo pe v AEEn procedure evd and o
Ao pe v AéEn method. Av 1o éva mpdypappa and ta dvo ntioel v procedure x
101 70 GANO dev Oo kxataAdPer 6t mpdkerton ywo v method x. H Bonbewa g

ovToAoyiog uropei vo Tapactabel oynpaTika og eENG :

Owovopko INavemotiuio Adnvav 23
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Give me procedure x...

Softwarel

Give me method x...

. Ontology
Procedure x is...

Software?

Method x is ...

Ewova 1 : IMapadevypa epappoyiig ovroroyiag

H Ao avti pmopel va emextobel yw neplocdtepa amd £va KOURATIOL AOYIOUKOD
yopic xavéva emmiéov k6otoc. Elvan pavepd o6t mepintwon dnuiovpyiag kdmoiov
software agent, pmopei 1 ovioAAoyn NG CLYKEKPLUEVNG TANPOYOPIOG va yvoTav
IKOVOTOUTIKA 0AAG 1 Abom dev Ba MTav gVEMKTN Kol SUVAULKY. XTNV TEPITTOON
KOTQ TNV omoia 10 000 AOYIoHKG BeAncovv vo aviaAAdEovy SaQopeTikod £idovg
TANpoYopia (Ty KAmowo Oe00UEVO X), TOTE 1| EMEKTACT] TOV TPAKTOPA AOYIGHIKOV B
eivar duokorOTEPN G OYEOM LE TNV AMAY] EMEKTACT TNG OVIOAOYIOG Yo VTOGTNPLEN

Kol TETO0V €100VG AVTIKEIPEVOV.
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1.2.2. Teyvikég amoTOTOGTS OVTOLOYIDV

Me v 6Tpoen NG EMGTNUOVIKNG KOWOTNTAG GTOV TOHEN TNG AVATAPACTUONG
™G YVAOONG, TOAAEG «YADCCES) OMOTUMWOGNG OVIOAOYLDV £YOVV BYEL GTO TPOCKNVIO.
Zv Topdypapo avt TEPLYPAPOVUE TNV €EEMEN TOV CTUAVTIKOTEPMV TEXVIKDV, T
TAEOVEKTNHOTA KOl TO UEIOVEKTAHOTA 7OV Tapovoldlel 1 kdbes pio ot
emonuaivoope  pepikéc amd TG oxedwotés apyés yw kébe yAwooa. Ta
TAEOVEKTILOTO KOL TO LELOVEKTAUOTA ECTIALOVIAL KOTA KOPLO AOYO GTA GYESUOTIKG
Kkprmple mov €xel mpoteivel 11 W3C, ta omola eivar o Awopopacuds Ovioloyubdv
(Ontology Sharing), Awyeipion Exd6cewv (Versioning®), n Awhertovpycémnia
(Interoperability), Zvurepacpatikoi Mnyaviopoi (Reasoning support), 11 Evkolia
omv Xpnon (Ease of Use), n ZvpPatéomra pe Ipdtoma (Compatibility with
standards), xai 1} AieBvonoinon — Yroompiin noAddv yAwooov (Internationalization)
(Heflin, et. al, 2002).

O mo ddedopéveg YADOOEG TOV ONUAGIOA0YIKOD 10ToV (Semantic Web) eivar
n RDF, n RDFS, n OIL, n DAML+OIL, ka1 1 OWL. O1 yAbooeg avtég dev givor
aveEapmreg petafd TOvG, OAAG VTApPYEL Hio OPYLTEKTOVIKY] CTPOUATOV. XTO
Katdtepo eminedo Ppioketon 1 XML [4] n omoia gpnowonoteital Yo 70 GLVTAKTIKO
™. [Tavo ané mv XML vrdpyer 1 RDF (Resource Description Framework) [11], pia
amh yAdooa yo petadedopéva. H RDF ypnowonoteitar yio annotation® ckomotg
myev tov Web. Apéowg petd Bpioketar 1 RDFS (RDF Schema) [6], 1 oo, 6mwmg
AvVOQEPEL KoL TO Gvopd Tng, umopel va ypnowonombei yuo dnpiovpyia oynpdtov mov
opilovv évvoleg kaBhg kot Tig MOavEG OYEGES TOV VIAPYOLV UETOED TV EVVOLDV.
‘Eva eminedo mo mave (amd 10 eminedo avtd Kol OTI GUVEXEWN OVOPEPOUACTE OTIG
“hoywég” yhdooeg ovioroywdv) PBpioketoan n OIL [8][9] kv m DAML. H OIL
(Ontology Inference Layer) amoteiel pio YAOOOW LE 1OYLPT EKPPACTIKT] SOVUVOUT YioL
mv odnuovpyic ovioroywwv. H OIL amotehei pio zmpoomdbeid g ayyAikng
EMOTNUOVIKNG Kowotntag. Tavtdypova, 1 OGUEPIKAVIKY] EMOTNHOVIKY KOWOTNTO
napovoiace v DAML (DARPA Agent Markup Language). H tekevtaia ékdoon kot
TV OVo YAwoomv givar 1 DAMLAOIL [12], n ovvéveoon tov 600 YAwoohv og pio

wpoomdBeln  Onovpyiag plog  woxupng  YAMOCOC MOV EKUETOAAEDETAL  TO

* O exdooeic PonBodv oV mEPITTOGT GAA@YG TNG OVIOAOYiRG TO VEApyOvTa Sedopéva va pnmv
yoBovv cAAd TavTdYpova va. EEPOuV Ot EVELRPEPOPEVOL GE TTow £KOOGT] T1|G OVIOAOYIOG avaQEpovTaL.

> H A£En annotation peta@pdletal mc oyoMalm, Tpocdide vonua. Benpinke KaADTEPT 1) AVaPopd
™G AyyAIKNG AEENG TaPE 1) LETAPPAGCT] TNG OTA EAAVIKA.
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mAeovekTuata TV 6v0 yAwoodv. Téhog, oto tehevtaio eminedo Ppioketar 1 OWL
[7] — {owg n wypvpdtepn petald tov yhwoodv. Iapakdto akorovdel pio avaivon

v TV k&g YAdooo Eexwplotd.

RDF (S) : To endpevo frjpa oty tpoondfela anotimwong g yvaoong frav 1 RDF
(Resource Description Framework) [2]. H RDF amotelel oty ovoia enéktoon g
XML. H ekppaoctikn dOvaun g sival apketd meploptopévn Kot ot aLTloloYIKEG TNG
KOVOTNTEG OEV elval ot 1oxuPdTEPES LETAED TOV OLUPOPETIKAV YAMGOOV, TOPEXOVTAG
£T01 €évav TEPLOPIGUEVO QUTIOAOYIKO UNMXOVICHO KATGAANAO pévo yuo eA£yxovg
neplopropdv (constrain checking). H RDF eEeriybnke otnv RDF-S 1 omoia mapéyet
dUVATOTNTAG OTOTOT®ONG EVOG GYNIATOS, KATL To 0Toio dev vpye otV amAf RDF.
To yeyovdg avtd kot oe cuvovaoud pe v TANOdPa epyareinv Kol TAPASELYHATOV
nov Bpilokovrar dabBéciua 610 KOowd, KabloTovV TNV YADCCH TOAD O10dEdOUEVT).
‘Ocov agopd otnv «debvomoinon» vroompiler TOAAEG QLOIKEG YAMOOEG Kot €ival
ovopupatny pe v HTML, tng onolag Bewpeitar 411 elvon vepovvoro (superset). H

EMOTILOVIKT] KOWOTNTA QCYOAEITAL HE TNV TEPALTEP® OVATTVLET Ko BerTimon .

OIL : H exppaotikn dvvaun g OIL amoterel woyvpd mheovékmua v vt €vavtt
™¢ RDFS. Ot autiohoyikég ikavOTnNTeG TOV TPOCOEPEL, TAPEXOVV EAEYXOVG CUVETELOGS
Y10 TO. AVTIKEILEVA TNG OVTOAOYIOC, EVKOALD GTNV Ol1GVVIEST| EEXWPLOTDOV OVIOAOYLDV
K0aBhg kot evromopud VYOV vtovooluevev oxécemv petatd Tov avtikeipéveov. H OIL
EMTPENEL UEPIKDG TNV dnMuovpyia  Kavovmv ansucévwng6 TOV  AVTIKEWLEVDV.
Emmiéov, vroompiler 614Qopeg QLOIKES YADOOES YEYOVOC IOV TNV KABIGTA QUMK
KOl 0p1OTN Yo TOV XPAOTN. AKOUN, VIAPYOLV apkeTd epyaieia mov vroompilovv
NV YA®GG0 auTh, KoBOS Kot apKETO VAIKO [E TAOVGLN TAPAdElypaTa TOV HUIopovy va
Bonbnoovv tovg véovg ypnotec. Ocov agopd ommv ocvpPatétnra mn OIL eivar
Bacwopévn ota Description Logics 6co kot ota F-Logics. Ta Description Logics
TEPLYPAPOVV TIG GYECELS TOL PTOPEL VoL VG pYoLV petald instances (GTUYOTURA) TOV
1aEemv piag ovrohoyiag. Ta F-Logics (Frame Based Logics) amoteAovv otnv ovoia
HETOQPOPE TV 0pYDV TOV OVTIKEWEVOSTPAPOVS TPOYPUUUATICUOD GTO KOUUATL TV
ovtohoyidv. EAEyyouv dniadn v xAnpovopucdtnta Kobdg kal v Epapyic TV

t6Eemv. Katt mov a&ilel va onpewmbei givar 1o yeyovog 6t 1o faoikd tunua tng OIL

8 O1 kavéveg anekdviong, PonbovY 6TV AVIIGTOIXTOT EVVOIBY TOV TPAYRATIKOD KOGHOV (EVVoleg amd
éva Aggiko, and pia Baon dedopévav K.0.K.) pe Tig TdEelg TG ovioAoyiag.
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ovumintel pe avtd g RDFS extdg and myv dvvatdtnta avarapdotaons apnpnuévov

KAGoewv mov mapéyel n RDFS. Téhog n OIL dev Bpioketar théov vrd avamtuén.

DAML + OIL : O pnyaviopoi autiohdynong (inference mechanisms) mov mapéyet
€ivol OPKETA YPNOOL O TEPIMTAOGELS KOWNG ¥pNons ovroroyidv. Ocov agopd oty
SaAeITOVPYIKOTNTA, EMTPENEL INUIOVPYIN KAVOVOV OTOTOHTWOOTG, OYL OLOG GE UEYOAO
Badud. Ov pnyavicpoi aitordynong ompifovior mepiocdtepo ota Description
Logics. H exopaotikn ¢ ddvaun, eivar apketd PeAtiopévn oe oyEomn WUE TOVG
TpOYovoug G. Eivan apketd edkoAn otnv xpnomn Kot avaeopikd pe v cupuBototnia
UTopoVUE va TOVUE OTL TAPEXEL ONUAVTIKEG EVKOAIEG oG Kol VTOOTNPIlEl TANP®S

XML kot RDF oynpato.

OWL : H OWL, 6nwg mpoavagépbnke, oamoteiel v mo mpdoeatn yAdooa
OMNUOGLOA0YIKOD 10TOV. YTIAPYOUV TPELS £KOOCEL TG YABooag avtig [12] avdioya pe
TG QITOLTHOELS TOV EKAGTOTE HOVIEAOV.

e OWL Lite : H ukpotepn €kdoon and 1ig tpelg cvvorkd e OWL. O OWL
Lite vmoompiler pio amin dnuovpyia iepapyiog taéewv kabdg kol tov
Tpoodlopopd TV petatd tovg oyxécewv. Emmiéov umopovv va opiotovv
TEPLOPIOUOL LOVO OGOV aPOPd GTO KOUUATL TOV TANOOVE TOV OTLYMOTLTI®V
tov 1déewv (TAnog 0 1 1). H ékdoon avt ypnoonoteital katd kbplo Adyo
oe cvotnuata 6mov 1o péyebog g ovroroyiag dev eival peydro, kabmg xat o
amhéc Tavopieg aALd ko Oncavpoic.

e OWL DL : Towg n mo dwdedopuévn €kdoon tc OWL. Ymoompiler mo
ATALTNTIKOVG YPNOTEG 01 0Toior BEAOLY Vo EKUETAAAEVTOVV GTO UEYIGTO TNV
ek@pacTikn duvaun g OWL, yopig 6ume va Bucidcovy v VToAoYIoTIKY
mnpotTe.  (0Aeg o1 ovvemaywyég elvar  eyyomuévo  OTL  UmOpovvV  va
VIOAOYIGTOVV) KOt TNV TOALTAOKOTNTO (OAEG O1 VIOAOYIGUOL Ba TEAEUDGOLV
O& KGO0 TEMEPUGUEVO SUAOTNHA YPOVOD) TOV UNXAVICUOV a1Tioroynons. Ta
H ovykekppuévn éxdoon g OWL eivar «ytmiopévny oty oapyn tov
Description Logics, €€ ov kat ta apyikd DL.

e OWL Full : H tekevtaio ékdoom g OWL anoterel 10 mAnpéotepo oAl kot
ovvipa mo moAVTAoko koppdtt tng. Eivon mpoopiouévn ywo amoutntuicoe

YPNOTES Ol OTMOIOL ATULTOVV LOYLPT EKEPACTIKY] SOVVAUN Kol TAVTOYpOvVE TNV
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TANPN ovvtokTikn erevBepia tng RDF (6mwg 1o €xel avapepbel 1 OWL éxet
dnuwovpynbet Bdon tov cvvraktkod tng RDF). To peydio g peovéxtnpo
gykeltalr oto yeyovog OTL Oev TOPEYEL VTOAOYIOTIKEG E€YYVNOES. Zuvibmg
ypnowyomoleitar yio peydov peyébouvg ovroloyieg, Omwg ov top-level
ontologies eite domain ontologies (6mw¢ avTEC opicTNKAV GTNV TOPEYPOPO

1.2.1) 6tav 1o medio meprypapnc eival apketd peydhro.

To Paocwd peovékmua g OWL egivar 10 yeyovdg 6TL Ppioketanr akdpo vrd
avantuén. To yeyovog avtd kol 68 GUVOVAGUO LE TV TAOVGLN EKPPUCTIKY dVVOUN
™ms OWL (ko katd kdpo Adyo g OWL Full) xabiotd 60ckoln v gdpeon evig
LTIOAOYIKOD AOYIGHIKOD oV Ba pmopel va vrootnpifel TIPS TIG duvaTdTNTES TNG
OWL. Kébe pio and T mopamdve KOTNYOPLOTOMOEL, ATOTELEL TPOEKTACT] TOV
poydvov tc. 'Etor, 1 OWL Full anotekei vagpovoro g OWL DL, 1 onoia pe v
oelpd g amoterel vrepovvoro g OWL Lite.
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1.2.3. Enctepyasio Puoikiig Fhoocag (NLP) ko EEaywyi IIinpogoprodv
(IE)

Onwg mpoavapépbnke xKou og mpomyovuevn moapdypago, mn MEBOdOG OV
T POVGIALETOL YPNOUOTOLEL TEYVIKES amd dVO UeYAAOVS KAABOLG TG EMGTAUNG TV
vIoAOYIOTAOV, NG eneepyaciag uokig YAdooag (natural language processing, NLP)
Ko g e€aymyng mAnpogoprdv (information extraction, [E).

Me tov 6po govoikn yAwaoa evvoobue 10 cOVOAD TV AéEemv 1| PPACEDV TTOV
LPNOUOTOOVVIOL a0 TOVS OVOPOTOLS YL TNV TPOPOPIKN 1  YPOUTTH TOVG
emkowavia. H eng€epyacia puowmg yAdooag opiletal g 1 xprion TV VLOAOYICTOV
v eneEepyacia TPOPOPIKNG N YPARTNG YADOOUS Y0 KATOW0 TPAKTIKO Adyo, OmwG
LETAQPAOT KEWEVOL, e€aymyn mAnpogopidv and tov llaykdowo Iotd, dielaywyn
dwAdywv eite pe avBpomovg eite pe punyovég kor moAAd diia. To mapomdve
nopoadelypata omotelobV peptkd mopadeiypnata Pacikdv e@apuoyd®v oTov Topéd
avtd. [ho e€edwevpéveg epapuoyéc mepthapfdvovv y mapdderypa v amdeocn
€VOC VTOAOYIOTH Yt TO av 000 GpBpa ot SWPOPETIKEG ePMUEPIdES €ivarl TO éva
AVTLYPOQEY] TOV GAAOV. L& QUTEC TIG TEPTTAOGCELG O VILOAOYIOTNG TIPETEL VAL UTOPEL VO
KOoTovoNoel (Ue kKamowo TpOmo) To VoMU Tov KeEWMEVOD, duadikacio mo ovvletn and
TIG TpoavaPePOeioeC.

Mo avaivtikd o Topéag Tov NLP mepthapfdver :

e XvvOeon omiiog : H odvOeomn opthiog amoterel Eva amd Toug Baoikovg Topeic
tov NLP. O ngpurtdoeic 6mov o 610)0¢ eivar amdd 1 dnpovpyia Tpotdcewy
7OV VoL EXOVV VOO Yot TOVS avBpdOTovS Bempotivial oyeTikd aniéc. Opwmg ot
KATAoTAoElS Omov mpémel vo. dmuiovpynBovv mpotdoelg Pdon  kdmolag
TPOTYOVUEVNG £TOL DOTE v LILAPYEL VOMUA Be@povvTal eEAPETIKE OVOKOAES
AOYO NG HEYAANG TOAVTAOKOTNTAS TG avOpOTIvVNG YADCOHS OARG KAl TNg
avOpaOTIVNG OKEYNG (LETAPOPES, WLOUATIONOT K.0O.)

e Avayvapien opidkiag : Ztnv ovcia 0 S10PIoHOG EVOG GUVEXOUEVOD KOUATOG
Nyov oe Aéfeic. Towg o mo mpoywpnuévog Topéag OTovV KAGSO TG
enelepyaciog uowmg yAdooag. IToAld makéta eVNTIKNAG TANKIPOAOYNONG
dwatiBeviar O oto eumoplo. Ta cvompata avTd uropPovV va day®PLoTOvY
avaAOYQ HE TO AV amaLTOVV EKTTaidevoT amd Tov XprioT 1) av eival avedptnta

amod TNV EKAOTOTE QWVT.
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Metantuyokn dorpipi AToTOTOOT ATUTICEMV ACOAAELNG KOL
Iwtikdtntag Ad-Hoc diktomv

e Karavonon ophiag : IloAloil eivar avtol mov ovyyéovv v avayvdpion
OMAlaG pe v katavonon opkiac. Xtdyog tov topén avtov £ivan 1 GMOTY
vonuatoddmon tov AéEemv Kot Oyt 1 amAn petotpomn Tov Affsmv amd
Kamowo NyNTikd onpa oe pic GAAN popen 6TG ival 6NV avayvdplon emvIC.
O vmohoyiotig mpénel va eivarl oe B€on avdAioya pe v dopn g TPOTOONG
aArd Kal avdioyo pe tnv xpnom Tov Aéfemv va avtilauPavetor HETaQopEc,
WOUATIGHOVE Kl GAAG.

e Avaktnon ninpogoprdv : H Avaxtnon [IAnpogopidv (Information Retrieval
—1R) givar o Khadog Tov NLP mov acyoleitar pe v avalnnon tAnpoeopidv
0t £YYpOQO, PE OVTOVCLOV EYYPAQMOV OYETIKE pe éva Oépo kAl pe tnv
avalfmnon  petadedopévev’. Emmhéov aoyoheitor pe v avaldmmon
TANpopopldv ot Pacelg dedouévov Tov mePlEXOUEVE TOVG Umopel va givon
€IKOVEG, NYOG, M Kot Kelpeva.

o  Efayoyn minpogoprdv : H EEaywyn ITAnpogopudv (Information Extraction
~ [E) givan évag xhadog g Avakmnong [Tinpoeopiav (IR). Ztoyog g eivor 1
avtopat eEaymyn SOUNUEVOV 1 MUOOUNUEVOV TANPOQOPLOV amd Keipevo,
avayvooo ond vroroywotés. Mia modd Pacwkr| gpapuoyn tov IE eivan n
oGpwon TANOOLG EYYPAPWOV GE QULOIKT) YAGCCO Kol 1 amobnkevon Tov
eCayopévov mAnpogopidv o Bdaon dedopévov. H EEaywyn ITAnpogopiov
givar ka1 o KAGdog mov Ba pog Ponbiiost oty avdmrTvén g pebddov mov

TAPOVCIAGTNKE MO TAVE.

[Mo avoivtikd pmopovpe va movpe 6t n IR anmka Ppioker keipeva mov pag
evOlPEPOVY amd didpopeg NYEC Ko Ta Topovcldlel otov ypnotn. O tvmkég IE
EPAPLOYES AVAAVOVY Eval KEILEVO Kot Tapovstdlovv ndvo TG TANPoeopicc Tov BEAEL
va dg1 0 ypnomg. Lopeowva pe tov H.Cunningham [1] to IE opiletatl wg 1 dwadwkacio
£ic0d0¢ ¢ omoiag elvan kelpeva og PLOIKN YAOooo kot ££000¢ Tng eivan dedopéva og
OUYKEKPLUEVT] HOPOT Ko pun-oipopovpeva. Ta dedopéva avtd pmopovv arnevbeiog va
TOPOVOLGTOVV Y1 EMOEIET GTOV XPNOTN T} LTOPOVV VO OTOBNKEVTOVV Y10 TEPALTEP®

av@ivon 1 va gpnooronbolv yia gvpetnprakovg Adyovg oe Information Retrieval

EQAPLOYEC.

7 Me pio grevBepn amdS00m UTOPOVLE VoL TEPLYPAYOVHE To, HETadESOUEVE G SEdopEVE TTOV
TEPLYPaPoOVY GALa dedopéva — m.y. petadedopéva yio éva cOVORO amd £yypapo AnOTEAOLY O
GLYYPAPENS, O TITAOG Kot GAAQ.
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Metanrtuyaxn dazpiPi Anotinwon Aroitiioewv AcGQaielag kat
IdiwtkétnTog Ad-Hoc diktdwv

Ynapyovv névte eidn e€oywyng TAnpoopidv ov Ppickovial vid pgvva (O
avtd kobopiommkov amd 1o peyaAdrepo forum otov Topéa. avtd, 10 Message
Understanding Forum):

e Named Entity Recognition (NE) : (Avayvopion Ovrotiteov) Bpioker ko
ta&wvopet ovopata, tomobeoieg Kol dAAA.

e Coreference Resolution (CO) : Avayvopiler 1 oyéoelg petald tov
ovtotiHtev Tov Ppédnkayv and v NE.

e Template Element Construction (TE) : [Ilpocbéter meprypapikég
TANPOoYOpiec oxetikd ota amoteAéopata g NE (ypnowonowdvrag v CO).

e Template Relation Construction (TR) : Bpiokel 1i¢ oyfoeig peta&d tov
ovrottwv tov TE.

e Scenario Template Production (ST) : «Taupidlew ta amoterécpato tov TE

ka1 TR oe ovykekpipéva oevapia yeyovotmv.

‘Eva ohoxAnpopévo mapddstypo mov Bo pog Bondnoel va KoTovonoovpe Ta

Topamdve kaAdtepa eival To akdilovbo.

To mavoynio kmpio eykavidortnke Ty Tpitn. Avtd eivor «adin
tov apyrtéktovo KLM. O KIM gpydaleton oty etanpio XYZ Inc.

Me v avayvopion oviotmitov (NE) ot ovtétnteg mov Ha avayvopiotovv sivar 1o
ktipo, n Tpim, o KLM kot n XYZ Inc. H CO dwmotwver 61t n AéEn Aovto
ava@épetal oty évvola ktpo. H TE dwmictdver 6Tt 10 kxtiplo eivol zavoynio ko
om givan «moudin tov KLM. H TR Bpioker 611 0 KLM doviever oty etanpio XYZ ko
6h0¢ N ST avakoADTTEL OTL TPAYLOTOTOMONKE KGO yeyovdg eykavioone oto
omoio gumAéxovial o1 S10POopPES OVTOTNTEG.

AT6 6ha To TOPOTAVE®, gpelg Ba aoyoAnBovpe katd kKOpro Adyo pe to Name
Entity Recognition, pe to Coreference Resolution kot pe to Template Element
Construction. Méoa and ta avtipetpa 6o mpoomadnoovue vo EVIOMICOVUE TIC
KEVIPKES EVVOLEG TTOV QUPOPOVV GTO OQVTIHETPO aVTO KaBMG Kol Tig mOBavES GYECELS

RETOED TV OVTIOTITAOV QVTOV.
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Metantuyiaki) Sroetpifn Anotinwon ATatioemv AcQaielog Kot
[Swticdnrag Ad-Hoc diktdmv

2. Me0Bodoroyia Ilpocéyyionc

2.1. Evvowohoywké Movtéio

2mv evotnta mov akoAovdel mapovoidfovpe v péBodo mov Tpoteivovpe Yo
TNV TUTIKY] OTOTOTMON TMV AMALTNCEDV ac@dieiag evog ad-hoc ductdov. H pébodog
7oL TapovcldleTar umopet va eQappocTel Ko g kKowvd diktvo otadepnc TomoAoyiag.
Zmv moapdypago avt, divoope pio Tpd™ ewdva g pedddov mapovsidloviog o
gvvololoYIkd mhaicto avtig. ZTnv ovvéyeln, opilovue v ovioroyia, n omoia kol Ha
gtvol 10 TEMKO «mpoidvy g peBddov avtrg, to AeEINOYI0 TOV OpwV TNG KAl TIG
oxéoelg mov Exovv o1 Opol petafd tovs. H emduevn mopdypagog meprypdost
avadvtikd to PApata g peBddov Ommg aVTE TOPOLCWOTNKOV OE QLT TNV
nopdypao. Télog, pag xar yo v vAomoinon tng nebddov ypnoponoridnkoy dHo
epyareia, o GATE ko 1o Protege, otig TeAevtaieg d00 mapaypdeovg avalvovps v

APYLTEKTOVIKY] TOV EPYUAEI®V QVTDV.

O myég tov mAnpoeopidv mov pmopel va €xel 0 kdBe evOlQEPOREVOS GTO
Topéo NG OOQAAEWS TOV TANPOQOPIK®OV ovotnudtev mowkidovv. [a va
dnuovpynbei pia wovomomTiKy TOMTIKY ACEAAEWS GAAG KAl Yo Vo Umopel vo 1
ac@dleln otn ovvéxewn va eivar dwayxeiprown, kpivetal ovaykaic 1 AETTOUEPTIC
e&€taom OAov TV dnbéoiuev Tnydv. Ot Inyéc avtéc ovopaoTtikd eivat

e IIAnpogopia dwcrdov. Me tov 6po avtd gvvoode mAnpopopia GYETIKGE pe v
tooAoyia Tov diktvov. [Tocot servers vrdpyovv, tdécor clients, Tt Agitovpyikd
ocvomiuate £xovv o0 KaBévag, moleg mopteg eivol avoytés otov kaOe
VTOAOYLOTH] KO YEVIKAG TapOpoleg mANpoopiec mov eivar anapaimres. Ta
mv e€aywyn g TAnpoeopiag S1ktdHov, VAPYOLY apPKETA epyaieia dabéoiua,
6mw¢ to Nmap [40], to Netstumbler [41] kot to GFiLANguard [42].

e [IAnpogopio amd 10 emimedo dayeipiong. Tig mepiocdtepeg opés, avaroya pe
TG Wintepdmreg ™G KkGbe etaupeiac/opyaviopod, or TOMTIKEG AOPAAELNG
dwpopedvovior  amd Tovg Managers étor dote va  emitevyBoldv oL
emyelpnolakoi otoyol. Zvvnbwg 1 mAnpoopio meptraupdver eEapéoelg mov
TPENEL VO ANOOOVV VIOYT, ONMG VANPECIEG OV EIVOL YEVIKA OO YOPEVTIKES

0TO GUVOAO TMV DAOAOYICT®V, Y10, Topadetypo ftp, aAld o€ cVyKeEKPILEVOVG
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Metoartuyiakn dotpfin AToTOTWON ATUTCEMV ACQUAENS KOt
IdiwTikdtnTog Ad-Hoce dwktvmv

VTOAOYIOTEG €ival eMIPENTEG. Xe QLTEG TG TEPWTIMOEL ol eEaipéoelg
apéyovtol oe popen katdAinAn mpog emefepyacio xor Oy oe high-level
statements.

e IIinpogopia amé ta high-level policies. Otv moMTikéc mov ocLYKPOTOHVTAL
anotuw@vouy ta ayabd mov m ekdotote etaupio Bewpel OTL mMpémer va
TPOPLAGEEL Kol TEPLYPAPEL EKEIVEG TIG EVEPYEIEG TOL OMOLTOVVIOL Yo VO
ueudoovy Kotd 1o Svvatév Tov Kivouvo omdAewag Tov kdBe ayabov. Or
TAnpoeopio. ovt pmopel va  petacynuotiotel oe pio TvmMKA  HOPEN
APNOWOTOIDVTOG  TEYVIKEG emelepyaociog @uowng yildooag, Omwg yio
napdderypo 1o GATE [18]. Xty mapdypago 2.4.2, mtapovcidlovye ta fooikd
oLOTATIKA NG apyltektovikng Tov GATE.

e II\npogopia omd wowd amodektd standards. Ov kowég mpaxtikés (best
practices) og O£uata acEAAENC TANPOPOPIAK®OV GLOTNHATOV Bonbovv Toug
vrevBuvoug acpodeiog eite g éva onueio avagopdsg yio v dnuovpyic
TOMTIKNG QOPAAELNG elTe MG EMKOVPIKT) AVOT 68 HVOKOAEG KOTOOTTACELS OTTOV
n Abon dev eivor mpoovng. IThéov vdpyovv Swbéoipec 6to Koo Paoelg
dedopéVaV IOV EYOVV KOWEG TPAKTIKES Yo Ta o cuvnbicpéva mTpofanuata

Kot avaAoya pe to ayaboé to omoio xpnlel mpootaciog.

Oleg o1 mapamdve wNYEG TANPOEOPLOV UTOPOVV, aAAG Kot gival avaykaio va
a&omomBovv KoTAAANAL Y10 TNV TUTIKY CTOTUWOT] TV UTALTNOEOV ac@digias. To
uéco 1o omoio Ba ypnoomonbel Y TV aTOBNKEVON TOV TANPOPOPUDY GE TLTKT|
popon eivor pio oviohoyiog aoQAAEWS, Y0 TOVG AOYOVG TOL OVAEEPONKOV OTNV
TaAPAYPOPO 1.2.1%. H televtaia anotumdvel KEVIPIKEG 10€€C KAl EVVOIEG OTOV TOHED

™G AGPAAELS KaBmS kat Tig oyEoelS HETAED TV EVVOLDV QUTAOV.

8 Enuthéov nopEYETAL Hio AVAAVTIKOTEPT) EREENYNOT TWV TAEOVEKTIUATOV TMV OVTIOAOYIOV EVOVTL TWV
VOOV POVTELWV QREIKOVIONG YVAGCT|G 0TV mapdypago 2.4
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Metantuyiakn datpiPi Anotinwon Anatiicemv AcQaielag Kat
Iwwtwotntag Ad-Hoe diktdwv
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Security Ontology

Ewéva 2 : Evvoloroyiko IThaicio MeBodoroyiag

Onwg amewcoviletal xou oto mopomdve oynuo, 10 K4be €idog mANpoopiag
ovpfaiier otnv dnuiovpyio g ovtoroyiag acpdiewag (Security Ontology, SO). Me
TNV KATAAANAN enelepyacia ToV TANPOPOPLOV PTOPOVUE VO BPOVUE TNV YPVOT| TOUY
QUTOV KOl VO TNV OTOTUAIMCOVUE OTNV ovioloyia. AvolvTikd to PApote g
TPooyylong mov mapovotdleTal, aAld kar 1 péBodog dnuovpyiag piog SO, n onoia

ompixdnke o Kowd amodeKTéS TPOTACES, TupoLOIALOVIOL OTIS EMOUEVEG

TaPAyPEPOVG.
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Merantuyaxt diatpiBi Anotinwon Atouticemv Acedielag Kot
ISwtikémrag Ad-Hoc dwctdmv

2.2. Opopdg Movtédov Ovroloyioag Ac@dlrerag

2.2.1. Ovrodroyio Acpaierag

Onwg mapovoidotnke oy mopdypago 1.2.1 1 ovroroyia amotelel éva koAd
LEGO OVATOPACTACTS TNG YVAOOTS. LUYKEKPYLEVO GTOV TOUEN TG ACQPAAELNG OPKETES
npoondBeleg £xovv yivel pe oTOYX0 TOCO TNV TLTIKY] AROTUTMOOY| TOV OTXOLTHCEDV TNG
acQaAelng evoc TANPOPOPKOD GCLOTAHOTOS 600 Kol pe TNV dlaxeipion aVTNIG
(evomnta 1.1.2). Ov mpotdoeig mov vmdpyovv dev eivar apketd evéhkteg. Ot
TePLoCOTEPEG A0 AVTEG amontovv Tnv ekuddnon piog eEedikevpévng yAd®ooag pe
amotéieopa vo dnurovpysitan yboua petald avtdv mov tehkd B0 YEPLOTOVLV TNV
péfodo TG TLUMKNG ATOTURWOOTNG KAt Tev vrevbvvov aceoleioc. Emmiéov av
BeAfcOVUE VO YPTICYLOTOMOOVUE KATOW A0 TIC TAPATAVED PeBOSG0VE Yo TNV TUTIKN
AMOTOHTMOOT] TOV OTOLTHCEWV ao@dAielng ad-hoc diktdwv, mMBava va avILETOTICOVUE
apoPfiiuata. Ta ad-hoc diktva, O6mwg mpoavaeépbnke, aiialovv dvvaukd pe
amotéheopa va amarteitan pie pébodog n omoia Ba sivor oe 6éon va Tpocappolet Tig
AmLTACELS AGQAAELaS Ypryopa ko duvopikd. Kan tétowo dev eivan epiktd, epdoov ot
uébodor Tov mapovolloTKOY amaltovv eneEepyacio and avOpOTOVS, KATL APKETH
xpovoPdpo.

Ipw Egxviioovpe v avaAvtiki mapovoioorn g pebddov, Ba opicovpe v
ovtohoyia acpdlewng — TG £vvoiec/tdlelg mov opicape, TG OXECES UETOED TV
t0éev ko TEAOG TO AeIMOYI0 TV Op@V TNG OVIOAOYIOG Y TNV AmoQULY
TOPEPUNVEIDY — aAAG kor v péBodo mov akoiovBncope Yo va TNV
ONUIOVPYNOOVUE.

‘Ocov agopd otn dnuovpyia ™mg SO dev vrdpyer kbmow tvmky pnéBodog 1
omoia pe cVYKEKPLUEVO, adyoplOpukd Prpota mapdyel cov amotéhecua pio BEATIOT
ovioloyio Y évo medio spoppoyng [42]. H pébodog mov axorovdndnke eivor n
ovvepyatiky uéBodog dmmg avti meptypdeetal oto [44]. H kevipwn déa g pebddov
avtig €ivar 1 dnuovpyio g ovtoloyiag amd pia opdda avBpdrwv ot omoia
OLVEPYOTIKG KOU EMAVOANTTIKE PEATIOVOLV TIC apyIKEG TOVG OKEWELWS Yl TNV
anotTHnTOoN TOV evwoldv gvog mediov epappoynic. H pébodog avty ompiletan oe
peydro Pabud oto oyxedwotikd kprriploe ko ote [Ipdtumo Acediewag (security
standards) onwg avtd avaeépoviar oo [45]. To Pripota Yo v dnovpyia piog SO

avaALTIKG givor
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Meramtuyox Statpifn Anotdnwon Aratiicemv AGOaielag Kat
[dwtwcdrag Ad-Hoc diktdev

1) Yw6émon Pacikdv oyxedootikdv apydv ovioroyidv aogdiewng [45], ot
omoieg Ba Aertovpynoovv kot ©g éva mhaicto (framework) yio v mepartépm
TopEiaL.

2) Evpeon tov kOpLov evvoidv acQOAENS amd TO TPOTLTN ASPUAELNS KOl ad
TG KOWEG pakTikég (security standards and best practices). Yndpyer mAn6og
BipAoypapiog amd tnv omoio. NTOPOVUE VO EVIOTIGOVUE TIG KOPLEG EVVvOoleg
o6nwg 1o ISO/IEC [45], 1o British Standard 7799 Part 2 [46] kou to Common
Criteria framework [47]. Ilapadeiypoto evvoidv mov cuvavtd kaveic ivol ot
anelég (threats), o pioko (risk), Ta ayabd (assets), ko o1 emmtd®oelg (impact)

3) Kavovikomoinon tov Ae&ihoyiov tng ovtoroyiog. Amd g mpoavapepbeiosg
TNYEG VIAPYEL O KivOUVOG TapepUNVELDV TOV gvvoldv. Kdbe tnyf umopei vo
opilel pia évvoln kotd dwpopeTikd TPOTO, OTMG Y ToPAdEYpa 1 Evvold
evmdOeio (vulnerability) 6émov oto pev Australian Standard Handbook of
Information Security Risk Management [48], vmdpyetl anevbeiog ocvvdeon pe
mv évvoln ayaBo (asset), evd ota Common Criteria 1 évvola tng gumdfetag
ouvdéeTal EUUESO e TNV Evvoln ayaBo PEcm tng Evvolag pioko (risk).

4) Anpovpyic EVVOLO-KEVIPIKOV OVIOAOYLDV. XTO CUYKEKPWEVO Prjno yiveton
pio mpoomdBela yio dnpovpyia ETPEPOVS OVIOAOYUDV 1) 0mOieg Ba xovv M¢
kevipikn ta€n pia évvowa. Tétoleg ovtoAoyieg pmopei va dnpovpynbodv yia
mopdderypa yo Tig évvotes ayalo ko evmaldeia.

5) 'Eyovtag xotoAnéel amd mpomyodpeva Prpoata otig oxécelg ueta&d Tov
EVVOLDV UTOPOVIE OTNV CLVEYELN VO O10CVVOECOVUE TIG EMUEPOVS OVTOLOYIEG
g €vvowng evmddein ko g €vvowng ayaBd oe piag kevipikn Security
Ontology enexteivovidg v Tavtdypova 6Tov avtd amarteital.

6) E)léyyovpe ko dropBdvovupe 10 Ae&hdY10 Yo TuYOV TapaAeiyelg otig 1010t TEg
TOV EVVOLDV, OTIS OXECELS LETAED TV 1 aKOUa KOl 08 TAPAAEIYELS KEVIPIKDV
EVVOLQDV.

7) Téhog to tehkd povtého g SO eréyyetal Yoo TG TPAYUATIKEG SVVOTOTNTEG
AMEKOVIONG TOV OMOLTHCEDV ACOIAENS HECH TOL daddyov. Xe mepintmon

7o M SO dev KAAVTTEL TIG AVAYKES HOG EMOTPEPOVUE GTO Priua 2.

Onog avaeépetar oto Pripa dvo, eivar amoapaitnto vo opiotodv ot Bootkéc
évvoleg/tdEelg tov poviélov. [a 10 okomd aVTO, YPNOLUOTOACOUE TO TPOTVLTO

acpdhretog British Standard 7799 (BS7799) ko1 1o poviého Common Information
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Metoantuyaxn satpifin Anotinmon Anaitiioemv AcQaielag Kat
[SwtkdétnTrag Ad-Hoc diktdwv

Model (CIM). To CIM eivar éva aANpo@oplakd HOVTEAO, Hta EVVOLOAOYIKT YN TOV
TEPLPAAAOVTOG, OV YPNCUYLOTOLEITAL YIOL TNV TEPLYPAPT] KAl OLXEIPLOT] VTOLOYIOTIKDV
KOL ETLYEPTICLOKDV OVIOTHTOV € €TALPIKE Kot un wepBdirovia. "Exer dnpovpyndei
and qv DMTF (Distributed Management Task Force) [50]. "o va emtdyel o o160
tov, ompiletan otic apyég tng avrikeevootpapovg Bewpiag. To poviého CIM
yopiletar oe 1pia peydia tunpata, to Specification (mpodwrypaen)), o Meta-Schema
(netd-oynpa) xou to Schema (Zynua).

To specification wxoppdtt opiler T0 OCULVTOKTIKO KOl TOVG KAVOVEG 7OV
YPNOWOTOOVVIOL Yt TNV omewovion ¢ yvoons.  [lepiypdper  éva
OVTIKELLEVOSTPAPEG UETA-UOVTEAD, To omoio otnpiletor otnv Unified Modeling
Language (UML). To povtého avtd mepilapPdvel eKQpacels ywn 1o KuploTePa
otolyela (common elements) ta omola mpémer va mapovouwloviar EexdBapa Kot
Swpavdg oe epappoyés dwuyeipione. Tétow otoyeio pmopel va glvar ov Khdoelg
(classes), o1 WWOTNTEG TV avrikepévav (properties of classes) kot or pébodot
(methods). Ztnv mapokdte ewodva amsikoviletar 1 dopr tov poviédov CIM. Ot
OUVOECELS [E KOKKIVO YpOHa INAOVOVV TNV GVOYETION UETAED TV AVIIKEIUEVOV, UE

UTAE PO TNV KATPOVOUKOTNTA KAl UE TPATIVO YPOUL CYECELS cuvorOL’.

ASSOCIATIONS |
1 = INHERITANCE
o
4 L3
AGGREGATION
(A kind of association)
] et tema|

erang

METHODS . N—

Ewéva 3 : Avanapactacn tov povréiov CIM

To emduevo tunipa tov CIM povtéhov givan to petd-Zynua. To televtaio amotehel

OV Opopd Tov mAnpogopiakoy poviedov CIM. KaBopiler tovg 6povg mov

® H enekitynon Tav xpoudtov sivar arapaitnt piag kot 8a xpnoonomeei katomy.
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Metantuyokn Sworpipi AToTUT®ON ATOITHGE®MV AGQUAELag Kot
[SwTtikotnrag Ad-Hoc diktvwv

YPMNOUOTOOVVIAL GTO HOVTEAD KOBDG kol TG Hetald Tovg OYECELS. TNV TAPOKAT®

ewova paivetal 10 pETa-Zynua.

Named
Element Bement Schema
Characteristcs _1 [ Name:STRNG |
= T
Property i
[ b | Mo ail [ |
Property | — m Method :‘}1
+ 1 ! ko> .
| Domai Class  [7~Doman Schema

Qualffier TR .
\alue: VARIANT s | Suttype Trigger

Supertype =
1

|
|

Referenc e ! Association| | Indic ation
|

* I \ y
i

*

*

Ewkova 4 : CIM Meta Schema

Ta ovotatikd Tov eivoan 1o Zynuata (Schemas), ot Kidoelg (Classes), ot [016tnteg
(Properties), ka1 ot MéBodotl (Methods).

To Schema pe v cepd tov amoteieiton and dvo Pacwd tpuqpata, o Core
Model, o Common Model. Eréxtacn tov eivar to Extension Model. Eivat dopunuévo
pe tétolo TpOmo £Tol Mote TO0 MEPPAAlov daxeipiong va avTipeTomileTor o¢ pio
cvAloyn amd empépovg ocvoyetildpeva ovommuata. To CIM Schema moapéyer éva
oUVOAO otd KAGoELC, 1010TNTES VTGOV KabBdg kol TG oxéoelg PeTalld TV KAACE®Y.
Méow avtod Tov oynuatog kabictatar dvvath 1 dwayeipton g TANPOPOpPiag.
Avapopika pe Ta Tpiot LOVTELX £YOVUE :

e Core Model : To ocuvykekpiuévo poviéro meprhapfavel Tic évvoleg mov eival
eQapuOoIUES O OAEC TG TEPLOXEC TNG daxeipong TV TANPOPOPLIKDV
ocvotnudtwv. To Core Model givar éva cbvoro amd tdEetg, oxéoelg petaly
QUTOV KOl WI0TTOV avTdv, Kot Tapéyel éva Paotkd Ae&hoyo tov tadlewv

oQVTOV.
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Metantuyioki datppi Anotinwon ATatioewv AcQaAglng Kot
IdiwtikétnTog Ad-Hoc diktdwv

Ewova 5 : Baoikéc Beparikég evotnreg Tov Core Model

e Common Model : I'"0pw a6 1o Core Model (Ewdva 5) vdpyovv 1. common
models. Ta povtéla avtd eivar TANPoPoploKdE HOVIEAN TTOV KATAYPAPOLV
évvoleg oyxeTkég pe éva ayabd mpog dwayeipion, aveEapmreg (Evvoieg) Opmg
and omoradnmote texvoroyia N viomoinon. IMapadelypota TétolwV pHOVIEA®Y,
Omwg avtd anewkovifovior kol oMV TUPATAVE KOV givor ta Systems,

Applications, User kot GAAa.

Téhog, mpoéktaon tov CIM Schema (Core model + Common Model) amotehei
10 Extension Schema. To televtaio avrimpocmnedel TPOEKTAGELS TOV HOVTEAOL TTOV
eunintovv og kdmolo cvykekpipévn texvoroyia. Ta oyuata avtd sivar cuykekpyéva
avéAioya pe 1o mepPdAiov oto omoio epapudloviar OmWG Y TopddElypa T
AELTOLPYIKA CLOTILATA TOV TTPOG EEETACT] VIOAOYIOTMV EVHG O1KTHOV.

Yopmepacpatikd Aowwov o CIM amoteiel pia kain apyn yia v dnpovpyio ™mg
ovtoloyiag aceaielng. Ot évvoleg TOv mePLypaPel Kot avamoploTd anoTeEL0VV UeYGAO
HEPOG TV GUYYPOVAOV TATIPOPOPIIKDV CUCTNUATOV, EMTPENOVIAG £TCL TNV TANPY
meptypaen evog  emyelpnowkov/opyavooiakod  mepifdriovtoc.  Ilapéyer  éva
dounuévo TpdMO  AvamAPACTAONG NG YvOONG mepl oToyeimv dwuyeipiong evog
TANPOPOPLEKOD GLGTANATOS, HETaD TV omolmv kat e €vvolug NG ACQPUAELNG.
Emmiéov amotelel xowvad amodexktd HOVTEAO Yeyovog mov KaOoTd €OKOAN TNV
EMEKTAOT TOV KOl TNV EVOOUATOON TOL pHE GAAa povtéra. Axopn to CIM eivar
yYpoupévo oe yAdooa MOF 1 orola pmopei moAd edkora va evowpatwbel o dheg Tic

YAOOGES OVIOAOYLOV OTOC AVTEG TAPOVCLACTNKAV oTNV evotnTa 1.2.2.
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Metantuyioxkn dtatpifin AnotOinwon Anaitioemv AGQAAELOG Kat
[wTikdétnrag Ad-Hoe diktdmv

Onog mpoavapépbnke to CIM anotehel éva TANPOQOPLOKS LOVTIEAD TEPLYPOPTS
KOl JoyelpPIonG VIOAOYICTIKAOV KOl EMYEPTCAKOV OVIOTITOV GE ETOUPLKG KOL U1
nepidrrovta. To apywd oynua tov CIM diver Tig KoTELOVVINPIEG YPOUUES Y
K4mowv o omoiog mpoomabel VA OVOTAPACTACEL TUMKE TIC €vvoleg €vOg
OAOKANPOUEVOL TANPOPOPLOKOD cvotiuatos. Ot Bepatikég evotnteg tov Common
Model mov amewovilovtar oy Ewodva 5 dev vreisépyovior o Pabog oe Bépata
dayeiptong ac@EAelac. Zuvendg yio v dnpovpyic ping oOAOKANPOUEVNG OVTOAOYING
acedrelng anarteiton 1 e€€taom katl evog TPOTHTOL Yo TNV SyEiPLoT TG OCPAAENG
TOV TANPOPOPWK®OV CLOTNHATOV, Ontw¢ to British Standard 7799, 10 omoio
TpoavaEpOnke otnv apyn g tapaypdeov 2.2.1.
To mpéromo BS7799 ywpiletar oe 600 pépn, to BS 7799-1 Information
Technology xai 1o BS 7799-2 Information Security Management Systems :
o BS 7799-1 Information Technology. Kdowkog [Ipaktikdv yu ™ Awyeipion
Acopdrewng tov ITAnpogopidv (Code of practice for information security

management). To mpdto pépoc etvan emiong yvootd wg BS ISO/IEC 17799,

o BS 7799-2 Information security management systems. Zootipota Alayeiptong
Acodiewag [Iinpogopiag. To de01EpO HEPOC YPMNOUYLOTOLEITAL Y10 GKOTOVC

EAEYYOV Kol MOTOTOINGNG.

AvaQopikd pe TO TPATO PEPOG, AVTO TAPEXEL VA CUVOAO A0 KOTEVBUVTTPLEG
YPOUUES Yt DAOTOINGT €VOC GLOTNHUATOS OOYEIPIONG AOPAAENG TANPOPOPLOV T
o6mwc ovopaleton ISMS (Information Security Management System). Megtd nv
V100£TNOT TOL ATO APKETEG ETALPTE Kl 0pyaviopovs, 6To T€A0G Tov 2000 T0 poviéro
avtd mpoTvmomombnke pe v ovopacio ISO/IEC 17799. Emv ovoia 1o ISO/IEC
17799 éxsr ocav otdéxo v mopoyn wuiag kowng Pdong yww v avamtuén
OPYOVOCIOKOV TPOTUM®MV OTOV TOUER TNG OCQAAENC KOl TNV OTOTEAECUOTIKN
dwyeipton Tov ToMTik@V ac@aieiag. EmmAéov n tpdBeon tov givar o opiopds tov
KUPLOTEPOV BEUATIKOV EVOTITAOV IOV TPETEL pia ETAPia VO EGTIACEL TNV TPOCOYN TNG
KOl Oyt 1 EI0TYNOT CVYKEKPHEVOV AVGEWV o€ pio Ospatikn TEPLOYT, Yo TOPAOELY LA
poTaoT €W01KoV aAyopibuov kpvrroypdenons. Kdébe opyavioudg mov oxomevel va
XPNOUOTOMGEL TO TPOTLMO AVTO, TPEMEL VO OPIGEL TIC OMAUTHOELS OCPAAELNS OV
Béher va £xel. Or Tyég omd dmov umopei Kol TPEMEL VO AVTATIOEL TANPOPOPIR Y10 TOV

oKOTO aVTO, aveEAPTNTA OO 0TO0INTOTE TPOTLTO EIVOL 1] ATOTIUNON TOV KIVOOVWOV
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Merantuylokt dwtppi AnoTinwoT ATTHoEMV ACOAAELNG KOl
[Swwtuwcdérag Ad-Hoce Siktdwv

EVOG OPYOVIGHOD, Ol VOMIKEG KOl pUOUICTIKEG AmAITNOELS Kot TEAOG £va GOVOAO amd
apyEG KAl AMOLTNCELS Yo OTOWONTOTE LOPPNG TANPoQOopia amotehel 110KTNGI0 TNG
etaupiag. To BS 7799 Part-1 eivan Sounpévo xatd 11010 TpOTO HGOTE VAL KOAVTTEL TIG
npoavoeepBeioeg mnyég. [lopéyer éva oOvoro amd ehéyyovg yuw wkabe Oepotikn
evotnTa. Ao 10 GUVOAO TV ALYV IOV TapEXovTal, 1 ETarpic TOv eQPapuilel To
TpOTLRO VTS eMALYEL EKelvovg TOL Ba TNV 0OMYNOOVV GE £va tKAVOTONTIKS EMINESO
ac@dielng oe 6lovg tovg topeic. O Bepatikéc evomreg mov koAvmel to BS 7799
Part-1 eival o1 axo6rovBeg [48], [50]:

e Security Policy (Ilohtikr) AcgdAelng) : Xe oot v Ospotikn evotnta
nepapupdveton 1 e€€taon Tng TOMTIKNG ACPAAELNS TMV TANPOPOPLDY. ZTHYOC
TOL eAEYXOV elvar n vmooTPIEN Kat N kabodynon tov Opyaviopov/Etarpiog
OTO KOUUATL TNG ACPAAELNG TATIPOPOPLOV.

e Security Organization (Acedieio Opyaviouov) : Ilepthapfdavoviar  vrodoun
AGPAAELNG TANPOPOPLDV, 1) ACOAUAEID TPOGPAOTC EEMTEPIKOV GUVEPYOTOV Ko
TELOG AOQAAE0 Ot Qépota outsourcinglo. Avriotoyya, o1 otéYoL Tov TifevTan
givor n Swyeipion g aoedielog g mAnpoopiog and dropa Tov idov
opyoviopov, and Tpitovg mov €xovv mPocPacn oe vty kot TéA0g OTav M
enelepyaoio e TANpoopiog £xel avotebel oe tpitovg.

e Asset Classification and Control (Katnyopiomoinon kot ‘Eieyyog ITopwv) :
Ytnv ovykekpiuévn Bepaticy evétnrto mepilapPdvoviar ot Aeyyol yw TV
datiipnon g TPooTaciog TV ETUPIKAV TOpwV (Accountability for Assets)
KaOhg ko eAéyyovg SwPePaimong 6Tt ou TANPooplaKol TOPOL TLYYAVOLV
KoTaAMNAa enineda tpootaciog (Information Classification).

e Personnel Security (Acediewa IIpocomkov) : H ovykekpyévn Begpotikn
evotnta TepAapBavel ELEyovg TOV apopovV 6TO KATE TGO Ot LTAAANAOL TG
gtarpiog xovv eknaidevtel yio TNV aviipetdmon copPdvrov nopafiocng g
acedrewag. EmmAéov évag axoun otéyog eivar n duPePainon tov kvddvev
7oV oPeilovtal o avBpdmva AdOn, eckeppéva kat un, kabag Kot Ereyyot Tov
agopovy omv dwPefaimon o6t ot ypnoteg yvopilovv Tovg MBAVODHG

KOHVOUE OYETIKG [E TIC OTEIAES TOV TATIPOPOPIKADV TOPWV.

' Outsource : H Sadicacia katd Ty onoia o ovréTnTa avadiTet o€ Tpito vo mopaEet £va KoppaT
¢ epyaciog e o mapddetypa oty draducacio Tapaymyfg Evog QUTOKIVITOV, TO POAGL TOL 1AV,
va eveouatmiel oTov mivaka eAEyxou vo pnv £xet Karaokevaotel ond Ty b etonpia.
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Metantuygaxn dwatpipn AmotOnmon ATATNGEOV AGQAAELNG Kal

Iiwtikdtnrag Ad-Hoce dictdmv

Physical and Environmental Security (®Quown ot IIepiPariovrin
Acpdlern): Xe avt TNV Bepoatikr) evoTnTa VIAPYOVY Ol €ENG TEPLOYES TPOG
éheyyo, ov ao@alic mepoyxéc (Secure Areas), T Qo@OAEw €EOTAIGUOD
(Equipment Security) kot ot yevikoi éAeyyol. Ot o16)01l €ivan ot TPOANTTIKES
EVEPYELEG Yia TNV amopuyh G un-eEovorodompuévng mpdofaong, N TpdAnyn
andAieog 1 {nuidg kan n TpdAny £kbBeong oe xivovvo (og 0mOdNTOTE LOPPT)
TOV) NG TANPOPOPING, AVTICTOLYA.

Communication and Operations Management (Awyeipion Emkowoviov kot
Agitovpyidv : Mia and 1ig peyardtepeg Bepatikéc evotnteg. Mepucol amd Toug
oT10OY0V¢ givar 1 peiwon tov kvddvov BAGPNG TOV CLOTNUATOC, N TPOCTACIN
™G AKEPALOTNTAG TOV GUOTHLOTOS, 1) GMOTH dwyeipion TV dikTH®V Kol
dwPePainwon g opONc AerTovpYiaG TOV EMYEPTCIKAV S1AOIKAGIAOV.

Access Control (EAeyyog IlpéoPacmg) : Mia oaxdun exteviig Oepotikn
evomta. Xeg  ovt] 7wEepthapfdvovior  oTOXOL  OM®SG  ATOQUYH  Un-
g&ovorodotnuévng TpdoPacmng oTovs TOPOVS EVES TANPOPOPIKOY GLOTHHATOC,
OMWG Ol YPNOTEG, M EQPUPUOYES, Ol VTOAOYIOTEC K.O., 1| TPoctTacia TV
SKTLAKOV TOPWV KOl O EVTIOTIGHAG TNG U-e£0V01000TNIEVNG TPOGPOOTS.
System Development and Maintenance (Avdntoén «ot Zuovripnon
Zvomudtev) @ ZT0X0L NG OLYKEKPUEVNS OBepatikng evotntog eivar 1
ATOPLYN OMOAEWG 1| GAAAYNG TOV OEdOUEVOV TV YPNOTAOV GE GLOTNHNOTA
EQAPUOYDV, 1 TPOCTOCIN TNG EUMCTELTIKOTNTAS, TNG AKEPALOTNTAS KAl TNG
avBevtikdénrag 1V TANpogopudv mov encfepydloviol Kol avIOAAGCOLV Ol
YPNOTEG 0T0 ETAUPIKO TEPPAAAOV, Ko yevikdtepa 1 dacpdiion 6T To £pya
TANPOPOPIKTG KOl O1 VIOOTNPIKTIKES dladikacieg Aaupdvovv xdpo aoPaids.
Business Continuity Management (Awyeipion Emygipnoiokng Zuvéyelog) :
Boowdc otdyog g Ospotiknig evotnrag sival n katd to dvvatdv e&dhenyn
TV S10KOTAV GTNV POt TOV ENMYELPNOLOKAOV OIEPYAGLDOV KL T) TPOCTUGIO TWV
Kpiopov SpacTnplotitoV g eTaipias.

Compliance  (Zvppdpowon) :  Zmv  tedevtoic  Oepotikny  evotnra
nepriopBavovioar  otoyor omwg mn dwPePaimon g ocvpPatdétnrag TV
CUGTNUATOV UE TIG TOMTIKEG OGPAAENG TOV £XOVV K0BOPIGTEL KO 1) OTTOPVYT
napafiicovy Twv vopukdv KabeotdTmv Kat cvpufdceny, Tov 16XDOVY GTNV

£8pa Tng eTOpiag, Yo TIC AMUITIOELS OOPAAELAS.

Owovopké Movemotiuio ABnvav
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Metantuyokn Swrpifi Anotinmwon Anotiicemv Acodielag Kot
Idwwticétntag Ad-Hoc Siktdwv

To devtepo tpfpa Tov British Standard (BS 7799 Part-2), mopéxel pia Pocikt
vodopn Y eEwTEPKS Edeyxo kou amd To 2002 kar peTd evoppovileTal Kol pe Ta
vrohoma TpdTuma drayeiprong cvotnudtev 6mwg to ISO 9001. Baocwd otoryeio tov
TUNPATOG aVTOV Eivar M gwoaywyn tov poviédov Plan-Do-Check-Act (PDCA) wg
wpocEyyion yw v dwaxeipion, avantuén, Pertioon kol GLVINPNON GLCTNUATOV
ISMS (Information Security Management System) ta omoia gppavifoviar 6to Ip@To

koppdt Tov British Standard 7799.

Plan
Establish the
ISMS
Development
Interested Do Implemient and maintenance and Maintain and Act Interested
Parties operate the ISMS improvement improve the ISHMS Parties
::ycle p
mﬁi‘fﬁ?’ Monitor and
requirements g review the ISMS Managed
and information
expectatiovns Check secuity

Ewéva 6 : Plan-Do-Check-Act Model (PDCA)

Ta Baowkd ripoata Tov HOVTEAOL aToD, 6TTmg aVTd dlukpivovtal Kot and v Ewdva
6, eivan To €€nc -

e Bnua 1 (Plan) : Eyxataotaon evég ISMS cvotipatog

e Brua 2 (Do) : H vAomoinomn ko n Aeitovpyia tov ISMS

e Bfjua 3 (Check) : O éleyyog kot o 1 eraveE£Taon TOV CLGTNUOTOG

¢ Brjua 4 (Act) : Zuvtipnon kot Bertioon tov ISMS.

And 10 mpdtumo BS 7799, B eotidcovpe TV TPOGOYN HOG GTO TPATO TUNUA
avTov, poG Kol To 8gvTepo apopd otn Omuovpyie kor  cvviipnon evog ISMS
CLGTNUATOC, MOV £fval EKTOG TOV EVPOVE TNG CLYKEKPHEVIG EPYUCIOG. XTN CUVEXEW
G Tapaypdeov Tapovctdlovpe TV ovioloyio acedieng mov otmpiletar otig 00
npoavapepdeiceg mnyéc, 1o tpdtumo BS 7799 Part-1 (ISO/IEC 17799) kar o poviého
CIM (Common Information Model) ané v DMTF.

Owovopké Mavemoriuio Adnvav 43



Mertantuyiokt| dwatpipi Anotinwon Anaitioewv Ac@aieiag Kat
[Swwtikdtnrag Ad-Hoc diktomv

v TOpOKATO  €ikOVe  TOPOLOIACOVHE TG KEVIPIKEG £VVOLEG  TOV
AMOTVAVOVTAL GTNV OVToAoYid. ZTnv ovoio TPOKEITAL Yot VO HOVTEAO OTOTIUNGOTS
™G EMKIVOLVOTNTOG HE XPTOT] EVVOLDV OTtmG antég opileTar omd 1o mpdtumo BS 7799
Part-1. Zvykexppuéva n anotipnon g erucvéovomrag opiletoar wg 1 orotiunon tov
ATEIADY, TOV EMTTWOOEWDY KoL TOV ASVVOUIOY TOV TANPOPOPLOV, Kol 1 mbavotnTa

eupaviong tovs. To apykd povtého aneoviletonr TapakaTo.

1KOTTOIE]
Apx Katéxer (Asset) Stakehoider
Agent
Karexei (Sec Pol)
MpoxaheiKISk) - I
Tyoxeoel (Asset)
— e Extiwg o16)0 (Asset) Asset | Risk | S -
Attack Threat | SecurityPolicy
Y
O8nyei o {Unwan. Inc.)
Afiotroiouv (Vulner) O8nyei (Unwan. Inc.) Nepiappeva

Eroxzuel {Asset)

u nv{anted | Eroxeve (Threat)
Incident n, aTEUL! i
Countermeasure |
O8nyei (impact)

ExO¢ret {Asset)

[Vulnerability|  Apyixomotei {(Unwan. inc.) MeiGove: {Vulner)
i b iR

P S I1oxeuel {Asset)
Impact
MepiAappaver (Count)

Evepyorroiei (Risk) i
T Mawve (Impact) Controls

Ewkéva 7 : Apyiké Movrého Ovrodloyiog Ac@alrerag

Zmv mopovoa epyacio evOLQEPOPACTE POVO Y100 UEPIKEG OO TG TMOPATAVED
évwolec. Ov évvoieg mov pag agopodv givar 10 Asset (Aya86), o Stakeholder
(Idwkttng), to Vulnerability (Evmafen), to Countermeasure (Avtipetpo) kat 1o
Threat (Amreid). ‘Etot yi Aoyovg amhotntag amd 10 apyikd LOVIEAO KOTAANYOUUE
oto anhovotepo otnv Ewdva 8. Ot ypopoatiopoi Tov cuvéécemv Tov T4EEmV Kat 670

apykd povtéro arAd Kot 6To EKAERTVOUEVO 0koAoLBoVV T0 povtého CIM (Ewéva 3).

44

Owovopiko Mavemotiuio AOMvev



Metantoyak dwtpPn Anotonwon Anarticewv AcQaietag Kat
ISwwtikdnrag Ad-Hoce diktvwy

Stakeholder
) ’ - Karéyxe (Asset)
Exer wg o1ox0 {Asset) Asset
Threat [
Afiomrotouv (Vulner) Eroxevet (Threat)
Mpoorareves
Countermeasure
|Vulnerability
ExBire (Asset) Mewva {Vulner)

Ewéva 8 : Ekhentvepévo Movrélo

Onwg 1o £xel avopepBet, pia omd Tig Tnyég Yo v dnpovpyio g ovtoroyiag eivat
10 povtého CIM. H ovtoloyia mov mapovoidletor omv Ewdva 8 pmopsi va
evoopotmdel oe éva koppdtt Tov poviédov avtod. Zto povtého CIM, ko
ovykekpuéva oto Core Model, vrapyer n évvown tov CIM ManagedElement. To
tekevtaio anotelel pia Pacikn Téén n omoia meprypder OAES TIG EVvoleg TOL PTOPOTHV

va avarapoactabodv otov Topéa Tng Ouyeipiomng

CIM_ManagedElement

T

'Security_Managed_EIement }

TANPOPOPIIKAOV CUOTNUAT®V. XKOTOg HOG givon n

évta&n tov povtéAov mov dnuovpyYNNKe Yoo TV

dayeipion g aoeaielng KAT® amd auth TNV Taén.

Na 10 A6yo avtd dnuovpynoope plo emmhéov

TGEN Vv Security Managed Element n omoia givar \

vmokidon g CIM ManagedElement — kol

VEPKAGOT] OAV TV EVVOLDV TOV  ELCTYOUE
Risk_Assesment

nopamaveo. H évvow Security Managed Element

TEPLYPAPEL TG EVVOlEG TOL  OQOPOLV  OTNV
dweipion g acedlreinc. Emmhiéov dnuovpyndnke pio taEn Risk Assessment 1
omoio. cvpuPoriler ™mv évvowr ¢ amotipnong g acedieing. Kdtw and avt

vapyovv ov taEeig Asset, Threat, Vulnerability, Countermeasure xat Stakeholder.
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Anotonwon Arcutiosmv Ac@aigiag Kot
[duwTikotnTag Ad-Hoc diktomv

Metantuylaxiy Statpifn

Yuven®g OAec ol TAEEG TOL MOVIEAOL KAMPOVOUHOUV TIG WWOTNTEG NS TAENMC
Risk Assesment, 1 omoia pe tnv ogpd TG KANpovouel tng 1010tnTeg ™S TAENS
Security Managed Element m omoia w«Anpovopel Ttic wWwdtnreg 1ng  wAdong
CIM_ManagedElement.  Xtig TEPLYpAyOLUE

AVOALTIKOTEPO TNV GVVIEST] TOL povTEAO pe To poviého CIM. Tha Adyovg evkpivelng

akoiovbec  mopaypaeovg  Oa
ot td&eig mov mpoépyovrar and 1o poviédo CIM éxovv cov mpdTO GLVOETIKS TNV
cvpporocepd “CIM . To tehikd otdd0 otnv dnuovpyia e ovroroyiag eivor 1
E100Y®YN TOV WIOTATOV Yo KGBe Khaon. AVTég (01 WO10TNTEC) TPoépyovTal amd To

npotono BS 7799 Part-1 kor and o [53] [55]. 'E101 10 LOVTEAO SLpOpOOVETOL WG

ebng

Risk_Assessment :Security_Managed_Element

[

B

/[CIM_Managed_Element

E

Vulnerability Threat Asset Countermeasure | Stakehold
~vuinerability_id -threat_id -asset_id countermeasure_id -stakeholder
-access_control_right -threat_type -asset_value -countermeasure_type
-access_control_rule -threat_name -asset_type -subject

-posibility ~confidentiality -constraint

-frequency -integrity -effectiveness

-severity -availability -availability
~authenticity -versatility
-non-repudiation -strength
-compliance -correciness
-sensitivity_level -level_of assurance
-replacement_cost -operational_cost
-intrinsic_value -acquisition_cost
-compromise_impact -installation_cost
-Threats] ] -access_control_rule

-access_control_right

-CIM_credential
-cryptographic_key

Eikova 9 : Tehiké Movtédo Risk Assessment

Owovopixo TNavenotiuio Adnvav
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Mertantuyaki Swtpifn Anotinwon Anaitioemv AcQaleag Kot
ISwwtikotntag Ad-Hoc Siktdwv

2.2.2. Agguoyo Hediov Opropod Acoaierag

O Khdogg mov mapovodotkav oty Ewdva 9 mpoékvyav amd v perémm tov
npotumov ac@areiog BS 7799 Part-1. ' vo pmopodpe OpmG vo. MANGOLUE Y10,
ovioroyla Ba mpémer vo opicovue 10 AEEIKO TOV Op@OV TOV YPT|OLLOTOLOVUE OTNV
ovtoloyio koBdg kot TG oxfoelg petaEd TV Opov. TNV TEPAYPAPO OVLTN
nopovowdfovope to Ae&hdyio ko gumiovtifovue ™V oviohoyio pE  EmUEPOVC
OVTOAOYIEG TTOV APOPOVV GTOV KAOE Opo EEXWPLoTa.

ATo Vv peré tov [53] ko [52] aAld kot Ao TNV TPOSOTIKY AVTIANYN THV
TPAYHATMOV TPOKVITOVV O TOPUKAT® Paoikol 6pot :

o  Ayafo (Asset) : Otdnmote éxer a&ia xar a&iler mpoctacioc. Mrmopei va givat
dedopéva, uébodot, vToroyloTtikoi THpO1L K. 0.

o [oioktntng (Stakeholder) : ®uowkd 1| vouikd mTPOGOOTO TOL KATEYEL 1
XPMNOLOTOLEL, avTioTOoKa, EVa Yo,

o Advvauio (Vulnerability) : Onowdfimote advvapio, svrddeio otov oyediacud,
NV VAOTOINOT, TNV XPYON TOV TANPOPOPLIKOD CLCTHUOTOG aLEAVEL TNV
mlavotta Topofiaong oe avtd,  onoio TpooPaiet pio ord TG WIOTNTES TG
Acpdiewag -  Avfevtikotnre,  Awleowwdmro,  Eumotevtikdra,
Axepardtnrta kat Eyxvpdmra.

o Ameidy (Threat) : ThBavi evépyewo mov expetarieveton pio advvopio kot
UTOPEL VO TPOKOAECEL TNV OTTOAELD VO 1| TEPLOGOTEPMV YOPUKTNPLOTIKAOV
NG 0OPAAELNG EVOC TANPOPOPLIKOD GUGTNUATOS.

o Avtiuetpo (Countermeasure) : Evépyeiec, 6VOKEVES, AOYIOUIKO TTOV £XOVV MG

oTOYO TNV ULEIMOT TV ASVVOUIDV EVOG TANPOPGOPLIKOD GUGTHIOTOS.

INa va yiver minpéotepn n ovtoAdoyia amonteiton vo, avOAOCOVUE TEPOITEP® UEPIKES
amd TIG EVVOLEG OV VAAPYOVY GTO KEVIPIKO HOVTELD. LTV CLVEXEW aKOAOLOOVV Ot
EMUEPOVG OVTOLOYIEG Y10 TO KGO oTOL)El0 EEXWPLOTA. AVOQOPIKA LE TNV EVVOLd TOV
ayafo0, mapatnpovpe 6TL avtd pmopel va eivar keipeva, mAnpogopia, dedopéva,

Aoyopikd, VINPECIES K.0. OTOG AVTE PaivovTal TOPOKATE.
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Merantuyiaxt) Statpifin

ATOTOTWGTN ATOITHGEOV ACPEAEI0G KAl

ISiwtikottag Ad-Hoc diktvmv

mage & reputation

x;set
IConfidenceltrust in services Firmeeare Network Personnct Communications
€7 Equipment
l CIM_Natwork
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information/Data Sagvices T M, T
cantantia ‘
Loonfidentiality — Public of the agency.
-integrity Network e SR B
-availability CIM_UserEntity
-sensitivity Uses
Fenticaldy R
-authenticity — J
Network PAB
? Equipmaent Private B
Network
Databases User Training Material | | FaxMachinos

Manal Hardware

— . i Uses Softwaro -

System ] Continuity Archived i AnsworingMachines
Documentation ! Pians Information
- — — I
nformation Backup Development Tools T o Computer
& Utilitles | Ry Equipment
Application SAW |
B T ~ype |
:': ol .'::' sapphuatonelD o
- setuplinmg
i Wy
o {See SAY 0
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Ewkova 10 : Yropovréro Asset
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Merantoyiaxn dtatpifin

ATOTOTTWON ATTAUTICEOV ACQPAAELNG KAl
Isiwtikétntog Ad-Hoc diktimv

And 1o mapoamdve poviého dwkpivovior or tdEeic CIM Network xar CIM_ UserNetwork, 6tig omoieg cuvdéetar 1o mpotewvdpevo poviého. To

Tapandve poviého ywpiletar ota e&ng vropovtéha : Computer Equipment, Network Equipment xat Software. Ta tehevtaia sivan :

Watchicg

CIM_LogicalDevice

R

Equipment

Computer

..___..L

Keyboard

NumberOfFunctionKeys — wint?6

] Layout : stang
{See Device Modol Password * wint 16 fenum)
{Processors))
Pontinglevize )
AlaemDevica Battery Controlier SEDevive UserDevice | PoietingType - Wit 16 fenum)
! NumberOfBotions * uint8
(See Device Model | — {Sea Dovice Mode! 1= | (See Devico Model (See Device Mot (See Dovice Mode!  j— tlandednoss 1@m16€ {eoum)
{Sensors & Atacr)) {Cetsing & Poveas)) {Conitrofiers)) {USBII {User Cavines)) Rosolution | wintd2 furis}
CoodlingDevice Logsesidocdute MehaAccessDevice PowerSupply Scanoee —“"‘——“D,S” 1y
vl
(See Device Mode! || iSee Davice Model L] | {See Device Mode! L] {See Device Modol {See Device Mokl -
(Cocting & Power)) {Logizad Ponis)) [ Btoraga Devives)) {Cooling & Powerj) {Usar Disvicesl) — i }
Doer LogicolPon Moo TransferDuvice Prolar Sensor
(So6 Davice Model (S0 Dovics Model || [ (See Device Model =~ {gx 'ge;a;;xwez (See Device Model |
{User Devices;) {Logieal Portsy) {Storages Libraryy) (Serv.'ces 1) k {Sensors & Alurm)} Fiatlano! DosktopMonitor
HorizontaiResolutior:  nt32 {units; Oespiay Type © tint18 fonum;
VerticalRosolution | oft32 {units, idth ¢
LabaiReader Mudom PiataskAckystar 1__ Frocessor StoageExiun] Scaﬂ&de e "‘”‘t 16 {er :m}!{ ) ?ﬁ:ﬂ’w i:aaiﬁ?
(Sew Duvice Mods! | See Ouvics Moda! L.d | {See Duvice Mool i {See Devica Model U 1Sk Davicw Mooed = D‘ 4 Type _”.’"”6 {mmm} SRCTILLEL (2
{Storage Litstany )y Meattarn] Netivork Adapters)t {Procassors)) [Storage Extendsy} SonSouranugg e
ror ayl A g HvE pters lorags : SupportsCalor hoolcan
| !

Ewova 11 : Computer Equipment
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Metantuyoxn dtatpifn ATOTOTOOT ATAITNOE®V AGQAAELNS KL
[diwtiotntag Ad-Hoce diktdwv

Yy Ewova 11 mapovoidletar  oyxéon g tdéng Computer Equipment pe tnv
kAdon CIM_LogicalDevice. H tekevtaia aviker oto ‘Device’ common model tov
povtéhov CIM. Kdatw and avt Bpiockoviar khdoelg 6mmwc Modem, Network Adapter
(mpocappoyéag dktvov), Logical Port («Aoyum Ildptan), Printer (Extummmg) ot
aAlo. Toverdg Oheg avTEC Ot KAGCES amoTeEAOVV VIOKAUGELS TNG apPYLKNG KAGoNG
Computer Equipment.

21 ovvéyeln mapovodletan o vopovtédo Network Equipment. H opdvoun
KAGon amotehel vmokidon ¢ CIM Product, n omoila aviker oto core model tov
povtérov CIM. On Baoikég khdong e taEng Network Equipment ivan :

o Etvmnpemnmic (Server), o onoiog ywpiletal og empépovg tdéeic avdioya pe to
€100¢ g e&ummpémong mov mapéyel — File Server, Mail Server kth.

e Access Point, onueio npodcfaomng acHpuatov kOpBwv 61o dikTvo

o  Kohwdiwon (Wiring)

e Apoporoyntéc (Routers), vredfuvol Yo TIC SMOTES dPOUOAOYNOEL TUKETWOV
OV OVTOAAGGGOVTAL 0TTd TOVG d1dPopovg KOUPOVS TOL StkTOOV

e Gateways, «TOAEG» TOL CLVOELOLV TO €vOOETAPIKO dikTVLO pe ToV e€mTEPiKd
KOouo, it éva GALo eTapikd diktvo gite tov [Maykoouo Iotd.

o Awrvakéc Kapteg Yrnoroyiotdv (Network Interface Card).

To mapandve Tapoveralovial oty akdAoLON 1Kova
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Metantuyiaxn dtarpifin

Anotinworn Anaticewv AcQaielag Kat
I8 wnikotntag Ad-Hoc diktdwv

Network Equipment

Citt_Product

Namwe ~ sinng {key)
identifymgtlumber  stong {key}
Vendor - string {key}

Vearsion : string {key;
SKUNumbar : string
WamantyStartDate - datetime
WamantyDuration © int32

Client
HPAddress Server Wiring Cable Nemg:.dmm
HPSotMetMask | —
FMACACdrass
Gateway
Hub || Access Point Router ‘gff&g!ewaym!
-efs-fip-localbhost-regexp
S:ruv:r pPort rAC. 1D - open-network-sream
e, els gateway-tmp-name-iemplaie
Server Sarver
Local Raptor
Audio
| Server S.::ﬂn
Proxy Interiock
Chat
Server Server
Remsh CiM_Kesrberos
FAX
Proxy
| Server Server
Interactive Tranaparent
FTP Server Telnot
- Server
Groupware Web
— Server

Ewkoéva 12 : Network Equipment
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Merantvytaxkn Swatpifin

Anotdnwon ATaTNoEwV AGPEALING KOt
I1Siwwtikdétntag Ad-Hoc diktowv

1t ovvéyela mapovoildletat to vropovtého Tov Software.

CiM_SoftwareElomant

CiM_Softvare
Narvva stringg {Key, Override} Component
Version:string {Key}
SoftwareElementStata:oint16 {(Key, Eouery
SoftwareElemontiD:stroing (Key}
™~ TargetOpecatingSystem wird 16 (Key, Enum}
LAl Otherr TargotOS:string
Marmndacturar:stong
BolldNumber-string
SonatNumber:string
Software CodeSeat string
idertificationCods string
LangungeEdition  sting
Application SIW System S/W Development Tools

Hype & Utilitios

-applicationlD

Fsatuptime

[+ (See Application S/WK) T

Accounting Collaborative Educational SIW
Eackages : Database Document HelpFile Setup
Tools Convaersion Tools Utilities
st -
Emaill Sproadsheot Toxt Waob HTML Rogistration Scripting Webpage
Editor Browser Editor Tools Tools Croation
I
Web Server Word
Processor

Eikova 13 : Software
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Metantuyokn datpipn AnotOnwon ATaToewv ACOAAEINS KOl
[0wwTikétnTag Ad-Hoc diktvwv

Onoc @aivetar xor and 10 oxAua M xAdom Software eivalr vmokAdorn 1Trng
CIM_SoftwareElement, 1 onoia npoépyeton omd 1o “Application” common model tov
CIM. H 16&n Software ywpiletor oe 1pewg Poaocikéc vrokAdoelg, v Application
Software, v System Software kot v Development Tools and Utilities.

Avogopwd pe v mpht, avt) yopiletor oe empépovg taEelg OMWG TO
Accounting Packages, 1o Collaborative S/W, to Educational S/W, to Email, ta
Spreadsheet, o Text Editor, o Web Browser, o Web Server, o Word Processor.
Emmiéov n 16En Development Tools and Utilities ympiletar otig e€ng vmokhdoeis, ta
Database Tools, ta. Document Conversion, to HTML Editor, ta Registration Tools,
to. Scripting Tools, 1o Webpage Creation, ta Help file Tools ka1 ta Setup Utilities.

Ooov aeopd 6TOVE TUTIKOVG OPIGHOVGS TMV EVVOLDV TOV epeavilovtatl 6To
vopovtého Software avtol éxovv wg €ENG :

e Application S/W: Aoyiopk6 Egappoyov

e Spreadsheet: AoyioTiké VAL

e Word Processor: Enefepyaotig keuévov

o Text Editor: Enetepyaotig kelpuévou

e Web Browser: ®UALOUETPNTYG OLOOIKTVAKADV 1GTOGEAID OV

e Educational S/W: Exnoidevtikd Aoyiopko, K.AT.

e Development Tools & Utilities: Epyaieia ko Epappoyéc avamtuéng
AOYIGULKOD

e Database Tools: Epyaieio dnpovpylog kot dwoyeipiong Pdoewv dedopévov

e HTML Editor: Epyaieio dnpovpyiog ko eneEepyacioc HTML kddwka

e Help File Tools: Epyaieia dnutovpyiag Bondntikdv apyeiov

e Scripting Tools: Epyaieia dnutovpyiag script kddiko

o Webpage Creation: Epyaieia dnpovpyiag 1otoceridwyv, kAT

Mio emmhiéov xkhdon mov avarvetar meprocdtepo eivar n Countermeasure. Ta
QVTIHETPO 7OV UTOPEL Vo €QAPUOCEL Kavelg o €va mAnpo@oplokd GOGTNHA
yopiCoviar otic €ENg pneydieg katnyopiec,
e Intrusion Detection Systems : Ta ocvykekpyéva GLOTAUATE ATOTEAOVV
Yvotqpoto Avayvoplong Ewofoing. [Na va emtoyovv tov okomd avtod

evtomilouv TVXOV avopaiiec 010 TANPopoplakd cvoTUe KaBAS KAl TOV

53

Owovopwé [Mavemotipo ABnvov



Merantoyiokt dratpfpi AmoTinworn ATATNCEOV ACPHAELNG KOl
N n S
IdtwTikétnTag Ad-Hoc diktvwv

EKAOTOTE YPNOTN OV TPOoKaAel pio aAlayr| o€ éva ayadd tov TANPOoPOPLAKOD
GLCTILOTOG,.

o Firewalls : Tolyog Ilpootaciag. Ta firewall eivan gite Aoyiopiko, gite vAKS T0O
omoio amayopevel un e£ovstodotnuévn Tpoécacn ce TOPOLG Kot ayadd Tov
GUGTNLOLTOG,.

e Computer Forensics : Epyoieio ko vAOTOMOES OV amaiTovVTOL Yo TNV
KPURTOYPAPNON TV dedoUEVaV, TNV ONUIOVPYIL AVTIYPAP®V ACQAAEING Kol
GLVOQELG EVEPYELES.

e Antivirus : Avtifiotikd. Aoyiopikd 10 0onoio TPOGTUTEVEL TOVG VIOAOYIOTES
amo LOUOPOIKE AOYIGHIKAL.

e Network Security Countermeasures : Avtipetpa mov a@opodv GTnNV VIOSOUT
tov dwktoov. T xéBe eminedo g apytextovikng OSI (eptd enineda)
VAAPYXOUV TG QVTIHETPA 7OV HTOPOVV VA EPAPUOCTOVV UE OTOXO TNV
tpooctacia Tov kabe emmédov Eexmprotd. ['a mapdderypa, tunneling protocols
emnédov 2, forwarding protocols emmédov 2, mpwtdkorro oc@oreing o610

eminedo epappoyng, oto eminedo TCP/IP k.0.x.

Télog 610 VITOPOVTIEAD MOV APOPE OTIG amENEG TapaTnpovue To akdAovba doov
aQOopPa TrV KOTIYoplonoinon Tv Terevtainy:

o Jxomun Amell : AQopd g OMEWNEG TTOV TPOEPYOVTAL aTTd KAKOBOVAOLS Y10
v dwtdpaln g Asttovpyiag Tov TANPOPOPLIKOD GVLOTNUATOS. Mepikéc amd
avtég eivar n Denial of Service, n Eavesdropping, loi, lopopeikéd royiopikd,
Aovperot Tnmor k.0.

o Svumopatiki Amed @ AAMdOG Umopodv Vo OVOROCSTOUV Kol ¢ TuYoieg
aneléc. [Mapadelypota €10tV aneEld®V €ivol 10 TPOYPUUHATICTIKG AGOT,
opaiuata Tov opeilovial 610 VAKG, AaBn katd v petddoon dedopévav,
AGBo¢ dpouporoynoelg makétwv, AGOn mov opsihoviar otV Asitovpyia TV
ouveEPYOTOV TNG eTapiag (Ty ypeokomia TpiTov).

o [leptfarroviikny Ametdny @ Avaidetar ota €ENG TUNUATA, TG QUOLKEG
KOTOOTPOQEG ONMWG TANUUDPES, CEIGHOVG, KATALYIOES KOl OTLS YEVIKOTEPES
neparloviikég ouvlnkeg omwc eival mn dakonn peduatog (mov oeiletal
O0TOV TOMKO Topoyéa, oV Beppoxkpacio Tov meppairiovioc, oty vypacia

K.Q.
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Metantvxiaxn Siatpin

[Mapakdto ancikovilovtal Ta TPoavaeepBEVTA LOVTEAQ :

Anotonwon Arnatiicewv AcpaAgiog Kat

IStwtikétnrag Ad-Hoc Siktowv
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Metantuyiaxkn diatpif3n

Anotinwon Arnaticewv Acpaielog Kat
I18iwtikétrog Ad-Hoc diktdmv

Threat
tEnvirormental
+Delibarate
+Actidental

D +Critical
+High
+Medium
+Low

Delibarate Accidental Environmental Threat +Negiigible
-NaturaiDisaster
LEnvironmentaiConditions
T T zs
S/W/ Programming User
id Errors Erros
DeniaiOf Fraud and Theft Unauthor ] Natural Environmental |
Service L Disaster Conditions
Loss of physlical FailureOf & 7

PPN and Infrastructure Communication

Eavesdroppl Masquerade Unauthorized g T

2L S/WChangos support . icos Earthquake Contamination Vermin
MaliciousDostruction WobSite Employoe Sabotage (Transmission Building Electronic
of Data intrusion e Errors Fire Fire Interference
Fallure of
— Tachnlcal FailureOf Flood P
Malicious Codo Malicious Hacking e Fallures s per'Ss oply
.| Operations
T =T e
ons
. Unauthorisod Misrouting/ re-routing u
industrial Espionage ) b - e TAaes
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Wave Temerature/Humidity
Liavel —
Ewkova 15 : Azmerdn] (Threat)
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Metantuylokn Swatpipny Anotunwon Anaitioemv AGQAAELNG Kal
[Suwtikdntag Ad-Hoc Siktvmv

2.2.3. Anmotvnmon Lyéceov petald tov Evvoiov

‘Exovtog mapovoidoet to LOVIELO TNG OVIOAOYING, TOPEXOVTAG TAVTOYPOVE. Kol
70 AEIKO TOV OPOV Y10 TNV ATOCAPIVIOT TOV 0pmV, Ba TOPOVCIACOVE TI CYECELS
OV VRAPYOVY HETAED TV EVVOLDV. APYLIKE ATOTUTAOVOVUE TI OXECELS HETAED TmV
OpWV OV OMUIOVPYNOAUE KAl GTT GUVEYELX TAPOVGIALOVIE TIG OYECELG TOV OPWOV UE

TS VLAPYoVoeg KAAoeLS Tov poviéhov CIM. Avaivtikdtepa Exovpe :

KXiéomn Threat (Anedny) :
1) Exkpetariredetor pia Evnadewa (Exploits a Vulnerability)
2) Zrtoyevel évo Ayabd (Targets an Asset)

KA\don Vulnerability (EvmdBewa) :
1) Ex6Béter éva Ayab6 (Exposes an Asset)

K\domn Countermeasure (Avtipetpo) :
1) Ilpooctatevet éva Ayabo (Protects an Asset)
2) Mebver tig EvndBeieg (Vulnerabilities)

3) Ztoyevet pio Amean) (Targets an Asset)

K\don Stakeholder (I6okting) :
1) Katéyer éva Ayabd

H evomoinon g ovroloyiog pe to povtéro tov CIM mpaypatonomnke pe g €Eng

GUVOECELS :

1) CIM_ManagedElement : ‘OAn n ovtoloyia kpépetar ka4t omd v T4éEN
Security Managed Element n omola pe tnv oelpd g KpEReTAL KAT® and Tnv
CIM_ManagedFElement

2) CIM_Network : Ztnv avdivon tov Asset, vrokidon g taEng Network eivat
n kAdorn CIM_Network. Zmv tehevtaio epilapfavoviar TAnpopopies yio to

dikTLO, OTWS TPWTOKOALA ETKOVEOVING KOl GAAQL.
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Metantuyiaxn dtatpiPy Anotinwon Analtioemv AGQAAEING KL
XLaKT pm G
[uwticomrag Ad-Hoc diktdov

3) CIM_Logical Device : Amotehel vmokidon g téEng Computer Equipment
(Ewova 11). Zvvendg kdto and v vrokidoelg g téEng Computer
Equipment eivai dAec o1 vmokAdoeis g taEng CIM_Logical Device

4) CIM Product : Ymoxidon oavtig amoteiei m xiaon Network Equipment
(Ewova 12)

5) CIM_Software Element : H khdon Software kAnpovopuei 6ha T yvopicuoto
™mc t6&ng CIM_ Software Element piog xat amoteiel vrokAdon avtig.
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Iﬁl(x)‘tll((')‘[n‘[ag Ad-Hoc diktoov

2.3.MMapovoiacn MeBddov TVAKNG UTOTOTMGNG LOLOTIKOTNTAS KAl
analTioemv ac@adiciag ad-hoc dikTv®V

‘Exyovtag oAOKANPOGEL GTIG TPOTNYOVUEVEG TAPAYPAPOVS TNV TOPOLCIACT TNG
OAOKANPOUEVNC, VIO TNG AVAYKES TNG VIAPYOVOAS EPYACING, OVTOAOYING, OE QLT TNV
nopdypaeo avaivovpe v peBdSOL YO TNV TLMIKY ATOTONWOOT TMOV OTOLTHOEMV
acedrelng kol wWiwtkommrog ad-hoc diktowv. Ailer va onuewwbdel 611, evd ot
emopeva Ba meprypaet 1 nEB0dOG TNg TPOSEYYIONG STV TANPATNTA NG, TO TPOKTIKO
pnépog ¢ epyaciag viomotel éva pépog and v ev Adyw mpooéyyion. Onwg
Tapovoliotnke oty evémta 2.1, 10 gvvolohoyikd poviédo g pebddov eivar 10

oxorov0o :
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Mertantuyiakn dwatpiPi AmotOnmon Anaitnocnv AGQHALL0G Kal
I8iwTikotnTag Ad-Hoc diktvwv
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. r | J
s Il' = . i #

Netwark P:inzmg\
Chenis
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1 High-Level s
Statements B Y S

4 . . ! Stakeholders/Managers
High-Level Security Information P\

NAnpowopia Aiktoou L(
- e

i \n E¢aywyn '/ k- \V/ Best Practices &

: il Assurance

MAnpogopiwv _
f“//,\;;%% MAnpogopia amé Managers ~ Standards Database
\ i b . -
&

Bounuévn NAnpogopia
Acpdiaiag

NAnpoyopia arrd BéAniaTeg NpakTmikég

Security Ontology

Ewkéva 16 : Evvololoyiké Movtéro

Onwg Mo €xel avapepbel Kol 6 TPONYOVUUEVES TOPAYPAPOVS GKOMOG NG
nebod0v ival 1) TUTKY| OTOTUTTMON TOV ATALTHOEWY AoEaAelag evag ad-hoc Sikthov.
2nv ovoia 1 TAnpoopia 1 omoic Ho amotTvdVETAL GTNV Oovtoroyia Ba agopd oTo
“TI” ko Oy oto “TIQE” tov anaithoeov acedarewns. o va kotactel dvvati
TUTKT] ATOTOTOOT) TPEMEL Vo, opicovpe pia dour, oty omoio Ba omobnKevOLUE TNV
avaykaio mAnpogopia €10l dGote va opicovpe katd to dvuvatdv TAnpEoTeEpPa Kol
axpiBéotepa 10 “TI” TV amutioemv acEarelog.

"Eva tp®To otoryeio Tov mpénel va vapyel o€ pia tétola doun eivar o subject M
aAMGOG TO v7okeineVo oL Ba pappdoet o avtipetpo. To vrokeipevo unopel va gival
KATO10G POAOG, OTWG Yo TAPASELYUO O SLUYEWPLIOTHG TOV SIKTVOL 1] KATO10G daipovag

0 omoiog exteheitol avd Taxtd ypovikd dactrpotda. Kabe avtipetpo meprypdoeton
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Metoantoylokn dutpipn AmoTOnmoT Analtiioe®mv AGQAAELNG Kot
[owwtikotntag Ad-Hoc diktdov

and éva Bépa (CM_Group) to omoio Bonbd otnv e0peon KOWAOV TPOKTIKOV Yo, TNV
epappoyn Tov. Xtnv uéBodo mov TaPOLCLALOVUE OAVEICTAKOUE TIG OMAOEC
avripétpav s CRAMM'' "Etot éva avtipetpo pmopei va apopd og Suctoaxd Eleyyo
Ipéofaons (Network Access Controls), oe axepadmta TV dedopévav mive o610
diktvo (Data Integrity over Network), oe Avayvapion kor AvOeviikoroinon (Integrity
and Authentication) xair oe moAAd Giia. To emduevo dedopévo mov 7APEmEL Vo
e€dyovpe Kal va amOTUIMCOVUE ival 0 aTdyog (target) Tov avtipetpov. Me tov dpo
target evvoovpe tnv oviotnta ekeivn ywa v omoia epapudletal To avtipeTpo. Av yia
napdoetya Eva avtipeTpo glye v €N Lopon
“Configure routers to only accept packets from defined external sources”
10TE TO target quTOL TOV AVTIRETPOL £ivat OAOL Ol dPOULOAOYNTES 1] SLAPOPETIKA OAa Ta,
OTIYMOTVTO. TNG TAENG OpoporoyNTIG (routers) TG ovioAoying. Xta mapamdve nedia
Kpivetal amopaitnn 1 Tpoctnkn evog mediov Evépyeia (Action). Amotehei To Paoikd
TUqUE TG doung autrg pwg ko meprypdoet o “TI” 1ov avtipetpov, dnhadn Tig
ATAPALTNTEG EVEPYELES VIO TNV EQAPLOYN TOV avTiLeTpov acedieias. Télog vmdpyovv
TEPUTTMOELG KOTA TIG OTOIEG 1) EQUPULOYN EVOG avTiUeTpov Oev eival KaBoAKY, aAAd
VIGPYOVV TEPLOPIopOi €ite oTo MEdio ePappoyNS €ite oV €vvoln TOV ¥POVOV, eite
0V YOpov. ‘Etot 1o avtiperpo
“Configure filtering routers so that it is not possible for external hosts to communicate
with internal hosts, except mail servers and web servers.”

dev Qo epoppootei ocuvolkd oAid Oa vmdper 1 efaipeon tov eEummpeTntOv
arlnroypoeiog (mail servers) kot Twv eELTNPETNTOV 1GTOL (Web servers).

‘Etol owmov n ohokAnpopévn doun Tov avtipeTpov mov Bu mpénel va eEdyouvpe

amo Tig drabéorpeg mnyég sivan

""" H CRAMM omotedei éva mpdypapia mov VAOTOLEL TV opdvuun péBodo avéivong entkivéuvotTnTag
Kat givat cupPaty), EKTOC TV GAA®Y, pe To TpoTuno BS 7799. Ta apyica onuaivovy CCTA (Central
Computer and Telecommunication Agency) Risk Analysis and Manage Method.
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Metantuyiakn Statpifn

AmotOnmot Anatnoemv ACPaAEIg Kot
I0wwTikotnToag Ad-Hoc diktdmv

Aopn Avtipetpov (Countermeasure — CM)

Subject (Ymokeipgvo)

[leprypdoper 10  vmoxeipevo mov  6Ba

VAOTOM|GEVEPUPHOCEL TO AVTILETPO.

CM_Group (&¢pa)

Agpopd otV KATNYOPlOTOINGM  TOL
AVTIPHETPOV OE KATOO OpAda KOGV
avTLETpov. Ot opddeg £xovv TPOKVYEL

ano v CRAMM.

X1oyoc (Target)

Hepypdper 1o mov 6o epapuooctei 10

AVTILETPO.

Action (Evépyara)

To medlo avtd meprypaper v evépyewn

TOV AMOTVRLAOVETUL GTO CVTIUETPO.

Constraints (Ilepropiopoi)

Agpopd o TLUYOV TEPLOPICHOVE TOL
umopel  va  €xeL M €QUPHOYN  TOV
avtipetpov oe Bépata tomobeciag (my
TPOGPaon HOVO EVIOG SIKTVOV), YPOVIKE
(evtog epyaclok®dv opmV) Kal pOA®V (Kal
pmopel  va 10 €QupudOcEL  HOVO O

SYEPIGTNG TOV SLKTOOV).

IMivakag 1 : Aopn Tvmkig Anotdnmong Avtiperpou

2my cuvvéyewr ¢ mapovsiaong, Ba avaidoovue tov tpdémo pe tov omolo Bu

amofnkevGoLUE TNV SO GTNY OVIOAOYiN KUl GLVEMMS o€ OAQ TG GTIYHLOTUTU TOL

gkdotote diktvov. To avidtepo eminedo g oviohoyiag OTWEC ALTO TAPOVCLACTIKE

oTNV TPOoNyovuEVN Tapdypa@o eival To akdAovbo :
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Metantuylokt dtatpipn ATOTOTWOTN ATAUTNCEMV ACPUAELNS KOl
[wwTikdtrag Ad-Hoc diktimv

Risk_Assessment ‘Security_Managed_Element CIM_Managed_Element

[

!

Stakeholder

Vulnerability Threat Assel Countermeasure
Fvulnerability id ~threal_id -asset_id -countermeasure_id -stakehoider_id
raccess_control_right ~threat_type rasset_value -countermeasure_type
Faccess_control_rule -threat_name asset_type ~subject

-posibility -confidentiality -constraint
-frequency -integrity -effectiveness
-severity -availability -availability
-authenticity -versatility
-non-repudiation -strength
~compliance -correctness
-sensilivity_level Hevel_of assurance
Lreplacermnent_cost ~operational_cost
Hntrinsic_value -acquisition_cost
-compromise_impact -installation_cost
-Threats{ ] Tlaccess_control_rule
-access_control_right
t -CIM_credential
-cryptographic_key

Ewoéva 17 : Tehké povréro Risk Assesment

Baowé onpelo mov amontel emmiéov avaivon anoteiel n widtnta Threats| ], 1
onoia evtomiletar otnv &N Asset. AmO TIC WIOTNTEG TG KANPOVOUIKOTNTAG T)
wWiomro avt Oo petapepbel oe Ohec T vmokidoels g TaENg ovtig. [
napddsypa, o OAa ta oTypdtuma g TaEng Web Server mov amewkoviletor 610
vropovtého Software (Ewkova 13) 6a mepiéyetan kar n Widtnta Threats| ].

Eivar gbkora xatavontd 6t kabs ayado avéroya pe v katnyopia otnv onoia
avikel (oo Topaderypo uoikd N Aoyikd ayabo) €xer Kol KATOES AmENEG. XTOYOG
Aowmdv Tov Tediov avTOL Eivor 1 KATAYPOET TOV ATENOV Yo KGBe ayabd. v
oLVEXEWL OTOYXOG TNG HeBOdoL elvonr M TumIKY OmOTOMWON OAWV ekeivev TV
QVTILETP®V TOV OTOYXEVOLY OTO EKAGTOTE avTipeTpo. Etor Aowmdv oe kabe ypapuur tov
mivaka Threats vapyet kot évag povodldotatog mivakag o omoilog £yl oav oToveia
0V TNV doun tov Counter Measure 1o omoio avaeépOnke mapandve. I'a va yivel mo

Katavontn 1 doun tov yvopiopatog Threats| | mapabétovpe to akdrlovbo oynua:

Owovopké Maveniotiuio Adnvaov 63



Metantuyiakn dtatpipn AnoTOnmoT ATToE®V AGQAAELNG Kot
ISwwtwcotnToag Ad-Hoce diktdwv

Ilivaxag Threats
S 4
CMI
Threat] CMs
CM2
Threat2 CMs
CM3
Threat3 CMs
| oma
Threat4 CMs e

Ewkéva 18 : Ileprypaen I'vopiopatog Threats| |

Emopevo Pripa omv avédivon pog amotehel 1 mEptypaen g eEaymyng g
yvdong and T Pacikég nyE 16000V 6mwg anctkoviloviatl otnv Ewoéva 17 (apBpol
1 ~ 4). Ze tpdTO 0TAdOI0 TPEMEL VoL eEQryovLLe TANPOPOPia TTOV APOPE GTNV ToTOAOYiN
oV dwktvov (“1” and Ewdva 16). Xpnopomoidvtag éva epyareio odpmong dkToov,
onwg ywo mapaderypo 7o NetStumbler [41] 1 o Nmap [40], mapdyovpe éva apyeio
plain text'2. Metd v enckepyoasio Tov keyévov 1 Sabéoun TAnpogopia o apopd
0€ OPUKTNPIOTIKA TIG EKAOTOTE CVGKEVNG TOL GVLUUETEXEL 670 dikTvo. [lapadelypata
TETOLOV YOPAKTIPLICTIKOV OTOTEAOVY TO AELITOVPYIKO GUGTNUA, O TOTOG TNG CVOKELVNG,
YoV avaPobuicelc Tov Asttovpykod cvoTinatog, ot IP devbivoeig kat dAla. Apa
Aomdv cav TPOTO GTASI0 CUUTATPOGNG TNG OVTOAOYiag Exovpe TNV dMuovpyia TV
amopoitnTtov  oTypotumev  (instances), KoOMG Kol TNV  «OCLUTANPOOT»  TOV
YAPAKTNPLOTIKOV TOVG YVOPIOUATOV.

To enduevo otddo aYopd AmOKAEIOTIKE otV dnpovpyio €yypagdv Yoo Tov
wivako Threats| ] Tov x@Be omypdotomov. e va yivelr autd e@iktd mpémel va
avaivoovpe v mAnpogopia mov €xovpe amnd ta high-level statements (“2” amd
Ewoéva 16). ‘Exovtag eviomiosl Ti¢ KOpleg oviomnTeg T0v TPog €EETAOT SIKTHOV
UTOPOVLLE VO, COUTATPDCOVLE Yo KAOE pia amd auTéG TIC YVOOTEG ANEIAES AOPAAELOG
mov €yel. 'vootég, mag Kal ovtég MPOHTAPYOVV OTNV OVIOAOYIO TPV okdpa
AVAYVOPIGOVLE TIG OVTOTNTEG TOV S1kTVOV. O anelés avTég £X0VV TPOKVYEL ANO TNV
Avaivon Emkivdovotntog kavn v HEAETN TPOTOHT®V Kol LOVIEAWDV 00QPUAEING Kot

gxovv gloayBei otnv oviodoyia wg otrypuotuna g taEng Threats (BA. evotnra 1.1.4

“ Plain text apyeia givan ovtd mov mEPEXoVV Pévo Keipevo xopig kopia popeonoinen twv
TEPLEXOUEVAV TOV. ZuVIBNGg KatdAnén eivar ) “.txt”
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Metontoytakn doetpifn Anotinwon Anartioewv Aceaiewag Kat
Ibuwtucdétag Ad-Hoce Siktowv

Yo T ovuPdoeic mwov VIOBETNONKAV). ZTr CUVEXEL YPTCLUOTOUDVTAS TEYVIKEG
enekepyaciog LOoKNG YAdooag, eEdyovpue mAnpoeopia Tov aeopd ota avrtipetpa. To
£idog ¢ mAnpopopiag mov pog evdpépel mapovoidotnke wopamive (Tlivakag 1).
Katomy, npéner 10 kdBe avripetpo mov Ppédnke kot avayvopiomke emTuydS, vo
ta&ivoundel oe kaBe aneidn mov pumopel va Pper epappoyn (PA. evotmra 1.1.4 o Tig
ocvpPdoeg mov vobemifnkav). o tov okomd ovtd, ypnowomoovue To TEdIO
CM_Group yw va gvtdéovpe 10 aviiperpo o€ pio opdda avTHETPOV Kol Vo,
amopuavBovue o€ Toleg akpIdg anelhés £xel epapuoyn. ‘Etol, yo mapdderypa, givol
pavepd OTL av 1o avtipeTpo éyel yopaktnpiotel 6Tt avikel omv opddo Identification
and Authentication (Tavtomoinon «o AvBevrikomoinom), dev pmopei vo
xpnowomomfel Ty, Yy TN AOYIOTIKN] YPEWOOT TV YPNOTAOV Yo éva ayoBd Ommg
PrinterA (Extonomgc A).

To emdpevo 6TGd10 0popd GTIV SYEPLOTIKT TANPOPOPID TOV TPOEPYETOL OO
t0. emyepnowkd oteréyn (“3” and Ewdva 16). e apketég mepumtdoelc, petd my
ohokAMpoon Tov Swdikaowdv yw v Onpovpyic evég Security Policy piag
ETAUPEING, TPAYUOTOTOOVVTIOL OPKETA OTAdW eKkAémTuvong avtdv €mg  6Tov
«ooppopewdely mANpog pe g avaykeg Tig etapiag. H minpopopia avtry eivar
advvatov va ovlexfei ue omowovdnmote GAAo TpOTO €KTOG amd  Swhoyikég
dwdkaoieg. Tvvendg 1 mAnpogopio avty Ba evtaxbei otnv ovioloyioc pe pun-
QVTOUATO TPOTO.

Téhog vmapyovv mepmTOOE; OmOv Y Adyovg elmodg  aviivong
emKvdLvVOTNTAG Yt TOAAG ayafd dev vmapyovv avtipetpa. ‘Etor Aowmdv, oto
terevtaio Prpa enetepyaciag Tav mydv g166dov (“4” and Ewdva 16) evromilovpe
Y0 TV KAOE o] vOg ayoBo¥ BEATIOTEG TOMTIKEG ACPAAEING KOl KOWEG TPUKTIKES
and Kowd amodektéc Phoeig SESOUEVOV KOl EVOOUATOVOVUE TNV TANPOPOPin aVTH
o710 ekdotote nedio CM tov mivaka Threats [ ]. OAokAnpdvovtag kot 70 6Tdé610 avtd
€xovpe SnUOVPYNOEL TO POVTELD TNG OVTOAOYiag pe TV amapaitntn mAnpogopio yia

TNV TUTKT ATOTUTMCT] TOV OTALTICEDV ACPAAENS TOV SIKTVOV HOG.

Owovopd IMaveniotiuio Adnvév 65



Metuntuytukn sutpin Anotdnwon AToTiicenv AGOOAELNG KoL
[Swrtikémrag Ad-Hoce Siktimv

2.4.Epyaicia

Am6 TG mponyodueveg mapaypdpovs 6mov mopovctdotnke 1 péB0SOG TVMmIKNG
AMOTOTMONG TOV AMULTHCEDV ACPAAEG Kl 1O1@TIKOTNTOS, YivETon QavePO OTL Y va
KoT0oTel duvatn 1 vAoroinon tng uebddov amartodvral dvo PBaoikd epyareia, To évo.
apopd omv eneepyacia ovioloyudv xar o GAAo otnv emefepyacio QLOKNG
Yhdooag. Ilpwv avapepBodue oto 600 avtd epyoieic axorovfel pia ocvvioun
TOPOVCIACT) TWV TAEOVEKTIUATOV TOV OVIOAOYIDV £VOVTL TOV VAOAOT®V TEXVIKOV
YW0. TNV TUTLKT] OROTORLWOT] YVOONG.

®élovtag va tofvopunoovpe kotd pia évvolr Tic SQOopeg HOPPES TUTIKYG
amotOnmoNg g yvodong o umopovoape vo movpe 6T vadpyovv tpia emimeda o

onoia arekovioviar 6To akdAovbo oynua:

/ (EIHES o

#ODELKG
ARBUAG Tava GET IT NOW

Expressiveness Efficiency / Executability
Formal Reasoning Software Integration

Ewéva 19 : Enineda Tomkig anotinwong yvaong

Y10 yaunAotepo. emineda pe v Ponbewe g JAVA xar GAAwv yAwoohv
OVTIKELUEVOOTPOPOVG TPOYPAUUATIGHOD HTOPOVV Vo Oprotovv TaEelg kabdg Kot ot
HeTalD Tovg oyfoelc. Opwg €va HELOVEKTNHA TOV OVTIKEUEVOSTPOODV YAWMCSHOV
TPOYPAUUATIONOD EIVOL TO YEYOVOG OTL OV PTOPOVV VA avamapactafodv ToAdTAOKES
oxéoelg LeTa&y TV evvoldv kabdg katl cuvinkeg mov mBavd va 16xYovV PeTaEd TV
KAMIOEQV OIS Y10, TOPAOEYHA CLVOTKES tKAVOL Kol avaykaiov. 1o enduevo oTado
Bpioketan 1 UML (Unified Modeling Language) m omoic omotelei yAdooo
KATOOKEVHG HOVTEA®V TOV TTpayHatikod kécpov. Av kot 1 UML mapéyer peyoarvtepn
eveMéia otnv dnuovpyia kot Tov 0ptopd 1660 TV TdEemv 660 Kol TV peta&ld Toug
oxéocswv, ouvvifng mpoopiletTar Yo avamapdotacn TV Ogdopévev  piag
CUYKEKPIUEVIG EQAPUOYNG KOl OYL TOV GUVOAOL TOV EQPUPUOYAOV TOV UTOPOVV VO

xpnopononBovv ov €vvoleg mpog avamapdotacn. ‘Etor av 6vo Piffhonwlsio
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Metantuyloki datpiPi Anotdnwon Anautnoewv Acareiog Kal
XLOKT) p n 1 ¢ S
ISwwtkotnTog Ad-Hoc diktvwv

otmpiydnkav omv UML ya v avdntoén tov epappoydv tovg, ot pia mboavn
gvomoinon avtdv, mbavd va avIyeTOTicovy TpofAnuate piog ko n pio epappoyn
umopel va amewkovilel v évvola mepLodko pe v kKAdon “unviaiog tHmog” evd M
aAAN pe v kAdon “meplodikd”. Téhog, ot ovtoroyieg, Omwg €xel avaeepbsl oty
nopdypoeo 1.2.1, amotelodv TV TUMKY OTOTOTMON TNG AVTIANATIKOTNTASG Yo £VO
nedio Tov mpaypatikov Kéouov. Me Tig ovtoAoyieg cuvBnkes mov mpoovapEpOnKay
(6mwg ovvOnKkeg KOVOU Kol Oovoykaiov) pmopovv vo, opioBovv. EmmAéov ot
OVTOAOYlEG TAPEYOLV AITIOLOYIKEG UNYOVIGLOVG (reasoning) mov €A£yXOLV OV 1)
ovtohoyla eival covemng. Me tov 6po GUVETNG EVVOOVUE TOV EAEYXO TOV GYECEMV
UETOED TV €VVOLOV KABMG KAl O1QOPES TAPAUETPOL TNG KABe évvolag Cexmplotd.
‘Etol pio xatnyoplomoinon tov texvik@v avarapiotaocng e yvoong ival avty oty

axoAovbn ekdva:

e e

/’/: " Classes
i f/ Attributes
i

Relations
Single-Inheritance /

Java //
Objects/ UML———f1— L L I / ) |
Frames / Protégé \ Constraints / /
Description Logics - { 8 . _——_
\ - Multi-Inheritance
“-‘-h"‘ﬂ-.___‘_

/|

Meta-Classes _— /

Slot Inheritance and Facets

e
—

Complex Class Expressions

=

Ewkéva 20 : Katnyopromoinon texvik@v anotinmong yvaong

Eivar pavepd Aowmdv Ot i Adyoug TANpOTNTaG GALE KOl GAOECTEPOV OPLCLOD
TOV EVVOLMV OV TEPAAUPAVOVTIOL GTOV TOUEN TNG OOPAAEINC TV TANPOPOPLAKADV
CUOTNUATOV KPIVETOL CKOTTUT 1] XPTON TV OVIOAOYIAV.

Téhog oTic emdueveg Topaypdeovs Ba mapovclactody Ta dvo Pacikd epyareio
OV YPMNOLOTOMNONKAY pe GKOTO TNV VAOTOINoN g LeBOOOV OV TpoUvaPEPONKE.

To GATE (A General Architecture for Text Engineering) ko1 1o Protégé amotehodv
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poidv emotuovikig épevvag ota mavemothiuie tov Sheffield ko Stanford,
avtictoya. To mpdTo 0popd ot eneepyacia PLOoIKNG YADOGAS, Evd TO dEVTEPO OF
enekepyaoio ovtoroyidv. Iapakdto akorovbel pio Pacikn meprypaen xal Twv 6o

gpyareiov.

2.4.1. Enelepyaotiic ovroloyi®dv Protégé

To Protégé Oomuwovpyndnke wvpig 7y wIpikovg Adyovg. Ztdyog TOL
EMOTNHOVIKOD 0VTOY Tpoypdpupatog ftav 1 dnuovpyia evog Aoyioukod mov 6o
umopei va. drayepiletor wTpikég dedopéva Ko va Umopel va mapEXEL ATOVINOELS OF
EPOTALATA TOV TOL ovartiBeviol, Ommg yw mapaderypo OSuyvoon acBévewg e
ovykekpiuéva oovumtodpata. Tavtdypova OU®G M OTOTVTWOT TNG TLTIKNG YVAOT
Enpene va. yivel xatd TéToo Tpdmo Gdote vo. pumopel vo vmdpEetl évo kowd mhaicto
oplouGV €101 MOTE vo. givarl duvoty 1 EMEKTOOTN TNG HOVTEAOV amd omorovonmoTe
evowpepdpevo. Ta yopaxmpotikd avtd Omog ava@épOnKe Kol OE TPOTYOUUEVES
Topaypdeovg mopéxoviar amd T ovioroyies. [Ipopavag, enedn n dwyeipion Tov
oviohoyudv givar aveEaptm amd o medio o omoio meprypdovv, 1o Protégé apyoe
va ypNoonoteiton yio Tnv dnpovpyic kot eneepyacia A0V OVIOAOYIDV.

To Protégé draBétet ypouh diemapn n onoia kab1oTd TNV YpMom Tov akdua mo
gokoAn otov ypriot). H ypaowm demaon sivar Baciopévn onig kaptéreg (tabs) n
oMol EMTPEMEL GTOV YPTOTN VA !

o Jnuwovpynoel kor va dwyeprotei va povtéAo ovtoloyiag, TO OmMoio
amotedeitoan omd TaEElg mov TEPLYpAYoLV éve opopévo medio yvdong. H
ovtoloyio Omwg MoM €xel avapepBel and v mapdypapo 1.2.1, opiler éva
oVvoLo amd €vvoleg kaBmg ko TS HeETa&d Tovg oxEoels,

e va dnuovpynoet éva epyaieio yua tnv dwaxeipion g YvOONg Tov apopd 6To
ovykekpévo nedio epappoync. To epyaieio avtd Ponba tovg ewdikovg piog
TEPLOYNG YVOONG V. EICAYOVV KOl va Sopopdlovv TV Yv@on Tovg e0KoA.
Ot ewdwkoi eodyovv onrypdtuna TV TaEewv / evwoldv oTnv ovtoloyia to
onoio. OTNV OULVEXEWL UMOPOUV Vo ypnowornowmBovv ywr TNV EmiAvon

TpofAnudtwv.
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Metartoyion Stutpipy Anotinwon Anaitioewv AcPAAENS Kal
ISwtikdnrag Ad-Hoc dwctomv

e vo ONUIOLPYNCEL KOl VO EKTEAEGEL EQUPUHOYES, Ol OTOiEg AmOTEAODY Ko TO
TEAKO TTpoidv Tov Ompovpyeitar OTav 11 OVIoAoyia YPTOUYLOTOEITOL V1ot TV

gnilvon TpofAnudtov, Yo v dnulovpyia EUTEP®V CLCTNUATOV K.OL.

‘Eva axdéun peydro mAeovéktmua tov Protégé eivor 1o yeyovog ot eivar
aveEdptto and cvykekpéves mhateoppes. Exer viomomBel oe JAVA ko givar
avoyytov xddka. To televtaio yapaktmpioTikd mpocdider oto Protégé pio axdun
A€1ToVPYWKOTNTO, {0MC TNV O ONUAVIIKY, TNV ERNEKTACIUOTNTO ad TOV EKAOTOTE
xpo™. Evxola rowndv pmopei xavévog va mpocBécer AeitovpywodTna pe v
oLYYPOPY KOO Kol TNV eveOUdtmon tov oto Protégé (plugins). Tavtdypova 1o
Protégé, mapéyel mpoypappatiotiky Sienapr| yeyovos Tov 10 Kafiotd E0Kolo Kol 6TV
evoopdToomn tov and aiiec epapuoyég (API — Application Programming Interface).
‘Etor evdd apyikd mn amotimOon TV OVIOAOYUDV ywdtav povo o€ pia popon
(ovykekpuévn popoen tov mupnva Tov Protégé), tdpa eivar dvvati n arotvmWON
ovioroyuov o RDF, XML oAkd xor OWL (Aemtopépeleg v Tovg TPOTOUG
AVOTOPACTOCNS OVTIOAOYLDV PAéTE Topdypoeo 1.2.2).

IMa v vhomoinon g uebddov ypnorwomomicape v éxdoon 3.0 Tov Protégé
(build 120) o€ ovvdvacud pe 1o OWL plug-in (version 2.0). H ypagikh} diemaen} tov
Protégé ypnowomombnke yw v dnpovpyio g ovtoroyiog, evd otnv GUVEXEW
péow g mpoypappatioTikig demapns (API), téco tov Protégé éco xar oo OWL
plug-in, xatéotn duvarh 1 éveon Tov GATE" pe 1o Protégé.

Ztnv ovvéyeia axolovbei pia sikéva amd v ypaeiky| demagn tov Protégé.

13 Aentopépeieg yia 10 GATE axolovBodv o1ig endpeveg mapaypaeove.
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Metantuyaky Swerpif

Anotonwon Ancitioemv Ac@aigiog Kot

Ihiwtikétag Ad-Hoc diktomv

File Edt Projst O/l Code WMiwow

Hedpy

FEX A

R | (e | S| Dottt |

{© Asset  (netence of owtClaes)

v (£ SacuntyhenagedBenart |Aseet | Proeety
¥ {C)RiskAssarsment
» {©) AccrssContral
* (S Asset
» ﬁBmexumkumEWd
| Q Documerts
CFmware
» O Harware |
» Azgmited | nfEied | i-ﬁ Hl
(T LogRecord 5 @ oM 1B} AssetD
¥ (CNetwort » [Ditesassatyvomm
¥ (S NetworkEquipnwent e —— | |» [DlHasauentcey
|5 ¥ HosAssetvalue Assetvolue LJ » [ClHasavoiobity
{E)Cabie I5) ¥ HasSenskivkyLevel SenstivityLevel » [BlHastonplance
s » [DlHoscontiasnticuty
!
W 1|3 3 HasAutherticty Authenticly = d .gmmf
| Chi |33 HocAvalabity Avaiabiy Fe [P [BlHastonRepuaaton
| e n| {213 Hastompiance Complionce _E“ » [DlHassencaimyLever
| 13 3 HasContidentiolty Contidentiollty [ £ ]
» (S server [ 133 Hooivegty intogity L& ]
1 35 3 HasHonRepudiotion MonRewdistion | & |
(©) PrivateNetwork Fj
Vs alulity
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270 v pPEPOG NG JEMaAPNS TAPATNPEl KAVEVOS TNV KOPTEAOEWT| HOPPT| TOV
Protégé (tabs). H mpdtn xaptéha apopd otig dnuovpynuéves kAdoelg / évvoleg
(OWL Classes). H kaptéha avt €xet mpoxvyel and v etocaymyn tov OWL Plug-in.
Ov Khdoeig mapovordlovior oe devopoedn Hopen £T61 OCTE va eival €0KOAN m
TOPOVOINCT] TOV VAEPKAGCE®V AAAG Kal TV VokAdcewv. EmmAéov otnv kaptéia
avtn opifovrar mbavéc cuvBnkeg wavod kal avaykaiov oAld kal povo avaykaiov
(asserted conditions) mov mBava vo VIEGpYoLY KABMG Kot 01 1010t TEG (properties) Twv
taEemv. A&ilel vo onuewwbel 6TL vGpyovy dVo eidn Wiotitav, Ta object properties
Kot Ta datatype properties. To Tp@To VAOTOOVV TIG 0YECELS LETAED OO EVVOLAV, £T01
Yo opdderypo petald tov taewv Asset kar AssetValue vapyet 1 oyéon “has”, n
onoia vAomoteiTal pe Eva object property. Téhog ta datatype properties agopovv ce
Baocwég douéc dedopévav (primitive types) Omwg yia mapdderypo ZvpBoArocelpéc

(Strings), Ap1Ouovg (Integers, Doubles k.a), k.a.
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2.4.2. EEayoyn [Iinpogoprav, Gate

H efayoyn minpogopidv omd 10 ypamtd keipeva mov avoeépbnkav oTig
ponyovpeveg Tapaypdeovg éywve pue v Pondewa tov GATE (General Architecture
for Text Engineering). H avdntoén tov GATE Eexivnoe oto Ilavemomipio tov
Sheffield 1o 1995 xat and té1e £xer ypnowonombei o Eva TANBOC epevvidV aAAG Kot
épyov [16]. H mpodt £ékdoon 1ov GATE Bynke oe wvklogopia 10 1996 xan
APNOWOTOONKE OE OPKETEG EQPUPUOYEC AEKTIKNG ovaAvorng orrhd kvpimg oe
epopuoyés eEaywyng yvoong (Information Extraction) [1],[17].

Onwg avagépeton oo [18], to GATE eivan pia apyitextoviky, éva framework
(mlaioio epyaciog), xar €va mepifiaiiov avarroéng. Mia apyrtektovikn yati opilet mv
doun kai Aettovpyia €vOg TPOYPAUUATOC YAWOOIKNG emelepyaciag Kot avafétel ota
ANAPopa CLGTATIKA TOV TPOYPAUUATOC TS dPASTNPLOTNTEG TTOVL TPEMEL TO KAOE éva va
oéper e1g népac. Framework, ywtl mapéyel enavoypnowonomjowes Pipriodnkes yua
npoypaupotae  tomov LE  (Language Engineering), ponfdviag £tor  Tovg
TPOYPOULUATIOTEG VO YPTICULOTOMCOVY ETOHO KDOKE, Vo TOV BEATIOCOVV 0AAL Ko
VO, TOV EVOOUOTOCOVY GE PEYOADTEPES EQUPUOYEG OOV éva Koupdtt Tovg gival to LE.
Axoun, 10 GATE sivat éva mepipdirov avantuéng (development environment) d16t
Bonbd Tovg YPNOTEC VA EAQYIGTOMOWCOVV TOV YXpOvo mov E0dgbovY GTO Vi
TPOTOTOU|COVY VILAPYOVTIA components 1 v SNULOVPYHGOVY Kavodpyla TapEYovTag
TEYVIKEG amoo@oApdTmong (debugging) aAAd kou gpyadeio yprioia oty GVYYPOEN
KoK

‘Eva Baoikd tov AgovékTnua eival to yeyovog 6Tt 1o S1dpopa KOUPATIL TOV
GATE (components) umopodv vo €QOPUOCTOOV O  ONOWONTOTE YADOGA
TPOYPOUUATIONOD KoL GE Oomoldnmote Pdaorm dedopévev. Ze kdabe mepinmtoon 1
apyrtektoviki) Tov GATE «opaivetawn otov ypriotn og pia JAVA class 1 onoia propei
Vo KOAEGEL TO TTPOYPARUE TOV €XOVHE OMUIOVPYNOEL N OVTIOTPOPO VO KKOAEGTED»
(import) oto dwd pag npdypappa. Ocov apopd otig Pacelg dedopévav 10 GATE
Tapéyel ouvdeoyoTTo pe Tpelg Paoelg dedopévav : pe Oracle, pe Java serialization
(amhé apysic OV YPNOYLOTOOVVTOL Yo TNV omoBrKevon dedouévav pe v xpron
Biiobnkdv g JAVA), arrd kot pe PostgreSQL. BéBoawa o ypriomg pmopei va
Sn}llODpYT’]GSl éva d1kd 10V component Omov Ba pmopel va  amofnkever TIg

mAnpogopieg Tov ot oOmowr Pdom dedopévov OBéhel. Téhog 10 GATE éyxer
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evoopatouévo GUI (Graphic User Interface) yeyovog mov kabiotd axodua wo e0koin

™V xpnon tov',

210 onueio avtd Ba epPabdvovpe v mapovsioon pog oto GATE,
Tapovoldlovtag TG Tpelg PacikE Katnyopieg TV TUNUATOV TOL :

e Language Resources (LRs) : Avnmpocwnedovv évvoieg Onmg Ae€wd,
Kelpeva, cLALOYEG amd €yypapa aAld kot ovioloyieg. 'evikd pe Tov dpo LR
TEPLYPAPOVUE TO AEKTIKA dedopéva mtpog enelepyacia.

e Processing Resources (PRs) : Avumpoconsbovv ovidomreg ot omoieg givat
Kotd xOplo Aoyo akyopiBpol. Mepikd mopadetypata gival ol parsers (Cap®TES
KEWEVOD), OVOADTEG YPAUUOTIKNG, oLVOVOROV Kot GAAa. T'evikdé PR
ovopdlovtot To otovyeia ekeiva pe v Bonbeia Tov omoiwv eneepyaldpaote
ta LR.

e Visual Resources (VRs) : Ta Visual Resources amotelodv koppdtio. tov
Ypoewov Tpoémov oAAniemidpacng tov GATE (GUI). Asv mpocBétovv
Asrtovpyikdmra oty apyitektoviky] tov GATE amka elvan évag edypnotog

TpOTOG Ypnoponoinong twv PRs.

Ol ta mopomdve components pumopovv va Ppickovial eite Tomikd ce évov
vroAoyloTY| €ite dikTvakd (béoipmv péow HTTP npotokdriiov). O kataveunuévog
TpOTOg Aertovpyiag Tov, TPocsHetel GAAO €va TAEOVEKTTLA OTNV ¥p1|oN Tov. EmmAdov
Eva AKOUN OMUOVTIKO TAEOVEKTMHO €ival 1) 0 Oy@PICUOS TOV components Om®G
avTog avarvinke mapanave. Toéco ot akyopdpot (PRs) 660 kat ta Aektikd dedopéva
(LRs) pmopovv va avartuyBoldv Eexwplotd amd Sa@opeTikeés opadeg avipanmv,
OMWC TPOYPOUUATIOTEG Kol YAwooohdyor avtiotoyye. EmumAéov dwaywpilovtag 1o
Ypoek6 mePPdAlov amd Ta vEorowta components kabictatar evkoAn 1 Pertimon
axoun kat n dnuovpyia véov aryopibpov ywpic va aratteital amd Tov ¥pnoTn va
tpomontooet To GUI aArd kol To avticTpopo.

211 ovvéyela TS Tapaypdeov mapovstatovpe éva set and Processing Resources
70 omoio £pyetal evompatwpévo pe v ékdoon tov GATE kat ta omoia ypnoipevovv
1o T kuprdtepeg NLP (Natural Language Processing) epapuoyés. [popavag kavéva
and ta PRs dev givar vmoypemwtikd otnv ypnon tovc. O kdBe ypnotng pmopel va

emALEEL O TOV givon ypoa aAAG Kot Vo avTIKATaoTioEL 6mota BéAel pe S1kd Tov

“To GATE sivat dwBéoo oty d1evbuvon http://gate.ac.uk
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components. Ta mopandve PR oynuatiloov tyv ANNIE - A Nearly-New
Information Extraction system, pumopotdv 6uwg va ypnowonombovv aveEdpmro and
10 TALKETO QVTO.

H ANNIE anraptietar and ta e€ng Baoikd koppdtia (PRs): tov tokenizer, tov
sentence splitter, tov POS tagger, tov gazetteer, Tov semantic tagger 1} aAlidg Named
Entity Transducer, ka1 tov orthomatcher'®. O tokenizer ywpilel o keipevo oe amhé
tokens, 6nwg apOpoi, cvpPora otiEng ko Aéewc. H mpdn evépyelo mov mpéner vo.
yivelr e omolodNmote keipevo mov Ba vootel kdmolov €idovg AeKTikT avdivon, sival
0 Y®PWpog Tov kewévou og tokens. To Papog g avdivong pmopei va dobei otnv
CULVEYEWL GE KOO0 component TOV KAVEL YPOUUATIKT GvAAVOT) Xopig va emPapuvoei
Kot ue to yopopd tov tokens. Or tomor tev tokens mov mapdyel o tokenizer pmopet va.
glvan :

o Word (AéEn) : AéEn opiletan pio oepd and ocvpPoro, eite kepodaia eite
pcpd, To omoia TEPLEXOLV TOVALYLOTOV £VH POVNEV.

e Number (ApBudc) : ApBudg eivar €vag omoloodNTOTE GLVOLAGHOS OTd
cuveyoueva ynoia.

e Symbol (Z0uforo) : Ta cOuPora xwpiloviar oe dV0 KATNYOPIES, OLKOVOUIKG.
odupora (m.y. €, $) kot ota yevika copBora (m.y. *.&.#,@).

e Punctuation (Xtin) : To GATE yowpiler ta cOopPora tng otiéng oe 1peig
Katnyopiec. ZtiEn évapéng, yio mapdaderypa (, «, ZTiEn téhovg, yio Tapddstypo
, 1, ., » Ko 6€ yevik@ ovpfola otiEng omwg ¢, ;.

e Space Token (Kevog yapaktipac) : O kevol yapaktipeg yopilovior ce dvo
katnyopiec. H mpdt agopd ota keva peta&d tov Aéemv ko 1 dedtepn

apopd otovg yapaktipeg Control dmwg elvon yio Tapadelypo 0 YOPAKTHPOS

aAlayng ypappng.

O sentence splitter ywpilel 10 Keievo o€ TPOTAGELS, OTWC AAANGTE PUVEPDVEL
Kot to ovoud tov. To ovykexpévo module eivar amapaitnrto ywa tov POS tagger o
onoiog mapovoidletor Tapaxkato. [Ipdtaon Bewpeitar pio oepd and tokens mn omoia

teppatiCel pe éva ovpPoro dnwg N tereia, aAhd ko and moAAamAd cVOUPord oTiEng

B0 Onowdnnote UETAPPUCT] GTOUG OPOVG ALTOVG B TaV HEAROV aTVXNS.
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O POS (Part-of-Speech) tagger givar npoiov tov [19]. Amoterel T0 module mov
givarl vevBuvo Y TV YPOUUOTIKY ovaAivon €vog kenévov. Me v Ponbewa tov
sentence splitter to xeipevo ywpiletar oe mpotdoews. v ocvvéyewn o POS tagger
avorber v kabe mpdtaon ota Pacikd CLOTUTIKG TOV ONOTEAOVV pid TPOTACT OT®G
pHpato, ovoloTikd, empprpatae kot dAla. To module avtd ypnowponotei Eva Ae&ikd
(lexicon) kot éva cOVOAO ATO YPAUUOATIKOVG Kavoves. TOco 1o Ae€ikd 0G0 Kol ot
Kavoveg €xovv mpokOYeL and TV avaivon ekatovtddov keyévov g Wall Street
Journal. Kot tat 600 cuotatikd umopodv va arid&ouvv av o xpiotng to embopel.

O Gazetteer amoteieiton ond Aioteg ovopdtwv to omola sivar ywpiopéva
avaroya pe pio kown tovg wiotnta. Etot yw mapdderypa vadpyet pio Aoto n omoia
éxel ovopata méiewv 6mwg Paris, Athens, New York, pia Alota pe ovépata
opyavicp®v énwg Microsoft, AMD, Intel oArd xar Aioteg omd ovéuata avBpomwv
omwe John, Paul, Nick k.0.x. Meta v avdivon evog kewévov pe tov Gazetteer ot
AéEerg vopvnuatiCovtal (annotated) amd v WOOTNTE TOVE OG TOAELS, OPYAVIGHOL,
dropa K.q.

O Semantic tagger 1| aAAidg NE Transducer, anoteheitor and kavoveg, o1 onoiot
etvan ypappévor oe JAPE (Java Annotation Pattern Engine). Ot kavéveg avtoi £yovv
Baoiotei 610 CPSL (Common Pattern Specification Language) [20]. Me v Bonbeia
TOV KOVOVOV OUTOV, WUTOPOVUE VO TPOCGOMCOVUE WWOTNTEG GE QPACELS TOV
tapualovy oe pia ovykekpiévn popon. ‘Eva mapdderypa wov 0o pag fondrnoet va
KATOVOTIGOVUE KAADTEPD TNV EVvold TOV Kavovev autdv eivat 1 avayvopion piag IP
devbuvong. H televtaio amotedeitar and téooepig apiBpods kot tpia onpeio otiéng.
Me v Bonbeia Tov JAPE kovovov pmopodpe va SNAGOCOVIE GTNV EQAPILOYN HAG OTL
N axorovbio AXAXAZA anotelel pia devBovon IP, dmov A elvan évag apBudeg ko 2
gtvar 1 tedela. LTOug KOVOVEC QLTOVG UTOPOVUE VO XPTOOTToOmcovpe annotated
(vropvnpotiopéveg) AéEeig mov €xovv Ppebei amd tov Gazetteer. Edv tehevtaio
nopddetypa givar mn oevBuvon e-mail. Xwpig tovg JAPE xavovee pla dievbuvon
john@microsoft.com dev 8a avayvopilotav cuvorikd aird n AEN john wg dvoua,
AEEN microsoft wg etapio, T0 @ wxou M Teeio wg cvuPora, kor 1 AéEn com ¢
apkTikdre€o. Me tovg JAPE xavoveg 0An 1 opdon Ba avayvopiotel og pio dievbuvon
NAeKTPOVIKOD Taryvdpoueiov.

‘Eve. akéun component tng ANNIE egivar o Orthographic Coreference
(orthomatcher). O televtoiog amoTeAel TPOAIPETIKO KOUUATL KOl KVUPLOG OKOTTOG TOL

etvar n Tpocbnkm oyxéoewv petatd Tov oviotitav mov £xovv Ppebel and Tov semantic
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tagger. Ov oyéoelg dmuiovpyodviar HETOED OVTIKEWEVOV MOV  £(OVV  KOWO
yopaxtnpond, v nopdderypa Opyoaviguoi, | 6€ mepintmon 6mov pio amd TG dVo
évvoleg Oev €xel KAmowo yopokpopd (€xel yoapaxtnpiotei g unknown). Etnv
tekevtaia mepintwon, o orthomatcher ahialer Tov unknown og X, 6mov X givor o
xapaxtnpiopdg piag dAAng évvolag pe v omoia vdpyer oxéon. ‘Eva mapdderypo
etvar o1 AéEeig U.S. 4. ka1 U.S. Bpiokovtal 010 Keipevd pog kor yu kdmowo Adyo m
PO €Y1 avayvoplotel mg tonov Location evd 1 debtepn wg Tomov unknown. Téte
o orthomatcher Ba cvoyeticel Ta 600 aviikeipeva 6TL avaEEpovtatl 6To B0 TPdyua
kol 6o avabéoer omv AéEn U.S. tov yopokmnpopd tng AéEng U.S.4., dniadn
Location.

2y péBodo mov TapPovVCIIcTNKE, ¥pnoporoinke 1o cvotua g ANNIE
Kol ovykekpipéva ot tokenizer, sentence splitter, POS tagger, gazetteer, Named Entity
Transducer, «oat o orthomatcher. Ta ocvykekpiuéva epyoieio tpomomomOnkay
avéloya pe TG amonthoelg g pebooov. ' mepetaipm availvon g apyLTEKTOVIKTG

t0v GATE PAéne [21].
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3. E@appoyn kot A&rordynon MeBooov

3.1.E@appoyn MeBddov

Ytic emopeveg mapaypdeovg Ba mapovouactel avolvtikdtepa n vAomoinon Tng
peBOdOL YL MV TUTIKY] ORMOTOTMOT ONOLTACEDY OCPALELNS KOl WIOTIKOTNTOG TOL
TOPOVCIACTNKE GTIC TPOMYOVUEVES Tapaypdeovs. Apywd eetdlovtar T oToyEio
£106000V g pueBddoL, 6TV cuvéreln Tapovstaletal avalvTikd 1 péBodog kol TEAOG
nopatifetar pie oOYKPION TOV OTOTEAECUATOV TOL TPOEKVYAV UETE TNV EKTEAEOT|
™m¢ neBddov, pe v yvoon (amoteréopata) mov Ba eEayotav av n enefepyacia gixe
avlpOTIVO YapaKTAPa dNAAIT TPAYLATOTOOVTAY AO KATOW0 €101KO GTOV TOUEN TNG
acodiewng tov ILE. Eto 1é€hog g Topaypdeov avTG TapOVCIALOVIE TIG EUMELPIES
OV OMOKOMioTNKAV And TNV TPoomdfela VAOTOINGNG €VOG TETOOL EYYELPTMOTOG

KaBdg kol mepatépw €pevva Tov propel va mpaypotoroindel Tpog v Kotevhuvon

QUTY.
3.1.1. Hapoveiasn Xrovyciov Ewe6d0v

To wapdto PApa ommv pébodo mov mapovoldotnke eivar 1 GLALOYR TV
anapaitnteov otoyeiov cddov. Eva otoyyeio amd avtd eivor ta mAnpopoplokd
ayafd oe eminedo vAko® mov amaptilovv to dikTvo TPOg eE€Tom. AV KOl T
anoTOnMoT TV ayaddv avtdv Bo puropovce va mpaypatonowdel ko yepoxivnta,
EVTOVTOLS VAPYOVV apKETA epyaleia Sabécipa oTo gUmOPLO TO OTOiN HOPOVV VO
XOPTOYPAPTIOOVY TO SIKTLO Kl EMITAEOV VA TPOCIDCOVY TPOGHETA YAUPAKTIPLOTIKG,
070V KGBe TOPO OMWS Y10 TOPASELYIO AEITOVPYIKO GUCTIA, EVI|UEPWUEVEG EKOOTELG
k.a. Tétowa epyareio pmopet va givar ta [40], [41] kou [42].

Ta televtaia givar o Béom va mapdyovv pe amiéc dwdikacieg apyeia oe popon
amhov KSl],LéVOUI6, To omoia EPEYOLV TNV amapaimmtn TAnpogopia Y to dixTvo.
Hopaderype tétowag e£680v mPoypdppatog anotekei 10 akdérlovbo andonacu, TO
onoio amoteiel yaptoypdonorn 1600 evolpuatov €£0mAMGHOD 600 Kol AGUPUUTOV

Omwg GAAwoTE pag evolopEpeL:

' Tq apyeia amkov kewévou (Plain text) givow autd mov mepiéyovv pdvo keipevo yopic kapia
HOp@POTOiNGN TOV TEPLEXOUEVAV TOV. ZuviONG KaTdAngn eiva n “.txt”
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Network: " " BSSID: "00:02:2D:00:34:57"
CDP Broadcast Device 1

Device ID : KENTPUR

Capability:

Interface : FastEthernetO

IP :172.25.1.14

Platform : cisco 1720

Software : Cisco Internetwork Operating System Software
IOS (tm) C1700 Software (C1700-Y-M), Version 12.1(1), RELEASE SOFTWARE
(fcl)
Copyright (c) 1986-2000 by cisco Systems, Inc.
Compiled Tue 14-Mar-00 16:40 by cmong

CDP Broadcast Device 2
Device ID : Kent_County
Capability:
Interface : Ethernet0
IP :172.25.1.5
Platform : cisco 2500
Software : Cisco Internetwork Operating System Software
IOS (tm) 3000 Software (IGS-J-L), Version 11.1(5), RELEASE SOFTWARE (fc1)
Copyright (c) 1986-1996 by cisco Systems, Inc.
Compiled Mon 05-Aug-96 11:48 by mkamson

CDP Broadcast Device 3
Device ID : Kentres
Capability:
Interface : Ethernet(
IP :172.25.1.10
Platform : cisco 1602
Software : Cisco Internetwork Operating System Software
IOS (tm) 1600 Software (C1600-Y-M), Version 12.0(3), RELEASE SOFTWARE
(fcl)
Copyright (c) 1986-1999 by cisco Systems, Inc.
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Compiled Mon 08-Feb-99 20:15 by phanguye

CDP Broadcast Device 4

Device ID : kent390

Capability:

Interface : EthernetO

P :172.25.1.11

Platform : cisco 1604

Software : Cisco Internetwork Operating System Software
IOS (tm) 1600 Software (C1600-Y-L), Version 12.0(3), RELEASE SOFTWARE
(fcl)
Copyright (c) 1986-1999 by Cisco Systems, Inc.
Compiled Mon 08-Feb-99 19:32 by phanguye

Onwg eatvetor kot and TV TApATAvVE avagopd, OAEC Ol GUOKEVEG OLKTLAKOV
eEOMAOHOV £YOVV KATAYPOQEL PE TO KOPLOL YOPAKTNPICTIKA TOVG Ontwg dievbuvon IP,
Aertovpykd oVoTNU, £KOOOT AELTOVPYKOD GUOTHUOTOS K.0. ATO TNV TOPOUTAVE
avaeopd kat pe v fondela amidv texvikdv enclepyacia GUOIKAG YADGOG N ATANG
AexTikng avalvong kobicTtotol Suvatn 1 SNUIOVPYIN TOV OTAPAITTOV GTLYUIOTUTOV
OV KAAGEMV TNG ovToAoyiag aocpdlielag. 'Etol, fdoel Tov mapandve mapadeiypatog,
Bo mpémer va dnuiovpynbodv kdte and v kAdon Router técoepa véo oTryidTUNA,
éva Y kGBe Router (Cisco 1604, 1602, 2500, 1720). Eivar tpo@ovdg 6TL prnopodv va
eKTELECTOOV TOAAG epyoleio TOLTOXpOVA Yoo TNV KOAVTEPN Kol okpiPéotepn
amotOnOoTn Tov OkTvaKkoL gfomhopov. Mg kot m dwdikacio eEaywyng TV
AmOPU{THTOV CTIYHOTUTOV OTOTEAEL KATL EDKOAO TPOG LAOTOINGT), N TPOCOYN HOGC
E0TIAOTNKE OTOV TOUEN TG e€oymYNg YvdOoNG omd TA OVTILETPA KOl CUYKEKPILEVA
Tov edlov mov OBswpodue emapki] yw va to meptypdyovv. Toa media avtd
avarTuyOnKay avaAvTIKOTEPR OTNV TTapdypaeo 2.3. [o TIc avayKeg T Tapovsiaong
TOV anotelecudtov vrobitovpe 0Tl 1o dikTvo omotereital amd dVo punyovég, éva

TeAd T kot Eva eEumnpetnTy (client and server).

‘Eva akéun otoyeio 106600 mov mpénel va tpo@odotiicove v uéBodo pog
glvon 1 moAtikn aoedieiag. Onme 101 Exel avagepbei kar oty mopdypago 1.1.4.1,

OTNV 0VCi0. OEV HOG EVOIPEPEL GUVOAIKA T TOALTIKT] ao@AAglog oAl E10KOTEPO TO
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avTipeTpa mov mepthapPavovior oe avti). Akpipéotepa AowtOv 10 EMOUEVO GTOEID
£10000V £ival Ta aVTILETPa Kot Oyl OAOKANPT 1 TOALTIKT) AGQAALLOG.

Téco 1 popoeny 660 Kot T0 TEPLEYOUEVO TOV AVTILETPOV dEV 0KOAOVOEL KOO0
ovykekpipuévo npdtumo. Kot ta d0o eivar dueca cuvdedepéva e Tov ouyypagén Tov
avTipeTpov, eite eivor kdmowa euoik ovtoTnTa (SLXEPICTNG / AVAALTIS ACEAAELNS
TATNPOQOPOUKOV cvotnuatev) site elvalr kdmow Aoywopuwkd. H  pébodog mov
nopovodletal ommpileton pOvo oTOL OVTIHETPA TO OMOIN TPOKLITOVV ANO KAETOL0
AOYIGHIKO KO CUYKEKPIUEVA amtd TNV CRAMM"". Me tov TPOTO CVTO PTOPOVUE VO
EQUPULOCOVHE KATOow aAyoplfuukn péBodo emGved OTO AVTIHETPO pE oKOmMO TNV
gKAémTUVOT TOVG amd LYNAOD emmédov og yauniov. Emmkéov, n gvpeia 61ddoon g
CRAMM anotérece éva akéua woyvpd kivnTpo Yo TNV LWBETNOT TOV AVTLLETP®V
nov ypnowonotel (Yo mePLocOTEPEG AEMTOUEPEIEG OYETIKG LE TG CLUPAcES OV
voBetOnkay yw to avrtipetpa Préne v mapdaypoeo 1.1.4.1). To xeipevo pe ta

avtipetpa 1o onoio ypnoonomdnke TeEMKOS ival To akdrlovbo:

Countermeasures.txt

«Use asymmetric algorithms for signatures.

Use filters to restrict the level of access between internal and external hosts.

Use filters to control which systems are permitted connections with the Internet.

Passwords to be at least 6 characters long. »

Téhog, 10 1EAeVTAIO OTOLXEID TPOG €i00d0 otV epapuoyn eivar 1 ovtoroyia
acearelog. Metd v el eneEepyacia Tov aviipetpov amoteitar 1 cdvdeon twv
QVTILETPOV UE TO KATAAAMAO OVTIKEIPEVO TNG OVIOAOYIOG HE AMATEPO GKOMO TNV
nipwor] Tov Ttediov Threats to omoio anoteel medio g TadEng Asset. H ovroroyia
godyetal otV péBodo pe v Ponbeia 1660 NG TPOYPAUUOTICTIKNG OETAPNG TOV
napéxel 70 Protégé aiid xar g mpoypappaniotikng demaens tov OWL Plug-in.

Hapoxdre axorovdei éva pépog g ovroroyiag mov ypnoiponoeital (Tapovotdletal

7 Baéne naplypago 1.1.4.1
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Meromtoytoxn Siatpipn ATOTOTMGT ATATNGEMV AGQHAELNG Kot
[duwtikétntag Ad-Hoce diktdmv

pépog ™G Y Adyovg owovopiog xdpov — Y oAdrdnpm v ovioloyia BAéme
napaptnua 6.3) o Ypaeikh LopeT (GIAMKOTEPT] LOPPT| ATO TNV TPOYPAUUATIOTIKY) GE
OWL). H ypopwkn amotdmmon g ovroroyiag mpoékvuye amd Tnv ypnomn evog
emmiéov plug-in Tov Protégé, to OWLViz.

“. RiskAssessment

). 4
(= Asset
i o
i%a
- e =] . = = - = =
s Finmware LogRecand | Information Haidware {
S < g o ™ -
¥ | ! ot 3 iea I
= & = = - ) ~
FimokEquipment | ContinuityPlans Database 1ﬁanBackup/: - DevelopmentT aslsandUtilities
I N Y d = '. LF: . sl o 1
= ; ’ = 9 - = =7
Witing _ Server ﬁ\h AscenPoint Cable Roiiter | HTMLE ditor DatabaseTools SetupUtilities
) I i i 4
o
i FiteServer stionSemer IdailGene GroupwaieSened WiebSere

Ewkéva 22 : T'pa@iki] areikdvion Tig ovroroyiag ac@aieiog

‘Eyovtog 7apovowdosl To  amopaitnto  otoyyein  €16600v, OV EMOUEVN

TOPAYPAPO oVaADETAL 1] LEBOSOC TUTTIKNG ATOTOTOOTG.
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3.1.2. Enegepyacia ei66d0v pe tnv Poijdsia rov GATE

2to onueio avtd mopovctaletar N uéBodog kKabmg Kol o Pacikd ahyoprOpkd
Brpato To omolo akoAovOnBnkav pe okomd Vv mANpwon ¢ ovioroyiag. H 6in
dwdikaocia ompixdnke oe texvikéc ereEepyaciog puokng YAdooas. ‘Eva epevvntikd
TPOYPALLA CYETIKA HE TNV VAOTOINnom TAaTEOppac mov Ba e&umnpetel oe Té€T010V
gidovg emelepyaoia eivor 10 GATE, a General Architecture for Text Engineering [13],
T0 omoio avaAvetal oty mopdypago 2.4.2. 'Exoviag Aowdév apwyd 10 €v AOYO
hoywouikd Ba mpoomabnoovpe va eEdyovpe amd ta keipeva tov high-level policies
(ko Mo ovykekpéva amd To avTipeTpo mov Ppiokovial e avTd) TV amapaitnn
YVGOOT) Yo KGOE ovTHTITA TOV SIKTLOV.

Onwg 1dn €xer avapepbel kar oty mapdypapo 2.4.2 10 GATE mpoceépet
EVOOHOTOUEVT] pio oepd dwdikactdv yw emefepyacio QuOKAg yAdooag, v
ANNIE. 'Eva and ta mpdta otadie g ANNIE eivar o Gazetteer. O televtaiog
neplExet apyela ta onoia pe v oepd ToVg TEPEXOLV Aloteg amd AéEelc / ppaoels (Y
ocvvtopia AéEelg mopakat®), pla avd ypapun. Ta kdbe apyeio avtumpocwmevel Eva
oOvoro amd ovopata, TOAES, enayyéApata K.a. MOMg pio AEEn avayvoprotel and tov
Gazetteer ot10 «keipevo, vmopvnuatiCetor (annotated) pe éva  mpoxaBoplopévo
yopaxktnpopd (Lookup) kabdg kot pe d00 emMAAEOV YAPAKTNPLOTIKE OTTOV AVTH EXOVV
opwotel. Ta terevtoio amoteAobV TOV «UEYIOTO TOTO» KOl TOV «EAGYLOTO TUMON
(majorType and minorType) g exdotote AéEnG. Ot TOOL vTOl YPMOLULOTOLOVVTOL
yio v 7epetaipo emneepyosio Tov Aéfewv avtdv kaBdg KAl TOV  TEAKO
vropvnpatiopd toug oe cuvora [1éAewv, Opyavicpmv, Etayyeipdrov k.o.

2mnv pébodo mov mopovcldletal T0 TPAOTO GTAOW0 MTav 1 dnNuovpyia TEToOwY
apyeiov ta omoia Bo meprypdoovv kowéc évvoieg. Eetdaloviac ta avrtipetpa g
CRAMM!'®, mopatnpodpe 6Tt vadpyovv ASEEIC 7OV HOG TOPATEPTOVY  OE
OVLYKEKPILEVEG KaTIYOPieg avTéTpV Omg Yo mapaderypa 1 AéEn firewall (teiyog
TPOCTAGING), 1) OTOIN PAVEPMVEL TNV KaTIYopia mov aviikel to avrtipetpo. O Gazetteer
PonBa oty kot yoplomoincm Tov AVTILETPOV, OT®S Yio. TAPABELYHO AV AVAYVOPLOTEL
N Aé&n firewall péoa 6to avtipetpo tdte 0VTO KOTA £va PEYEIAO TOGOGTO AVIKEL GTNV
katnyopia «Network Access Controls» pe vrokatnyopio «Firewallsy. Tdéoco ot

KATNyopieg OGO KOl Ol LVIOKATNYOPIEG TOV OVTIHETPWOV Eival SAVEICUEVEG amd TNV

*H OUYKEKPLUEVT TOPATHPYOT EXEL EQOPLOYT OE OMOWONTOTE OVTIPETPA KoL OV EneEepyalopactay.

Owovopiké Mavemotuio ABnvHv 81
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CRAMM. Zvuvemdg péow ovutig ¢ dwdikaciog avayvopione Aélewv kiedidv
UTOPOVUE VO KATNYOPLOTOMCOVHE TO avTIPETPO (Yapaxtnpiotikd6 CM_Group anod v
dopun TOL aQVTIIHETPOV OMWG QLT TAPOVCUACTNKE oTnv mapdypago 2.3.) X0
nopaptnpe mapovolalovial Oieg to apyeie to omoia oplotnkav He OKOMO TNV
avayvoplon AEEewv N PPACE®V pe KOWES WIOTITES.

To emduevo otado eivar 1 gvpeon tov medlov target (Soun avtipeTpov).
[Mopdpota pe to mponyoduevo oTdd0, HESH AEKTIKNG avalntnong, Tpoctadodus vo
avayvopicovpe AéEeic KAed1d o1 omoieg Ba @avepdvovv 10 oV Ba ePapprootel T
avtipetpo. 'Etol yoa mopdderypo oty gdpeon AéEewv 1 kol ppdoewv dnmg server,
application server k.T.A., sivalr ToAd mBavé 1o avriperpo va epappoletar oe OAa T
oTiydTuma g KAdorg Server (1) pévo og avtd g xAdong Application Server av
avayvoplotel 1 opdon application server). Tavtdypova amorteitar o gupvTEPOC
éheyyog Tov mAaciov 6To omoto yivovton avagopéc o TEToleg AEEEIG/QPAOELS Yo VOl
emAvBOVV TpofAnuata OTmS Yo TapddElyra 1 avapopd 1000 GE server 660 Kl o€
clients. e mpotdoelg avtov Tov €idovg amotteitn mepatépw emefepyacio Kol
avayv@plon Katd To duvaTtov Tov context Tng TpoOTacNS Yo TNV Tehkh eEaywyn Tov
QVTIKEILEVOL EQAPLOYNS TOV AVTIHETPOU.

Ta otoryeia mov vroAeimovtal yia va «yepicovpe» Tnv dopr| TOV AvTLETPOV OTWG
avth €xel oplotel eivar ta action (evépyewn — TI wpémer va yiver), subject (vmokeipevo)
Kol constraints (mepopiopol). H mpooéyyion mov vioBetovpe eivor pe ypnon
TPOTUTOV YPAPNG, N AAMGDC patterns, Tov avilpétpov. Meketdvtog ta avtiperpa,
nopoatnpeitoar 6T givar dvvaty n katnyopomoinon avtdv pe Pdon v doun G
npodtaons. [a mapdderypa ot TpoTacELg

«Passwords to be changed at least once every 12 months»
«Passwords to be at least 6 characters long»
€xouv pia kotvr dour. EeKvovv e éva 0volaoTikd, To omoio gival kat 0 6TOYOG TOL
avtipetpov kat cvveyilovv pe v AEEN «to» axoiovBovpev amd Eva pripa kKabdg Kot
Kamoleg mapapéTpoue. £10 Gvmbev Tapadetypa, To action Tov TPETEL Vo AmOTURWOEL
elvar amd to pripo ko émerta (my to be at least 6 characters long), evé To target givat
10 Passwords. Exientovoviag mepiocdtepo TV YvOON TOV OTOKOUIGTIKE UTOPOVLE
va opicovpe 6Tt ta Passwords a@opoiv vmoloylotég kot GUVER®OG To target givatl OAa
0 VROAOYIOTIKG pnyoviuate. H gbpeon tov patterns mpoypotomoleitor pe Tnv
BorPewr tov POSTagger. O tehevtaiog amotehei pia Ymohoywomkry Oviémto

(Processing Resource, PR) evoopatopévn omv ANNIE. Eicodd tov éxet pio Paon pe
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LéEelg kaBag kot L puépog tov Adyov eivar m kéBe . Katd tnv ektéheon tou
amofnkedeTal 10 PEPOG TOL AdYOL TN KABe AEENG oav YOPAKTNPIOTIKO QVTNG. €
nepintoon mov pia AéEn pmopei va eivar mapamdve amd €va pépog Tov AdYov,
YPNOHOTOOVVTAL patterns Yo va avayvopicsr Telkd Tu eivar n exdotote AEEn.
[Mapaderypo tétorag AéEng eivon 1 AéEn use, n omoia pmopel va gival ovotaoTiKG M
pAa. Xe MEPIMTMON EVPESTS TNG QPACTG «the use of» T0Te Pdom Tov pattern <the>
<verb> <of>, unopel va cvumepavel 611 eival ovoloGTIKO.

21 ovvéxewn mopovodlovial ta patterns Te Omoidt YPTGLOTOOVUE Yo TNV
gEaymyn g YvaoNc. TOV TOPATAVED TANPOPOPLOV KAODS Kal TO MG aVTILETOTICETAL
70 KGO¢ pattern:

<Noun> <to> <Verb> <Something>
Xmv meptrToon avtn to target eival To noun kKot To action gival to «<to> <Verb>
<Something>». To target pmopel dpwg va €xer opiotel kol and tov Gazetteer dnmg
ava@épinke mopandve. Xe auTr TV TEPITTOON T 600 OVTIKEIPEVE EQUPULOYNS TOV
Bpébnkav cuvdvalovior yia va Tpokvyer éva oo akpiPég target. Toco 1o subject

000 Kol To constraints Be@povvral Ta mpokabopiopéva (Préne mapdypapo 1.1.4.2).

<Verb> <Something> <Preposition (7p60ecn)> <Something>
e VT TV TEPIMTO®ON TO action Tov AVTILETPOL givan o «<Verb> <Something>».
Eniong 6cov agopd 610 vrokeipevo mov Bo. eKTEAECEL TO OVTILETPO KAODE Kot GTOVG
TMEPIOPIGUOVG OV umopel va €YEl TO AVTILETPO, TO TPoavaeepBév pattern oOgv
QAVEPDVEL KATL TETO0 OMOTE Kol BE@POVVTAL Ol TPOKABOPIOUEVES TILES KOL Y0 TO.

dvo.

<Verb> <Something> <to> <Something> <Preposition (tp60con)><Something>
To ovykekpiuévo mpdTLRO, £ivor iomE Kal To Mo dHGKOAO amd To TPOTyoUUEVE. ZTNV
CUYKEKPIUEVT TepinTmwon To action Ba eivarl «<Verb> <Something>» ka1 to subject to
npokafopiopévo. Opwme otV CLYKEKPILEVT] TEPITTMOOT LIAPYEL GAAN pia Ttpdbeon
omv mpdtaon ektd¢ amd v AéEn to. H tehevtaio Tic meplocdtepeg @opég
XPNOIUOTOLEITOL Y1t VO VTOONAMDGCEL KAMOWO0 TEPOPICUO OTNV  EQUPUOYH  TOV
avtipérpov. [Na napaderypa pio Tpdtacn 1 onoia euminTel 6TOV KOvovae avtd givor n
«Use filters to restrict the level of access between internal and external hosts». To
action «Use filters» dev mpémel va papprootel 6 GOV TOVE VIOLOYIGTIKOVS TOPOUC

MG pévo oe ekeivovg ot omoiot cuvdéoviar pe efmtepikovc. AkOum molo

Owovopikod [Navemomuio ABnvav 83




Metamtuyoxy Statpifni ATmoTOnMOoT ATUTGEMV AGQAAELNG Kt
[diwTtikdtntag Ad-Hoc diktowv

EKAETTUOHEVA, EYKATAGTAOT QIATPOV amalTEITOl LOVO GTOVG OPOUOALOYNTES EKEIVOLG
7ov dpoporoyodv CLVIECES UETOED ECMTEPIKOV KOl €EMTEPIKOV KOUPwvV. Apa
AOummOV 0  TWEPLOPOHOG o oVTéC TG Tepwmtooel eivar 1o <Preposition
(npdBeom)><Something>.

To tehevtaio mpoOTLRO 7OV AVAPEPONKE TAPOLOLALEL UEPIKES OLLTEPOTNTEC.
Yrapyovov meputOOE OTg  omoieg to  ANppa  <Preposition (mpdBeon)>
YPNOWOTOLEITAL OTAG Yo SIEVKPVNGELG 6TV Ppaot <Something™> mov akoAovBei
mv AEN <to>. Ze avTég TIG MEPIMTOCELS OEV VITAPYEL KOVEVOS TEPLOPIOUOC KOl MG €K
10010V TpEMeL v vIApEel éva dwywpopds petaEd Towv 6vo meputdoemv. Mia
TpéOecT MOV TIG MEPICGOTEPES POPEG, AV Oyl OAEG, VIOOMADVEL KATTOl0 TTeEPLOpiouLd,
givail 1 A€EN between. Zuvendg 10 TOPATAVEO TPOTLTO EKAETTOVETOL TEPICCOTEPO KOl
yopileton oe 6vo mpotvna. To mpdto mapapével to 010 pe v pudvn dweopd ot
opiletan pia Alota amd mpobéceig n omoio VIOONAGDVEL VLAPEN TEPLOPIOUOD KAl TO
devtepo 10 omoio dev eAdyyer v Vapén Tpdbeong oG Kot avTh oAl dtevkpvilel
TPOTYOOUEVES EVVOLES. ZYMUATIKE ATV glvar to emmAEOV TPOTLTO €xE1 WG EENC:

<Verb> <Something> <to> <Something> <Aiota am6 npobiceic><Something>
<Verb> <Something> <to> <Something>
omov otV «Aioto and tpobécelgy meprhapPaverar n AEEn between.

Atiler va onuerndet 0TL To. cuykekpipéva tpdtuna etval amhd éva detypa and 1o
OUVOAO TMV TPOTUTOV OV TOAVE VO VITAPYOVY KOl VO TPOKVATOVY OO0 TNV UEAETN
TOV GLVOAOL TV aVTILETPp®V. To apyelo TV avIHETPOV TEPIEXEL AVTITPOCMOREVTIKA.
detypato amd kdbe mPOTLIO €101 OOTE va YiVEL KUTAVONTOTEPN T EQUPUOYY TOV
TPOTUTLOV ENAVE® GTO KEIUEVO TOV AVIIUETPOV.

v emouevn mapdypoaeo soapudlovpe ta mopamdve oto  apyelo TV
AVTILETP®V KL TPOSTABOVE VO EAYOVUE TNV AmapaiTnTn YVOON LECH TOV KAVOVAVY
ToV opicape mOPUTAVE. LTO Topdptnuo 6.2, mapatiBetar o mnyciog kddKag of

JAVA o onoiog vhomotet ta mpoavapepBévra.
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3.1.3. IIpocdiopiopog Atartioewv Acpdicrog Pacel TV amoTeEAEGPATOV TOV
GATE xm ¢ ovroroyiag oto Protégé.

Zmv moapdypa@o avty 6o TpooTadRoovUE VA EQAUPLOCOVUE TIG TEXVIKES TOV
avo@épOnkav mapomdve oT0 apyYelo TOV AVIIHETPOV TOL TAPOVCLACTNKE OTNV
wapaypaeo 3.1.1. Metd v epappoyn 6o TapovcIAGOVUE TO, OTOTEAECUATA TO OO0
TPOEKLYAV UETA TNV EQOAPUOYT NG HeBOdOVL, 1000 o6TO Ypapikd TePPAAAov Tov
GATE (amhé v kahdtepn avéyvwon avtdv) 660 kat 610 TepiBiriov kovedrac'’.
210 ypagikd mepiBdidov dev amewkovileTar m yvodon yw kKGOe medio pog auti
TPOKVTTEL atd VAOTOINo™n o€ kOddka JAVA. Zvuykekpiéva 1o ypopikd meptaiiov
tapovowaloviar to CM_Group (katnyoplomoinomn oavtipétpov), mbavd targets
(avTikeipevo epappoyng), kabmg Kot Evag xopakInpiopds e TpOTAcT|G CYETIKE LE TO
noo mpdtumo akolovBel £tor dote va givan dvvaty n emefepyacia Tng and To

TPOYPALLLO TTOV OMOVPYNONKE.

"% To nepiBdAhov g KOVEOLAC POKVMTEL ARG TNV EKTEAEGT) TOV TPOYPAUMATOS OV SNUIOVPYNATKE
Y10, TOVG 6KOTOUG NG epyaciog katl otnpilerar otig kAfjon API (Application Programming Interface)
nov nopéxel 10 GATE.
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File Options Tools Help

Aﬂ@t‘ﬂ@ﬂ“ﬂlwm T Bz sl b, 1

Qz. GATE Messages _j courtermesgsures I
-G Applications lAnnotation Sets lAnnotauons Co-reference Editor lText
* ANNIE_00038
. Type i Seij sranl Emﬂ Features v
:»- Language Respurtes " ; -
| FCM_Group ; 45 25 {kind=cryptagraphy, majorT=Message Securily, minorT=Delvety Checking, rile=Cryp CH_Group |
! j— CM™_Group 49 56 {land=firewalls, majorT=NetworkAccessControis, minorT=Firewalls, rute=firewatis} ™ Lookup
: ; corpus CM_Group 133 140 {kind=tirewalls, majorT=NetworiaccessControls, minorT=Firewalls, rule=firewalis} I Patterns
s “ Processing Resources Ci_Group 214 223 {kind=passwords, majorT =identification And Authentication, rule=passwords} I e
5 ANNIE OrthoMatcher_ CM_Group 252 268 {kind=password_length, majorT=identification And Authentication, minorT=Password | I spaceToken
37 ANNIE NE Transducer ™
-%3) ANNIE POS Tagger 0 [§.d I »
st ANNIE Sentence Split 5 Annotations (0 selected)
QANNIE Gazetteer_000 |Juse for signatures. » Original markups
“. ANNIE English Tokenj
-3 Document Reset PR_( Use to restrict the leyel of access between intsrnal and external hosts.
T
[_'.I Data stores Use to control which systems are permitted comnections with the Internect.
to be at least § characters
Rl ——iI 2
MimeType v kexvpia
ocNewlLineType v]iCRLF
}gate SourceURL j e SF Jt
|- Nen
| ] | Bocument Editor | Initialisation Parameters |

ANNIE_00038 run in 0,281 sezonds

Gsat| BF G DO MG 9 addess [ uroecsigatetest

) thesis.doc - Microsoft Word | 4 Juider - F-jprojects/g... |[ B GATE 3.6-RC1 build 18... ) C:\Documents and Settin... |

Ewkéva 23 : Epgavion anorereospdrov CM_Group

Ty nopomdve ikove Tapovotdlovtal o AEels / ppdoels ot omoieg mbavd va
PAvVEPOVOLV TNV Katnyoponoinon tov exdotote avtipérpov. To moapdBvpo tov
GATE givat yopiopévo oe tpla pépn. Xta 6e1d @aivovtat o1 Kot yOPLOTO|GELS TV
AEEE@V KO YEVIKDG O OTOLOGONTOTE VIOUVIUOTIGHOG TOV PPAGEMV. XTO KATM PEPOG
Bpioketal o keipevo, oto omoio Exovv ywprotel ot AéLelg / pphoelg avaioyo He TV
emhoyn pag oo de€ud pépog Kar Téhog mhvem and to Keipevo Ppickovior Aemtopépeteg
KOl EMIAEOV YUPUKTNPIOTIKA Yoo TV KGBe AéEN mov amewoviletal ypopatiotd. To
EMIAEOV YOPAKTNPLOTIKG oV opiomkav eivar 1o Group oto omoio avrkel 10
avtipetpo (majorT=NetworkAccessControl) kaBdc ka1 n vrokatnyopia avtol, OTOL
avtd €xer opiotei (minorT=Firewalls). ITapatnpodpe rowmdv 6T yio Vv @pdon

asymmetric algorithms to cOompa xatnyoplonoince v AéEn wg Message Security
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ue vroxatnyopia Delivery Checking, tnv Aé&n filters wg NetworkAccessControls pe

vrokatyopio Firewalls kour 1éhog v AéEn Passwords ¢ Identification and

Authentication kot 1éhog v AéEn long g Identification and Authentication pe

vrokatnyopia Password Length (ue éleyyo tov context oto omoio Bpébnie 1 A€EN).

Ot mapatnpnoelg avtéc Ba pag fondncovv oty cuvéyein dmov Pdoel avthv Ba givat

€PIKTN 1 TANP®OT| Tov Tediov CM_Group (dopn avTiLETPOD).

(DI GATE 3.0-RC T boild 1610 il
File Oplions Tonls Help
sl @ 2 6@ ale
a‘_, GATE Messages :=j countermsasures l
= sk Applications lAnnotauon Sets ’Annotahuns Co-teterence Editor”Text
* ANNIE_80038 —
| y Type | set] start| Ena[ Features | v
S g tanguage Resources i 7
Target | 4 25{kind=Data, rule=target data} ™ CM_Group
=g BHERLIE Targel 48 5Bi{kind= =AliSystems, rula=target_ data2} ™ Lookup
ﬁ corpus Target ~ 124'tkind=Cher, 1u ™ Patterns
= g Processing Resources U{K'”G_A"SYSYE"‘S I~ sentence
/55 ANNIE OrthoMatcher_ 223 {kind=AliSysterns, rule=target_datad) - ST ok
i 252 256 {kind=AllSystemns, ruIe*target dataS}
s ANNIE NE Transducer I~ Spit
24 ANNIE POS Tagger_0 EXeoet |
.zt ANNIE Sentence Spiitt
= ;ii.»ﬂnnotancmc @ selected) I~ Token
» Q.ANME Gazetteer_000 — » oOriginal markups
“_ ANNIE English Tokeni
‘gﬁ S Use | | to restrict the level of access between internal and
[_ - Data stores external .
Use = to contyol which systews are permitted connections with the
Internet.
< i _L_’ to be at least 6 charxacters i
imeType :J fextipla
ocNewLmeType_j CRLF
foate SourceURL ___Hme,rru
| e

4] 2

. Document Editor [ Initialisation Paramelers ]

ANNIE_U0038 run in 0,281 seconds

Pon| 632 IBOME O

A' Address i o3 B\projects\gatstesty

] thesis. doc - Mirosoft Word || @) GATE 3.0-RC1 build 18..

Ewkéva 24 : Epgavion anoteieopdrov Target

Yy mapandve eikova mapovclalovial to anoteréopata Tng avalnmmong Tov

QVTIKEWWEVOD EQAPUOYNG TOL ekdotote avtipetpov. Ot Aé€elg and T omoieg eivan

ekt 1 e€oywyn €vOG CULUTEPACUATOS OMOKTOVV £VO YOPUKTNPOHO (annotation)

Target. EmmA£ov yopaxTnploTikd 10V GUYKEKPLEVOL dTOUVNUATIGHOU etvan To kind,

Owovopixo [Mavemotipio AGnvov

87



Amotinworn Anaticemv Ac@disiag Kot
[diwtikdtntag Ad-Hoc diktomv

Metantuyiakn darpiBi

T0 OToi0 PaVEP®VEL TO MOV TeEAKE Oa epapupooctel to aviiperpo. Etol o1 AéEeig mov
£xovv avayvoploTel g mbava targets eival or asymmetric algorithms pe kind=Data,
ASEN filters pe kind=AllSystems®™, 1 AéEn Passwords pe kind=AllSystems, n AéEn
hosts pe kind=Clients wor 1éhog m AéEn long pe kind=AllSystems. A&iler va
onpewbel 0Tt eved 1 AEEN passwords OewpnTikG TapaTEUTEL 6 dEdOUEVA, EVTOVTOLS
amotelel pia pvOuoN TV pnyoavnudtov ta omoia Bélovpe va mpoevAdovue pe
OTOLYEWMONG Unyoviopovs mpoécPaone. ‘Etor oe mepinmtoon avayvapiong TéToiov
v AéEewv / ppdoemv TO avTIKEiLEVO @apLoyNS g ovtohoyiag Ba eivar 6ia To

LYV LOTA TTOV CUURUETEXOVV GTO O1KTLO Kot Oyt Tal dedopéva.

Fite Options Tools Help

sl @ & 8 B »
i | A

K

=0

‘;: GATE Messages _’:j countermeasuresi
-~ [s% Applications lAnnmation Sets lAnnotan’ons Co-reference Eunor! [_T_e;;
* ANNIE_DBDO38 e
Type | Set] tan| Ena| Features | v
= ﬁ Language Resources Pattemns! . O 41{kind=1, rule=pattern1 ™ CM_Group
.:ﬂm Patterns . 45 125 {kind=3, rule=pattemn3} E )
!ﬁ corpus Paterns; 129 218 {kind=2, rule=pattern?} Flranem: ]
- g Processing Resources Patems; = 214: 267 (Kind=4, rule=patternd; ™ Sentence
-i#) ANNIE Ortholaicher_ [T SpaceToken
-{4 ANNIE NE Transducer I~ spiit
-5 ANNIE POS Tagger_0 ™ Targat
- ANNIE Sertence Spiit I~ Token .

|4 Annotations (0 selected)

B} ANNIE Gazetteer_000

“ ANNIE English Tokeni

&4 Dotument Reset PR_{
[®! pata stores

» Original markups

¢ | ‘:J
MimeType - Fexﬁpla
ldmNewLineType * HCRLF

‘gate.SourceURL Z] lesF i

I B2l

Mes

] Document Editor [ Initiglisation Pafamaters]

ANNIE_00038 run In 0,281 seconds
Tsat| B &5 D OMD 1 sduess [ Fiprojectsigatetest ~lde B
) thesis.doc - Mcrosoft word |[ @) GATE 3.0-RC1 build 18-

Eiwkéva 25 : Epgavion anotehespdrov Pattern

2 Tv viomoinon TG HEBGSOV VITOBEGULE Vi OMAGTNTA OTL N EQUPUOYN TLXOV TEYDV TPOGTUGIOG
(firewalls) pmopei va yivel gg 0m01081TOTE UNYAVIIULOL KOL Ol OTOKAEIOTIKG Gg dpoptoroyntés. [ tov
Xoyo auté og mbavy) ghpeon Af€ewv mov va vrodnidvouy vmop&n firewall vmoBétovue 6T1 O
avTineTpo £xel epappoyt o€ 6aa 1o suotuata (kind=AllSystems)
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Metantuylokn Stotpifn Arotinwon Antatnoewyv AcQaAieing Kat
S
[buwticottag Ad-Hoe Siktiwv

Téhog xatd v extéheon g ANNIE éva okdéua otoygio 10 omoio
napovowaletal eival o yapaktnpiopog Pattern. Avéhoyo pe to Tdg givar dounuévn n
ka0 mpotTaon, yapaktnpiletar kol avdrloyo €161 @OTE oTNV peténerta enelepyaocio,
and Tov KOOIKe oL avantuydnke va propécovpe and kdbe npdtacn va e£dyovpus v
Kabe amapaitnn TAnpoeopia. 'Etor Aowmodv, 6nwg pavepdvetol kol otnv Ewdva 25
Kot and tov vropuvnuatiopnd (annotation) Pattern vmapyer éva emmiéov medio o
kind 7o omoio Aapfdaver apOpnTicég Tipnég. Me pia pikpn ovaroyio TV avTIpsTpeV pe
TOVG apPOOVS AVTOVG UTOPOVIE EVKOAN OTNV GUVEXELW, eEeTdlovTag To Ttedio avtd va
ano@avBovue e OO pattern GUHEMVEL N TPOTACT AVTH. LTN CLVEXELWL AKOAOVOET

€vag TvoKag e TIG AVTIOTOLYICELS QUTEG.

No Avtwstoryiceig AptOpav pe lpétora I'pagric Avripérpov (Patterns)

1 | <Verb> <Something> <Preposition (np68eon)> <Something>

2 | <Verb> <Something> <to> <Something>

<Verb> <Something> <to> <Something> <Alota and npobéoeic™>

3
<Something> :

4 <Noun> <to> <Verb> <Something>

21NV CUVEXELD TNG TOPOVGIAOTG TOV AMOTEAECUATOV TAPAOETOVUE TA ATOTEAECLLATA,
Omwe avtd Tpoékvyav and TNV ektéleon Tov kddwka. O tehevtaiog mapovoidleTol

KaBoAkd oTo TapdoTNUA.

Parousiasi domis antimetrou gia tin kathe protasi.

Sentence No 1

Subject: Administrators

Group: GROUP: NetworkAccessControls SUBGROUP: Firewalls
Target: AllSystems

Action: Use filters
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Metantuylakn dlatpifn Anotimworn ATutoemv AGQAAEINS Kot

[dwwtikétTag Ad-Hoc diktomv

Constraints:

Sentence No 2
Subject:
Group:

Target:
Action:

Constraints:

Sentence No 3
Subject:
Group:
Target:
Action:

Constraints:

Sentence No 4
Subject:
Group:
Target:
Action:

Constraints:

No Constrain

Administrators

GROUP: Identification And Authentication SUBGROUP:
Password Length

AllSystems

Passwords to be at least 6 characters long.

No Constrain

Administrators

GROUP: Message Security SUBGROUP: Delivery Checking
Data

Use asymmetric algorithms

No Constrain

Administrators

GROUP: NetworkAccessControls SUBGROUP: Firewalls
Client, AllSystems

Use filters

between internal and external hosts.

XT1g TPpOTEG YPUUPES eppavilovial pnviuaTa Tov a@opovV GTIV EKKIVNOT TOV

GATE xabd¢ kol oty apyikomoinon twv dwdikacidv g ANNIE. X ovvéyewn

TaPoLolAlovTal TO OTOTEAECUOTE E€QUPMOYNG TNg HeBOOOL ©TO Opyeio TV

avtpétpov. [a kébe tpdtaot epeaviCovion ta medio g SOUNG TOV AVTIHETPOV GTWC

QTN OPICTNKE GE TPONYOVUEVES TUPAYPAPGOVG.
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Metantuyoki diatpifin Amotinwon Anautioemv Ac@dAsiag Kat
Idwwtwotntag Ad-Hoc Siktdwv

3.2. ASohdynon Anoteleopdatmv

2ng  emOuEVEG TOPOYPAPOVS axolovBel pio  KPITIKY  EMOKOTNGT  TOV
amoTEAECUATOV KABDS Kot pie oUYKPLON ovTOV pe 10, amoTEAECHOTO T0. omoia Oo

eEayovrovoav pe v fondewa avOpdmTvng dpacTnploTTaG.

3.2.1. Xoykpion anoTeAEOPATOV pe TA EMOVUNTAE amoTELECPATA

210 onueio avtd Ba eeTdoovpe T0 ATOTEAEGHATO TO. OO0 TPOEKLYAY O TNV
eQoppoyn g HeBddov pe Ta omoteAféopoto to omoia Bo TPoikvumTAV ONE TNV
avBpomivn enelepyacia v dedopévav. Onmg mpoavagépOnke ta avtipeTpa Ta

omoio véotnoav encEepyacia sivat ta akdAovba:

Use filters to control which systems are permitted connections with the Internet.
Passwords to be at least 6 characters long.
Use asymmetric algorithms for signatures.

Use filters to restrict the level of access between internal and external hosts.

AvVaQOopIKd pe TO TPOTO AVTILETPO UROPOVUE va mapatnprnoovue to e€nic. H
evépyelr mov mpémel va yivel ovuminter pe v eayopévn amd 10 TPOYPALULO,
evépyewa, Use filters. Emmiéov 1o vmokeipevo 10 omoio B epopudcel 10 aviipeTpo
gtval ot daxelprotéc, Ommg AAAwoTe pumopel va cvumepdvel kot kdmolog dafalovrag
10 avtipetpo. Téhog 1 Katryopromoinom Tov avtinéTpou £xel yivel ev HEPEL PUe GOOTO
Tpomo g kat to Group to omoio avikel to avtipetpo gival Oviwg 1o Network
Access Controls, 6pwg to subgroup émpene va Nrav 1o Internet Firewalls kot oyt
Firewalls. Zyetikd pe 10 avrikeipevo e@appoyng tov aviyuétpov, AllSystems, Ba
umopovcE vo. 16 Vp1oTel kKamotog 6TL Ba ATav TPOTIHGTEPO VA VAOTTOBODY o1 Edeyyot
TpOcPaong oTIC CVOKEVEG FIKTVOL Kat O)L 6€ KABE TEPUATIKT GLOKEVT EewPLoTd. AV
Kol 1 kaAOTEPY TEYVIKT givar ) TelevTain, avtd dev onuaivel 6T | cvpuPacn N omoia
vioBetroape, dNA. M epappoyn tétowwv eALyyv vo yivetar og k(Be TEPUATIKN
ovokewvn, dev eivan cwotn. [apdra avtd, av BeAfcovpe va exhentdvovpe 10 onpeio

avtd Bo ypewootel mepaTép® TOVL 0EOPAE OT cLVOEcelg pe to Internet (my

91
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Mertantuytakt) StatpiPn Anotonwon Anartioemv AcQUAielng Kot
Ibuwtikdtntag Ad-Hoc diktomv

TPUYUATOTTOOVVTIOL HECK KEVIPIKOU dpoporoyntr; Eivar kinorm tmiepwvi péow
KATO0V POopéa; K.0).

To emdpevo avtiperpo amoteiel {cmg kol T0 EVKOAOTEPO OAVAPOPIKE HE TNV
TPOCGEYYIOT TOV EXEL TAPOLGLACTEL GE TPOTYOLUEVEG TTapaypdeovg. H dour tov givan
oYeTIKG amAn kol cuven®g Oha Ta media Ta omoia €xovv OploTEL GTNV doun TOL
QVTILETPOV UTOPOVV EVKOAO VO TPOKVYOULV UE TNV TPOGEYYIOT OV 0KOAOVOEiTaL.
‘Etot 6ha 10 mediot CUHE®VOUV pE CUTA TO OTOiR OTOTUTMVE KATOWOG amd TNV
avaivon tov avtiperpov. H povn icwg drapopd 1 onoia pmopei va mpoékunte givat
OTO VOKEIEVO TTOL Bal ePapudoet To avTipeTpo avtd. Zvykekpipéva, Bo propovos va
nopatnpnfel 6T1 To password tov Kabe YPNOTN €ivol TPOCOTIKO KAl KAT® GO THV
gvduvn tov kaBevog vo mAnpel kdmoteg mPOVTOOECEL,, OMWE OTO CUYKEKPLUEVO
napdderypa ekeivo To pnKovg. Apa 6o pmopovoaue vo TodUe OTL TO DITOKEILEVO Eival
GUVOAMKG Ol XPNOTES Kot 0L EWOUKE Ot SLUYEPLIOTEG.

Zvveyilovtag v avédivor Tov avTinETpmy, Tapatnpovue ta NG Yo To Tpito
Katd oewpd avtipetpo. H xotnyoplomoinon tov avipétpov ocvuminter pe v
KOTNyoplomoinon mov Tpoékuvye, Bewpdvrag BEPata 4Tl kat 0 e101KdC 6TV ACPAAEL
0 omoiog Qo KATNYOPLOTOOEL T AVTILETPA Ba YPNGUYLOTOUGEL KOl ALTOG TO Eroups
kot o subgroups g CRAMM. H evépyewa mov mpénet va yiver (TI), sivan 1 gprion
TOV ACOUUETPOV aryopiOpmV Yia TIC NAEKTPOVIKEG VTOYPAPEG. XTA ATOTEAECLLOTO TIC
pueBddov M evépyelwn ovUmiMTEL pHE TNV TOPANAVEO Tapotipnor. Emmiéov 1o
avTikeipevo gpappoyng eivar ta dedopéva OMWG aVTO TEPOVCIACTNKE KUl OTNV
aponyovuevn mopdypapo. Télog kot o Topéag TV OVTIUETPOV CLUTITTIEL pe TO
VTTOAOYIOTIKG OTTOTEAEGLOTO LIOG KOl 08V TTPOKVTTEL ATtO TO AVTILETPO KATOLO £100¢
TEPLOPIOUOD GTNV EQAPLOYN TOV AVTILETPOV. AvniBétmg 1 avOpdmivn enelepyacia Oa
SIEPEPE e TA OMOTEAEGHOTO OTO VIOKELNEVO 10 0moio O eQappdcEL T0 OVTIPETPO
avtd. Evd ota amotedéopata tng pebBddov TOPOVCLICTNKE VTOKEINEVO Ol
SLoEPLOTEG, EVKOAN pmopel Kavelg va coumepavel 0TI TO CUYKEKPILEVO AVTIHETPO Ba
T0 €QupUOCOLY aKOUO Kol Ol YPNOTEG OTNV AVTOAAOYT UNVOUATOV oV QUOLKA
YPNOUYLOTOOVV NAEKTPOVIKEG VROYPAPES. LUVERMG TO LIOKEIUEVO €lval Ol YPNOTES
0710 oOVOAD TOVG Kot Oyt Lovo ot dwaxepiotéc. H egaywyn tov mediov avtov amoitel
Wwitepn TPOPOJOTNON TOV GCUOTAHOTOS HE EUUEST YVAOOT. XUYKEKPWEVO O
GLAAOYIGLLOG IOV TTPOYULATOTONOTKE 1TAV TO YEYOVAC OTL Ol NAEKTPOVIKES VITOYPUPES

YPNOHOTOLOVVTAL atd OAovG GooVg €xouvv dSiKaimpa OTOCTOANG Kot TOPUAABNC
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Metomtuylakn SoTpifiy Amotinwon Atoutioemv Acedielng Kot
Ihwwtikotnrag Ad-Hoc dixtvmv

UNVORATOV Kol Gpo Kol QUTol TPEMEL VO OVIKOLV GTO VTOKEIUEVO EQUPUOYNG TOL
aVTILETPOV.

EEetdlovtac 10 emdpevo avtipetpo damotdvovue To eENc. Avapopika pe to
vrokeipevo (subject), tmv evépyewn (action) kaBdg Kol TV KATYOplOmoinon tov
avipétpov, n avlpamvn enegepyacio Ba mapnyaye ta idia anoteréopato, dNACON
Toug Swyeptotég (administrators) y to vOKeipevo, TNV YpMolLoTOinon QiATpoV
(Use filters) mg v evépyeuwn, kot to Network Access Controls kot Firewalls wg to
group Koi 1o subgroup, ovVTiGTOU(Q TOV OVTIHETPOL. AVAQOPIKA MUE TO CVTIKEIUEVO
EQAPUOYNG KOl TOVG TEPLOPIGUOVS TOV AVTILETPOL, Ol KAVOVES TTov €yovue Beomioet
oV eoappoyn mapovciacav dvo avtikeipeva, ta Client kar AllSystems, ot
neploplopld 1o between internal and external hosts. To avtipetpov a@opd o€
£yK00i0pLoN cUVIECEMV PETAED ECHOTEPIKAOV KOl EEMTEPIKMOV VTOAOYIOTOV. AVTO UE
™V oelpd Tov cvvemdystor OTL Ta QiATpa ta omola Bo eykataotabovv dev elvar
avayKkn va vadpyovv oc kdbe punydavnua to omoio mpaypatonotel pia térola ohvdeoT).
Avtifeta 1) eyKatdotaon TET010v OIATPOV TPETEL VA YIVEL G GUGKEVEG SIKTHOV OTWG
Firewalls, 11 dpoporoyntdv péom tov omoiwv eykabictatar pio tétown ovHvodoC.
ZUVER®OC TO avTILETPO dev eQupprOleTal KaBOAKA 0AAL PLOVO O GUOKEVEG SIKTOOV.
Kén tétoto, 0mwg xar otnv wponyoluevn nepintwon, anaitel v eEaymyn ELpEoNC
YVOONG 1] TNV TPOPOSOTNON TOV CLGTNHUATOG E AVTT, 1] OTTOIR APOPE GTO KOUPATL TOV
ocuvdéoewv UETAED 600 VIOAOYIOTAY, TOV ECMTEPIKOV TOV OKTVOV KABADS KUl TOV
e€m1epKO.

v ovvéyeln. akolovbel to apyeio €660V OTWC AVTO TOPOVCUICTNKE OF
Tponyovuevn mapdypoeo pe v pévn dweopd Ot mapovcidloviar (péoa o€
TopevOECELS Ko e TAGYW Ypaph) Kol Ta amoteAéopota mov Ba mpoékuntay amd

avBpdmvn enelepyacia.
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Metantoyiax Swtpifi

Anotinmon Anouthicemv Acpdlelag Kot

Idwwtikétnrag Ad-Hoce Siktdmv
Parousiasi domis antimetrou gia tin kathe protasi.
Sentence No 1
Subject: Administrators (Administrators)
Group: GROUP: NetworkAccessControls SUBGROUP: Firewalls
(GROUP:  NetworkAccessControls  SUBGROUP:  Internet
Firewalls)
Target: AllSystems (Routers)
Action: Use filters (Use filters)
Constraints: No Constrain (Only to those routers that establish connections

Sentence No 2

Subject:
Group:

Target:

Action:

Constraints:

Sentence No 3

Subject:
Group:

Target:
Action:

Constraints:

with the Internet)

Administrators (Everyone)

GROUP: Identification And Authentication SUBGROUP:
Password Length (GROUP: Identification And Authentication
SUBGROUP: Password Length)

AllSystems (A4/ISystems)

Passwords to be at least 6 characters long. (Passwords to be at
least 6 characters long.)

No Constrain (No constraint)

Administrators (Everyone)

GROUP: Message Security SUBGROUP: Delivery Checking
(GROUP: Message Security SUBGROUP: Delivery Checking)
Data (Data)

Use asymmetric algorithms (Use asymmetric algorithms)

No Constrain (No constrain)
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Anotinwon Anutioewv AGOAAEINS Kot

Metantuyiakn StatpiPn
[duwtikétrag Ad-Hoce dicrdwv

Sentence No 4

Subject: Administrators (Administrators)

Group: GROUP: NetworkAccessControls SUBGROUP: Firewalls
(GROUP: NetworkAccessControls SUBGROUP: Firewalls)

Target: Client, AllSystems (Routers)

Action: Use filters (Use filters)

Constraints: between internal and external hosts. (between internal and external
hosts.)

95
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Metantuyoxt SarpiPi Anotinmwon Anaitficemv Acedlelog ko
[duwtikdtnrag Ad-Hoe Siktowmv

3.2.2. Kpitikn eMOKONNG6T TOV ATOTEAEGCRATOV TN|G TUTIKNG ATOTOTMONG

Zmv mopdypago auth TapovcldleTal pia KPITIKN TV anoTEAECUATOV, OTMG
avtd moapovowdomnkav oe mponyovuevny evotnta. To oamoteléopota To omoia
poékvyav amd TV vAomoinom g peBoOov Bo PmopovGAV VO XOPUKTNPLOTOVY
KOvVOTOMNTIKA Oyl Opmg KeBoAiwkd. ‘Eva and 1o onueia 1o omoio. dgv vAomownOnkay
etval avtd g obvdeong pe v ovtoAoyia. Avotuydg 0 XpOVOg TOL BIPKNOE N
EKTTOVIION QLTINS TG SMAMUOTIKNG epyoaciag dev eival apkeTog Yoo TNV vAomoino
evOc TETOLOVL EYXEPNUATOS. YO QULOOAOYIKEG cLVONKeS KATL TéTowo B amautovoe
APKETOVS AVOPAOTIVOLG TOPOLE Kol OAOKANPMOTIKY] QPOGIMOT TOV EUTAEKOUEVOV GTO
6épa avTo.

Ytov Topéa Tng eEaymyng MG yvodong omd 1o aVTIHETPO NG TOALTIKNG
acQaiewg propovue va wopatnpnoovpe ta &g H mpocéyyion mov akorovdndnke
LLE TNV VWBETNOT TNG AVAYVAOPLoTG KO0V TPOTOTT®V dev amotedel Tavakia. [Tibava
VO, DTAPYXOUV Kol GAAEC TPOCEYYIOEWS, Ol Omoleg va TOPOVOLAGOUV KOADTEPQ
amoteléopata. AVTO PTOPEL v YIVEL KATAVONTO UEAETOVIAG TO. OTTOTEAEGUOTO TTOL
napovolaotnkoy. ‘Eva peydho peovékmua g pebddov avtig givar to yeyovog 6T
O0E TMOAAEG TEPWTTMOOCELS ONOITEITAL O GLVOVLOOUOS TG YVACTS OV npoém;\ya e
gupecn yvoon (Yvoorn mov APOKVATEL ONO GLALOYIGHOVG OVTIGTOLXOVG HE TOVG
avBpamvovg). H nébodog pe ta podtuma mbava va cuvdvdletar Svokordtepa e TV
EUUECT] YVOON 0O OTL 1o TEAEIWS S10QOPETIKT TPOcEyyion. Mua tétowa ekAEnTuvon
Opm¢ eivar avaykaio yio v akplBESTEPT) ATOTOTMOCT) TOV OTALTIOEMV ACPAAELNG LE
TOTKO TpOTO. Tuvenmg pio péBodog n omoia Ba AapuPdavet vedyn g neprocdTEPO TNV
VIOVOOVLEVT] YVAOT UTOPEL VO TAPOVGLACEL AKPPESTEPC ATOTEAECUALTOL.

Emmiéov to epyodeia ta omoia ypnowomomOnkav Yy TNV €QOUPUOYN TNG
nebodov (GATE kot Protégé) dev eivon apketd dpa ya va vrootnpifovv éva 1€1010
gyxeipnuo. Kot a 600 Aoyiopkd dnpuovpyndnkav ond mavemotnpiakés Epevvag Kat
Bpiockovtar cuvexmg vd avamtvén. Emiong ta eyyxewpidwn ypriong mov mapéyovro
aPOPOVY GTNV CUVIPUTTIKY TOVG TAEOYNOIO TNV XPNON TNG YPAPIKNG dEmapNg Kot
ot tov mapeyopevov APIL. To yeyovog avtd xabiotd akdépa dvoKoAdTEPN TNV
dnuovpyia piog epapuoyng mov Ba Paciletar oto API kat tov dVo mpoypappdtov.
Téhog vrdpyovv apketd onueie kot ota 600 Tpoypdppato ta omoic dev £xovv
viomomBel kar B Pondncovy mpog v KatevBuvon g vAomoinong g pnebddov.

Xapaxtnplotkd avagépovpe v dayeipion ovrohoyidv péocw tov GATE. Toéoco
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Merantoywoxt datpifi Anotonwon Anaitiicemv Acodigiag kot
IhiwTikotnTag Ad-Hoc Siktomv

oV 10T00eAIda 600 Kot oTa EYYEWIdI ¥priong avapepoTay 1 dayeipion ovioloyudy
péoa ond 10 GATE ko tovtdypova 1 oOvieon NG pe TO KEYUEVO KOl TOVG
XopaxTPIcpovs Twv Aéfewv (annotations) TOL €YOVV TPOKLYEL PETA TNV €KTEAEOCT)
¢ ANNIE. Metd and apxetéc pépec TEPOUOTICHOV SOMOTOONKE OTL KATL TETO10
dev eilye viomowmnBei amid vmMpyav ol cuvaptioelg ywpic kapio AgrrovpyudTnTo
(katd v KANon Tovg aVTEC dev exTEAOVCAV TIMOTA). X€ MAEKTPOVIKN EMKOWVOVIO
nov vanpée pe Tovg Tpoypappatiotés tov GATE pog emPepaimoav to yeyovog kot
HOG TPOETPEYOV VO ENEKTEIVOVUE TOV KMOWKa pHovol poc. Eivar Aowdv pavepd ot
viomoinon Mg TETowg TPOocEyylong He TETOES dUOKOAlEC Kol e SedOpEVO TOV
TEPLOPIOPEVO YPOVO, Oev HTOpel Topd Vo €ivol ev PEPEL CMOTH KOL VO OTOLTEL
TePALTEP® YPOVO OAAG KO VTOSTAPIEN OO MPIUOTEP TPOYPALLOTA.

ATd TV GAAN TAELPA UTOPOVUE VA TOVUE OTL 1) CLYKEKPIUEVT HEBOSOG ooTeErEl
éva tedeing OSwpopeTikd Pripa amd TIC VAAPYOVOEG TPOCEYYICELS TPOG TNV
KOTELOLVOT) TN TUTIKNG ATOTUTTOOTG TOV ATULTNOEMV ACPAAEING KOl WOIOTIKOTNTOGC
TOV SIKTOWOV. XTI VTOAOINEG TPOGEYYIGELS vITOVvoEiTal 1 VTaPEN EVOG OTOLOV E1OKOD
OTNV ACPAAELN TANPOPOPLIKDV GCLOTNUATOV 0 0TTOL0G EXEL TAVTOYPOVT] YVDOGCT] KO TNG
peBddov oL VAOTOLEITUL YL VO UTOPEL VO OTOTUMGCEL TUTIKG TO AVTILETPA TNG
TOMTIKNG acPArELag oTny ekdotote néBodo. To yeyovdg 0Tt eoialovpe v nf)ocoxﬁ
LOG oV ovtopaTomoinon tng nebodov pe 660 to dvvatov Aydtepn avBpdmvn
TopERPaot, kafloTd TV TPOGEYYIoN MOV TUPOVCIALETAL GTNV JIMAWUATIKY epyocia
€VEMKTI Kol €0KOAN TPOSAPUOGIUN GE TUYXOV OAAAYES TOL JKTVOV, O GAA®GTE
ovpPaiver ko pe ta ad-hoc dikrva.

Tavtdypova €va akOUn TAEOVEKTNLO TNG TPOGEYYIONG AVTHG £ival 1 ¥p1ioT Tov
OVTOAOYLOV MG OTOOMKEVTIKO NUEGO TNG YVAONS TTEPL TV anattioemv aceaieag. Ot
TEPLOGOTEPES OO TIG VAAPYOVCES TPOCEYYIoELS €6TIALOVY TNV TPOGOYTN TOVG HOVO
OTO KOUMATL TNG TUMKNG OTOTUMWOONG TV OMOITACEMV ACQAAENG YWPIS va
hapBavouv  vmdyn  TOVG  APKETEG  MAPAUETPOVG  OM®S  YoL  mapdderyuo
EMAVALYPTOLLOTOINGT TG YVAOGTC, EDKOAN avayvmon Kai Stoyeipion omd avépdmoug
7ov dev yvopilovv v péBodo KabAOS Kot TNV TOALTAOKOTNTA TOV CLYKEKPIHEVOD
gPELVNTIKOD  TOpER. AVOQOPIKE pE TO TEAELTIO, Ol OVIOAOYIEG TPOGPEPOLV
QLTIOAOYIKOVG UNXOVICHOUS OV a@OopodV otnv €£ay®yr] CUUREPACUATOV YO TIC
KAGGTNG TOV GUUUETEXOLV OTNV OVIOAOYIN, OTMG Y10 ToPEdELYIO GUVONKES LKAVOD Ko

avaykoiov, ovvdeon TdEewv LeTaED TOVG KAT® amd OpPLIoUEVES GUVOTKES K.Q.
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Téhog n péBodog mov avarvonke eivarl apbpwt oe dAo 10 g0pog tc. To yeyovog
avtd ™V KabloTd €VKOAN OTNV daxeiplon g o€ mepuTOCE; AaBdV oAAd Kal, TO
OTUAVTIKOTEPO, OTNV VAoToinoTn kot avarntvén g To tufpa g eéayoynig g
yvéong eival teleing avtdvopo oe oxEom HE TNV TUTIKY OTOTOTMOT TG YVAOOT.
Emmiéov, ko to tufpa g e€aymyng yvoong amd to avTifeTpo omoteAsitoanl omnd
Té00Epa SKPLITd TUNUATA OT®g avtd mapovcrdlovtar otv Ewodva 16. ‘Etor 1
mapddetypo oe tuoxdv oAhayn G dwdikaciag ewoay®YNG TNG JWXEPIOTIKNG
TAnpogopiag otnv oviohoyia dev exnpedlovral Ta VIWOAOWTA TUAHOTE TG HEBOOOV

aALG 0VTE KO 1) OVIOAOYIN CCQAAELNG.
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4. Xoprepdopata kar Meriovtiki ‘Epevva

H évvown g acpdielng amotekel mAiéov éva amd Ta kupiopye (nrAuate ot
peybia, oAAG KAl piKpd, vmoloyoTikd ovotiuate. H  woAvmhokdémnto  tmv
VIOAOYIOTIKOV GCUOTNUATOV G6€ GUVOLAGUO HE TNV OAANAERidpact) tovg MHECH
diktomv kot tov [aykdouov Iotov, kabiotovv v acedieio éva kpioyo Topdyovia
Y T0Vg GOyxpovoug opyovicpove. Ta tedevtaia ypdvia €xet 800l Winitepo PBapog
ot Owyelpton ™G ACPAAENS TOV TANPOPOPOKDOV cLoTNHaTwv. H  Tumiky
ATOTUTOOT] TV OTATCEDV acPalelng amotehel peilov Bépa, 1Wimg otnv tepiodo g
ovvexovs aviavopevne kApokag TOc0 TOV €VOO-TAPIKMV dKTO®V OG0 Kol TOL
[aykéopov Iotod yevikdrepa.

Zkomdc tng dtpiPng avtig eivar n mapovoioon piag KovoToptkng pebodov
TPOG TNV  KATELOLVON TNG TUMKNG OTOTUAWONG TMV ONUITHOEQV AGPAAELOC.
Zuykekpéva 1 péBodog avti ¥pNoLHonolel Evvoleg Tov AmOTEAODY TNV AUYUn TOV
d6patog 1600 otov Topéa NG eEaywyng yvaong omd euowkn yAmdooa (Natural
Language Processing) 600 Kol 6Tov Topéa NG AnoTONMOTG YVOONS UE nmucf') TPOTO
(ovtoloyieg). Av ko m Oewpnrikny Bepeiioon ¢ Tpooéyyong avtng dopeitot
IKOVOTIOINTIKA, TO TPOKTIKO HEPOG LTOAEimETAL, e&0nTiag TOV TTEPLOPIGUEVOL YPOVOL
Y. TNV VAOTOINOT €VOG TETOOV EYYEPNUATOS KABADS Kat TG xpNons epyaieimv mov
Bpiokovtal akopa o€ avamtuén kot dapkn a&loAdynon.

Ta amoteléopatra Ta omold TAPOVCLACTNKAV OE TPOTYOVUEVEG EVOTITEG
amoOTEAOVV €va. PMTO Prpo mPog TNV VAOTOINGT NG OPYLTEKTOVIKNG 7OV
TOPOVCIAoTNKE oV Tapdypago 2.3. H tavtion tov Bewpntikod vroPdbpov pe 10
TPAKTIKO aAAd kot 1 Pertioon g peBOSOL TUMKNG OTOTHTMONG TOV OTULTTEMV
AcPAAEIOG OTO OUVOAS NG amartel mepatépm €pgvva kal mpoondbewa. Ta wdpa
onueio avtig mapovodfoviar oty ouvvéxewr Eexwvaviog amd Ppayxvmpddecpovs
0TOYOVE OV UTOPOVV VO TPAYUATOTONOOVV GUESH KOl KATOAYOVTUS O OKEWELS Kol
TPOTACELG Y10, GUVOALKT] avarTuén g puebddov.

o Apykd évo TPOTO OTAd0 amotehel 1 GPON TOV TEPLOPICUAOV OV EYOLV
vio0stnBel oty mapdypago 1.1.4.2. 'E1o1 k0prog 616%0g eivat 1 EnEKTAOT) TNG

uebodov €rol wote va eivar wovh va avayvopicel 060 T0 AVTIKEIREVO
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EPOPUOYNG EVOG AVTIUETPOV KABDS Kal TO VOKEIHEVO OV B TO EQaPUOCEL pe
ueyaivtepo Babud axpifeiac.

e Enduevo o16610 eivar m emEKTOON NG OMUOCIOAOYIKTG avAALGNG TOV
kewévov. H vmdpyovca pébodoc mov ypmowomoieitar eivar oe Béom va
avayvopicer €va mOAD piIkpO TOGOOTO TV OVIUETPOV OGOV APOPl, OTNV
KOTNYOPl0TTOinoT avTtol aALL KAl TNV avoyv@PLoT TOL TPOTLIOV TOL OVIKEL
(BAéme evomra 3). e tov okomd ovtd wpénel va peketnfovv meplocdTEPH
avTiPETPA KO GTNV GUVEYELR Vo Tpocmadnoovpe va eEdyovpe Kowd mpdTuTa
(patterns) mov a@oOpovV 6TV douT] TG TPOTACTS.

e H ovtoloyia acodielng mov TapovoldoTnke oty Topdypoeo 2.2.1 amoteiei
REPLKT] OTOTORMOT YvAONS TePt TV duaxeiplon ac@aied TV TANPOPOPLAKDY
ocvotnudtov. H exéktoon g pe xawvodpyieg évvoieg / kKAdoeg pe v Pondeia
TV 0moiV 00 ATOTVRIOVETAL EXAPKESTEPA KAl AKPIPEGTEPQ 1 YVDON TTEPT TNV
dwyeipion g aocediewng tov [L.E. kpivetar avaykaio yio TV ETEKTOON TNG
pebddov.

e Mia emmAiéov katevBuvon épevvag amoteAel N Bertioon tng pnebddov oToV
topéo G emefepyaciog tov  OwdkaoTikOV  avTpétpov  (procedural
countermeasures) ac@aiewng. Ta d100KACTIKG AVTILETPO ATOTEAOVV icc'og ™mv
SVOKOAOTEPT HOPPT QVTILETPOV QVAPOPIKA We TNV emeepyacio QLOIKNG
YAhooog. Autio, kot ovvapo pio akéun katevfuvon wov wPEmMEL v
eEepevvnBel meportép, eivar to yeyovog 0Tt Yo v e€aymyn yvdong and to
TEPLCCOTEPO. OVTIUETPA ATALTELTAL 1] TPOPOOHTIGY] TOV CUGTHLATOG UE ELLLECT
yvon oe peydro Pabud. Onmg mopatnpndnke kot otnv mopdypoeo 3.1.3
onuovIikd polo otV exkAémTuvon TV otolEeiov  evoc  avTPETPOL
dwdpapatiCer 1 avBpodmvn okéyn n omoilo emoywywkd pmopel va e&dyet
KGO CUUTEPAOUATO OYETWKG HE TNV €QAPHOYN TOL avTuETpov. [lpémet
Aomdv to cvoTa vo givan og B€om va avalntioet TV YvOGN TOL TOL Agimel

010 owotd onpueio (my ['voolwkég Paoeig dedopévav, avBpomot k.a.)
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6. Hapaptrpota

6.1.GATE

e avth TV evotnTo Tapovotdloviol Ta apyeio wov dnuovpyReNKoy pe GKomo
mv mopaperporoinon 1ov GATE yw v eioywym yvoong and ta avtiperpo g

TOMTIKNG 0CQAAELOG.
Gazetteer

Apyeio so_passwords.lst:

passwords
password
Password
Passwords

Apyeio so_routers.lIst:

router
routers

Apyeio so_servers.lIst:

application server
application server
file server

file servers

ftp server

ftp servers

mail server

mail servers

proxy server

proxy servers
server

servers

web server

web servers

Apyeio so_cryprography.ist:

asymmetric algorithm
asymmetric algorithms
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cryptographic
cryptographic method
cryptographic methods
cryptography
cryptosystem
symmetric algorithm
symmetric algorithms

Apyeio so_firewalls.Ist:

filters

filter

filtering device

software firewall
hardware firewall

Apyeio so_hosts.Ist:

host
hosts
computer
computers
pc

pc's
terminal

Apyeio so_password_length.Ist:

length
long

IIpocstnkn tov akdrovbav ypoupdv oto apyeio lists.st i v yvootomoinon twv

nopamave apyeiov otov Gazetteer kaBdg Kot Yo TNV KaTyoplromoinomn tov Aéfewv

mov Bpickovtal 610 KGbe apyeio:

So_cryptography.lst:MessageSecurity:DeliveryChecking

SO _firewalls.lst:NetworkAccessControls:Firewalls
50 _hosts.lst:NetworkEquipment:Client
SO _passwords.lst:IdentificationAndAuthentication

S0 _password length.lst:IdentificationAndAuthentication:PasswordLength

SO_routers.lst:NetworkEquipment:Router
50 servers.lst:NetworkEquipment:Server
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NE Transducer

Apyeio so_patterns.jape:

Phase: SO PATTERNS
Options: control = appelt

Rule:patternd
Priority: 10
(
({Token.category == NNP}|{Token.category == NNP})
{SpaceToken}
({Token}
{SpaceToken} )+
{Token}
{Split}
) :patternd
-—=>
:patternd.Patterns = {kind = "4", rule = "patternd"}

Rule:patternl

Priority: 20

{
{Token.category == VB}
{SpaceToken}
({Token}
{SpaceToken}) +
{Token.category == IN}
({SpaceToken}
{Token} )+
{Split}

) :patternl

-—>
:patternl.Patterns = {kind = "1", rule "patternl"}

Rule:pattern2

Priority: 30

(
{Token.category == VB}
{SpaceToken}
{({Token}
{SpaceToken}) +
{Token.category == TO}
({SpaceToken}
{Token}) +
{Split}

) ipattern?

-~>
:pattern2.Patterns = {kind "2", rule = "pattern2"}

Rule:pattern3
Priority: 40
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{Token.category == VB}
{SpaceToken}

({Token}
{SpaceToken} )+
{Token.category == TO}
{SpaceToken}

({Token}

{SpaceToken} )+
{Token.string == "between"}
{({SpaceToken}

{Token})+
{Split}

) ipattern3
-
:pattern3.Patterns = {kind = "3", rule = "pattern3"}

Apyeio so_rules.jape:

Phase: SO_RULES
Options: control = appelt

Rule:passwords
Priority: 10
(

{Lookup.majorType == IdentificationAndAuthentication}
) ipassword
-—>

:password.CM Group = {kind = "passwords", majorT = "Identification
And Authentication", rule = "passwords"}

Rule:passwords_length
Priority: 20
{
{Lookup.majorType == IdentificationAndAuthentication,
Lookup.minorType == PasswordLength}

) :password_length
-->

:password length.CM Group = {kind = "password length", majorT =
"Identification And Authentication"”, minorT "Password Length", rule
= "passwords_length"}

Rule:cr&ptography
Priority: 30
(
{Lookup.majorType == MessageSecurity, Lookup.minorType ==
DeliveryChecking}
) :cryptography
-->
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:cryptography.CM Group = {kind = "cryptography", majorT = "Message
Security", minorT = "Delivery Checking", rule = "Cryptography"}

Rule: firewalls
Priority: 40
(

{Lookup.majorType NetworkAccessControls, Lookup.minorType
Firewalls}
y:firewalls
-—>

:firewalls.CM Group = {kind = "firewalls", majorT
"NetworkAccessControls”, minorT "Firewalls", rule = "firewalls"}

Rule:client
Priority:50
(

{Lookup.majorType == NetworkEquipment, Lookup.minorType == Client}
):client
—-—=>

:client.Target = {kind = "Client", rule = "client"}

Rule:server
Priority:60
(

{Lookup.majorType == NetworkEquipment, Lookup.minorType == Server}
) iserver
B>

:server.Target = {kind = "Server", rule = "server"}

Rule:router
Priority:70
(

{Lookup.majorType == NetworkEquipment, Lookup.minorType == Router}
) :router
-—->

:router.Target = {kind = "Router", rule = "router"}

Apyeio so_target.jape:

Phase: SO _TARGET
Input: Token Lookup SpaceToken Client Server Router CM Group
Options: control = appelt

Rule:target data
Priority: 10
(
{CM_Group.kind=="cryptography"}
)itarget data
>
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:target data.Target = {kind = "Data", rule = "target data"}

Rule:target data2
Priority: 20
(

{CM Group.kind=="firewalls"}
) :target dataZ2
-—>
:target_data2.Target = {kind = "AllSystems"”, rule = "target data2"}

Rule:target data3
Priority: 30
(
{CM_Group.kind=="passwords"} |
{CM Group.kind=="password length"}
) :target data3
-—>
:target data3.Target = {kind = "AllSystems", rule = "target data3"}

[IpooOkm Tov akdrovbov ypoupdv 610 apyeio main.jape yia TNV YVOOTOLOINGT TV
napandve apyeiov otov NE Transducer xon v enelepyacia Tov Topandve kavovev

JAPE.

so_patterns
so_rules
so_target
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6.2.IlapaBeon tnyaiov koowka JAVA

[Mapaxdte akolovbei o mnyaiog kddkag g HeBddov mov mapovouwicstnke. O

k®dikag eivar vAomompévog oe YAdooa JAVA.,

StandAloneAnnie.java

Created with JBuilder
-

*  StandAloneAnnie.java

*

*

* Copyright (c¢) 2000-2001, The University of Sheffield.

*

* This file is part of GATE {see http://gate.ac.uk/), and is
free

* software, licenced under the GNU Library General Public
License,

* Version 2, Junel99l.

*

* A copy of this licence is included in the distribution in
the file

* licence.html, and is also available at
http://gate.ac.uk/gate/licence.html.

*

* hamish, 29/1/2002

*

*  $Id: StandAloneAnnie.java,v 1.2 2002/02/06 15:23:49 nasso
Exp $

*/

import java.util.*;
import java.io.*;

import java.net.*;
import java.lang.String;

import gate.*;
.creole.*;

import gate.util.*;

* .
- 7

/>
* For simplicity's sake, we don't do any exception handling.
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public class StandAloneAnnie ({

/** The Corpus Pipeline application to contain ANNIE */
private SerialAnalyserController annieController;

//8tatic variables for easier use of the array struct..
private static int subject = 0;

private static int cmgroup = 1;
private static int target = 2;
private static int action = 3;
private static int constraints = 4;

//The cm can afford 10 sentences.. Must be changed manually
if more than

//20 sentences will be annctated..

private static String cm[][] = new String[10][5];

private static int pattern;

/-k*
*= Initialise the ANNIE system. This creates a "corpus
pipeline"
* application that can be used fo run sets of documents
through
* the extraction system.
./
public void initAnnie() throws GateException {
Out.prln("Initialising ANNIE...");

// create a serial analyser controller to run ANNIE with
annieController =
(SerialAnalyserController) Factory.createResource(
"gate.creole.SerialAnalyserController”,
Factory.newFeatureMap (),
Factory.newFeatureMap (), "MyANNIE"

N

// Lloaa each PR as defined 1n ANNIZConstants
for (int i = 0; 1 < ANNIEConstants.PR NAMES.length; i++) {

FeatureMap params = Factory.newFeatureMap(); // use
default parameters
ProcessingResource pr = (ProcessingResource)

Factory.createResource(ANNIEConstants.PR_NAMES[i],
Params) ;

Out.println (ANNIEConstants.PR NAMES[i]);
// add the PR to the pipeline controller
annieController.add(pr);

} // for each ANNIE PR

Out.prln("...ANNIE loaded");
} // initAnnie ()
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/** Tell ANNIE's controlier about the corpus you wani to run
on %
public void setCorpus (Corpus corpus) {
annieController.setCorpus (corpus) ;
} // setCorpus

/** Run ANNIE */
public void execute() throws GateException {

Out.prln ("Running ANNIE...");
annieController.execute () ;
Out.prln("...ANNIE complete");

} // execute()

/**

* Run from the command-line, with a path and the name of
the

* countermeasures that you wish to be annctated..

* This code will run with all the documents in memcry
you

* want to unload each from memory after use, add code to
store

* the corpus in a DataStore.

>/

e

public static void main(String args([]) throws GateException,
IOException {
/7 initialize neccessary constants...
initConstants () ;

// initialise the GATE library

Out.prin("Initialising GATE...");
Gate.init () ;
Out.prln("...GATE initialised");

// initialise ANNIE (this may take several minutes)
StandAloneAnnie annie = new StandAloneAnnie();
annie.initAnnie();

// Initlalise the corpus to be annotated...
Corpus corpus = (Corpus) initCorpora(args([0]);

// tell the pipeline about the corpus and run it
annie.setCorpus (corpus) ;
annie.execute ();

//Get the Document you want.. Name = args[1l]
Document docum;
int docint;

if ( (docint = getIntDocument (args(l], corpus)) '= -1) {
docum = (Document) corpus.get(docint);

}

else {
Out.println("Den vrika Document me onoma" + args[1l]);
return;
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//Initialize subject with the attribute administrators
since there is

//no extra data for this field that can be extracted from
the cm..

//Rows must be changed manually if there is a change in
the number ol

//sentences. .
for (int i = 0; 1 <= 3; i++)
cm([i] [subject] = "Administrators";

//Initialize Contrains so that nothing appears as null..
for (int i = 0; i <= 3; i++)
cm[i] {[constraints] = "No Constrain";

//Get the sentences from the desired doc..
Iterator sentencelterator =
docum.getAnnotations () .get ("Sentence")
.iterator{):;
int sentencenum = 1;
//Get the tokens..
AnnotationSet tokenannot =
docum.getAnnotations () .get ("Token");
while (sentencelterator.hasNext()) {
//Get the start and end offset of the sentence.
//AnnotationSet currentannot =
docum.getAnnotations ("Sentence"} ;
Annotation currSentenceAnn = (Annotation)
sentencelterator.next():
Long startoffset = new
Long {currSentenceAnn.getStartNode ()
.getOffset () .intValue());
Long endoffset = new Long (currSentenceAnn.getEndNode ()
.getOffset().intValue());

//70ut.println ("Sentence no" + sentencenum);
//Cut.println{docum.getContent () .zoString{} .substring
// startoffset. inTValue (),

/7 endcffset.intValue{))};

//Get the target for the countermeasure
AnnotationSet targetannot =
docum.getAnnotations () .get ("Target")
.get (startoffset, endoffset):;
if (targetannot.size() == 1) {
Annotation trg = (Annotation)
targetannot.iterator () .next ();
cm[sentencenum - 1] [target] =
trg.getFeatures () .get ("kind")
.toString();
}
if (targetannot.size() == 0) {
//Simvasi: Otan den uparzel target upothetoume oti
€inai Data..
cm[sentencenum - 1] [target] = "Data";
Out.println(cm[sentencenum - 1][target]);
}

//Cut.println({targetannot.size());
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if (targetannot.size() > 1) {

boolean firsttarget = true;
Iterator targetiter = targetannot.iterator();
while (targetiter.hasNext ()) {

Annotation trg = (Annotation) targetiter.next();

if (firsttarget) {
cm{sentencenum - 1] [target] =
trg.getFeatures () .get ("kind")
.toString () ;
firsttarget = false;
//0ut.printlnicm{sentencenun 1] [target]);
}
else {
if (!cm{sentencenum -
1] [target] .matches (trg.getFeatures ()
.get ("kind") .toString()))
cm([sentencenum - 1] [target] = cm[sentencenum -
1] [target] +
" , " +
trg.getFeatures () .get ("kind") .toString();
}

}
//complete the string..
/7cmlsentencenum =1] [target] cmi{sentencanum-
ilitarget] + "™ |} ";
}
if (targetannot.size() > 2) {
//too many targets recognized.. Assuming that ls for
bata
cm[sentencenum ~ 1] [target] = "Data";

}

//Get the cngroup..
AnnotationSet cmgroupannot =
docum.getAnnotations () .get ("CM_Group")

.get (startoffset, endoffset);

Iterator cmgiter = cmgroupannot.iterator();
Nore Laan ons. .
String group = "";
String subgroup = "";
boolean firstgroup = true;
if (cmgroupannot.size() <= 2) {
while (cmgiter.hasNext ()) {
Annotation cmg = (Annotation) cmgiter.next();

group = cmg.getFeatures().get("majorT") .toString():;
if (firstgroup) {

group =
Cmg.getFeatures () .get("majorT").toString();
if (cmg.getFeatures () .containsKey ("minorT"))
subgroup =

Cmg.getFeatures () .get ("minorT") .toString () ;
firstgroup = false;
}
else {
if
(!group.matches(cmg.getFeatures().get("majorT").toString())) {
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group = group + ", " +
cmg.getFeatures () .get ("majorT")
.toString();
}

if (cmg.getFeatures().containsKey("minorT")) {
if
(!subgroup.matches (cmg.getFeatures () .get ("minorT")
.toString())) {

subgroup = subgroup + ", " +
cmg.getFeatures () .get ("minorT")
.toString();

cm[sentencenum - 1] [cmgroup] = "GROUP: " + group + "
SUBGROUP: " +
subgroup;
pattern ognized..

AnnotationSet patternannot =
docum.getAnnotations () .get ("Patterns")
.get (startoffset, endoffset);

Annotation pt = (Annotation)
patternannot.iterator () .next();
pattern =

Integer.parselnt (pt.getFeatures () .get ("kind") .toString()):;

//Get the annotation set "Token" for this sentence..
AnnotationSet posNNRange = tokenannot.get (startoffset,
endoffset);

A Lizsk e P

ks the SortedAn

ArrayList posNNRangelist = new ArraylList (posNNRange) ;

Collections.sort (posNNRangelist, new
gate.util.OffsetComparator());

Iterator tokeniter = posNNRangelist.iterator();

Long startact = new Long(0);

Long endact = new Long(0);

boolean firsttime = true;

Long startconst = new Long(0);

Long endconst = new Long(0);

switch (pattern) {

case 1:
/ ric
while (tokeniter.hasNext()) {
Annotation NNannot = (Annotation)

tokeniter.next () ;

type..
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*
* int start

NNannot.getStartNode () .getCffset () .intValue();
* int end =
NNannot.getEndNode () .getOffset () .intvValue ()

* String annotText =
1" +

docum.getContent () .toString() .
* substring(start, end);
* Qut.printin{annotText + " ,

57
//Bnd the other..
= NNannot.getFeatures():;

fmap.get ("category"));
FeatureMap fmap

= fmap.

String s
fmap.get (ANNIEConstants.TOKEN STRING FEATURE NAME).toString():;
String cat

get (ANNIEConstants.TOKEN CATEGORY FEATURE NAME) .toString();
{
NNannot.getStartNode () .getOffset (),

(firsttime)

if

startact
= false;

firsttime =
}
if (cat.matches ("IN")) {
endact = NNannot.getStartNode () .getOffset();
}
} // Token Iterator
//Out.println(startact + " " + endact);
cm[sentencenum - 1] [{action] =

docum.getContent () .toString ()
.substring(startact.intValue (),
= 1)),

(endact.intvValue ()
break;

case 2:
/**Use filters to control which systems are

{

permitted connections
* with the Internet.
e
while
Annotation NNannot (Annotation)
/**0One way of getting the text along with the

(tokeniter.hasNext ())

tokeniter.next () ;

annotation type..
*
* int start =
NNannot.getStartNode().getOffset() intValue () ;
* int end =
NNannot.getEndNode () .getOffset () .intValue (};
* String annotText =
(start, end):
, " +

docum.getContent () .toString () .
* substring
* Qut.println{annotText + "

(st

fmap.get ("category"));
ey
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//And the other..
FeatureMap fmap = NNannot.getFeatures();
String =

fmap.get (ANNIEConstants.TOKEN_ STRING FEATURE NAME) .toString();
String cat = fmap.

get (ANNIEConstants.TOKEN CATEGORY FEATURE NAME) .toString();

if (firsttime) { - B
startact = NNannot.getStartNode () .getOffset();
firsttime = false;

}

if (cat.matches ("TO")) {
endact = NNannot.getStartNode () .getOffset();

}

} // Token

//0ut.println{startact + " " + ol
cm[sentencenum - 1] [action] =
docum.getContent () .toString ()
.substring(startact.intValue (),

&)

(endact.intValue () - 1));
break;
case 3:
/**Use filters to restrict the level of access
between
*internal and external hosts.
L7
while (tokeniter.hasNext()) {
Annotation NNannot = (Annotation)
tokeniter.next ();
/**0One way ol —he t
annotatc type..
*

* int start
NNannot.getStartNode () .getOffset () .intValue();
* int end =
NNannot.getEndNode () .getCffset () .intValue():
* String annotText
docum.getContent () .toStrin
* substring{start, end);
* Qut.println{annotText + " ,
fmap.get ("category"
*/
//And the ..
FeatureMap fmap = NNannot.getFeatures();
String name =

fmap.get (ANNIEConstants.TOKEN STRING FEATURE NAME) .toString():;
String cat = fmap.

9et (ANNIEConstants.TOKEN CATEGORY FEATURE_NAME) .toString():
//0ut.printini{cat);
if (firsttime) {
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startact = NNannot.getStartNode () .getOffset():;
firsttime = false;

}

if (cat.matches ("TO")) {
endact = NNannot.getStartNode().getOffset():;
printin("mpika sto Y
}
if (name.matches ("between")) {

startconst = NNannot.getStartNode () .getOffset();
endconst = endoffset;

Iterator

cm[sentencenum - 1] [action] =
docum.getContent () .toString ()
.substring(startact.intValue (),

(endact.intValue () - 1));

cm[sentencenum - 1] [constraints] =

docum.getContent () .toString () .
substring(startconst.intValue (),

endconst.intValue ());
break;

case 4:

//..Passwords to be at least 6 characters long..
//Parse the sentence based on the pattern.
/**In this case the whole sentence is the action and
nothing else
* can be extracted from sentence..
L/
cm[sentencenum - 1] [action] =

docum.getContent () .toString () .substring
startoffset.intValue (), endoffset.intValue()):

break;
}
while (tokeniter.hasNext()) {
Annotation NNannot = (Annotation) tokeniter.next();

/**0ne way of gettlng the
annotation type..
*
* int start =
NNannet.qetStart&cde().getOffset().;ntValue();
* Int end
_NNannot.getEndNode () .getOffset () . Vi

* String docum. ontent{).toStr
* substring{start, end}:;
* Qut.println{annctText + " , " +
fmap. g {"category"
*/

//And the cther..
FeatureMap fmap = NNannot.getFeatures();

String =
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fmap.get (ANNIEConstants.TOKEN STRING FEATURE NAME).toString();
String =

fmap.get (ANNIEConstants.TOKEN CATEGORY FEATURE NAME) .toString/(
)i

" , In + Ca t
Iterator
int = posNNRange.size();
at.println("Result " + result);
next
sentencenum++;

showResults (cm, sentencenum) ;

} /7 ma

public static void showResults (String cms[][], int
sentences) {
Out.println("\n--------——-———-————— o

Out.println("Parousiasi domis antimetrou gia tin kathe
protasi.");

//0ut.print {"SUBJECT : SUBGROUP:

ICN") ;

//0 " i

for (int 1 = 0; 1 <= sentences - 2; i++) {
Out.println("Sentence No " + (i + 1)),
Out.println("—--—-=-=-——====—- ")
for (int j = 0; j <= 4; j++) {
switch (j) {
case 0:
Out.println(" Subject:\t" + cms([i][]j])
break;
case 1:
Out.println(" Group:\t" + cms[i][J]1);
break;
case 2:
Out.println(™ Target:\t" + cms[i][]]):
break;
case 3:
Out.println(" Action:\t" + cms[i][j]);
break;
case 4:
Out.printlin(" Constraints:\t" + cms(i][3]):
break;
}
}
Out.println();
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}
Out.println(""):
Out.println (M= —mme—— e — — - e o e e —

——eet)

}

public static Corpus initCorpora(String pathToDirectory)

throws
java.lo.IOException, ResourcelnstantiationException {
Corpus corpus = (Corpus)
Factory.createResource ("gate.corpora.CorpusImpl”);
File directory = new File (pathToDirectory):

File files[] = directory.listFiles{();
//extfil . "oxt™y;
directory.ToURL();
.pop SLxtfi "UTF-8", false;;
for (int i = 0; i < files.length; i++) {
URL u = files[i].toURL{():
file {for exa a
if (u.toString().endsWith("txt")) {

FeatureMap params = Factory.newFeatureMap():
params.put ("name", files[i].getName());
params.put ("sourceUrl", u);

params.put ("preserveOriginalContent”, new

Boolean (true)) ;
params.put ("collectRepositioningInfo"”, new

Boolean (true)) ;
Out.prln("Creating doc for " + u);
Document doc = (Document)

Factory.createResource ("gate.corpora.DocumentImpl"”, params);
corpus.add(doc) ;
}

each of args
corpus.setName ("MyCorpus " + Gate.genSym()):
return corpus;

public static void initConstants() {
System.setProperty("gate.home", "C:\\Program Files\\GATE

3.0 RCI\\");
System.setProperty ("KNOWN_PLUGIN PATH KEY",
"C:\\Program Files\\GATE 3.0
RCI\\plugins\\");
}

public static int getIntDocument (String doc, Corpus cor) {
Iterator corpusiter = cor.iterator();
int tempint = 0;

int where = -1;
while (corpusiter.hasNext()) {
Document tempdoc = (Document) corpusiter.next();

if (tempdoc.getName () .equals (doc))

122
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where = tempint;
tempint++;

}

return where;

}

public static class SortedAnnotationlList
extends Vector {
public SortedAnnotationList () {
super () ;
} // SortedAnnotationList

public boolean addSortedExclusive (Annotation annot) {
Annotation currAnot = null;

// overlapping check
for (int i = 0; i < size(); ++1i) {
currAnot = (Annotation) get(i):
if (annot.overlaps (currAnot)) {
return false;
y /7 if
} // for

long annotStart =
annot.getStartNode () .getOffset () .longValue () ;
long currStart;

// inser=

for (int 1 = 0; i < size(); ++i) {
currAnot = (Annotation) get(i):;
currStart =

currAnot.getStartNode () .getOffset () .longValue()
if (annotStart < currStart) {
insertElementAt (annot, 1i);

// Out.prln{"Current start: "+currStart);
return true;
Yy // 1if
} // for
int size = size();

insertElementAt (annot, size);
// Out.prin("Insert start: "+annotStart+" at size
pPosition: "+size);
return true;
} // addSorted
} // SortedAnnotaticnList
} // class StandAlonelnnie

StandAloneAnnie.java
Created with JBuilder
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6.3. Protégé — Ovroroyia Acpaicrag

[apaxdtw axkolovBel o kddikag OWL g ovioloyiag acedieiag.

<?xml version="1.0"?>
<rdf:RDF
xmlns:rdf="http://www.w3.0rg/1999/02/22-rdf-syntax-ns#"
xmlns:xsd="http://www.w3.0rg/2001/XMLSchema#"
xmlns:rdfs="http://www.w3.0rg/2000/01/rdf-schema#"
xmlns:owl="http://www.w3.0rg/2002/07/owl#"
xmlns="http://www.owl-ontologies.com/unnamed.owl#"
xml:base="http://www.owl-ontologies.com/unnamed.owl">
<owl:0Ontology rdf:about=""/>
<owl:Class rdf:ID="TelnetServer">
<owl:disjointWith>
<owl:Class rdf:ID="FTPServer"/>
</owl:disjointWith>
<owl:disjointWith>
<owl:Class rdf:ID="ApplicationServer"/>
</owl:disjointWith>
<owl:disjointWith>
<owl:Class rdf:ID="FileServer"/>
</owl:disjointWith>
<owl:disjointWith>
<owl:Class rdf:ID="MailServer"/>
</owl:disjointWith>
<owl:disjointWith>
<owl:Class rdf:ID="ProxyServer"/>
</owl:disjointWith>
<owl:disjointWith>
<owl:Class rdf:ID="WebServer"/>
</owl:disjointWith>
<rdfs:subClassOf>
<owl:Class rdf:ID="Server"/>
</rdfs:subClassOf>
<owl:disjointWith>
<owl:Class rdf:ID="GroupwareServer"/>
</owl:disjointWith>
</owl:Class>
<owl:Class rdf:ID="UserManual">
<rdfs:subClassOf>
<owl:Class rdf:ID="Information"/>
</rdfs:subClassOf>
<owl:disjointWith>
<owl:Class rdf:ID="ContinuityPlans"/>
</owl:disjointWith>
<owl:disjointWith>
<owl:Class rdf:ID="Database"/>
</owl:disjointWith>
<owl:disjointWith>
<owl:Class rdf:ID="InformationBackup"/>
</owl:disjointWith>
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</owl:Class>
<owl:Class rdf:ID="Network">
<owl:disjointWith>
<owl:Class rdf:ID="Personnel”/>
</owl:disjointWith>
<owl:disjointWith>
<owl:Class rdf:ID="Services"/>
</owl:disjointWith>
<rdfs:subClassOf>
<owl:Class rdf:ID="Asset"/>
</rdfs:subClassOf>
<owl:disjointWith>
<owl:Class rdf:ID="LogRecord"/>
</owl:disjointWith>
<owl:disjointWith>
<owl:Class rdf:ID="Data"/>
</owl:disjointWith>
<owl:disjointWith>
<owl:Class rdf:ID="Documents™/>
</owl:disjointWith>
<owl:disjointWith>
<owl:Class rdf:about="#Information"/>
</owl:disjointWith>
<owl:disjointWith>
<owl:Class rdf:ID="Firmware"/>
</owl:disjointWith>
<owl:disjointWith>
<owl:Class rdf:ID="Hardware"/>
</owl:disjointWith>
<owl:disjointWith>
<owl:Class rdf:ID="Software"/>
</owl:disjointWith>
<owl:disjointWith>
<owl:Class rdf:ID="CommunicationsEquipment"/>
</owl:disjointWith>
<rdfs:subClassOf>
<owl:Class rdf:ID="CIMNetwork"/>
</rdfs:subClassOf>
</owl:Class>
<owl:Class rdf:ID="Transparent">
<owl:disjointWith>
<owl:Class rdf:ID="Remsh"/>
</owl:disjointWith>
<owl:disjointWith>
<owl:Class rdf:ID="Local"/>
</owl:disjointWith>
<owl:disjointWith>
<owl:Class rdf:ID="Interactive"/>
</owl:disjointWith>
<rdfs:subClassOf>
<owl:Class rdf:ID="Gateway"/>
</rdfs:subClassOf>
<owl:disjointWith>
<owl:Class rdf:ID="Interlock"/>
</owl:disjointWith>
<owl:disjointWith>
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<owl:Class rdf:ID="Proxy"/>
</owl:disjointWith>
<owl:disjointWith>
<owl:Class rdf:ID="Raptor"/>
</owl:disjointWith>
</owl:Class>
<owl:Class rdf:ID="DevelopmentToolsAndUtilities">
<rdfs:subClassOf>
<owl:Class rdf:about="#Software"/>
</rdfs:subClassOf>
<owl:disjointWith>
<owl:Class rdf:ID="ApplicationSoftware"/>
</owl:disjointWith>
<owl:disjointWith>
<owl:Class rdf:ID="SystemSoftware"/>
</owl:disjointWith>
</owl:Class>
<owl:Class rdf:ID="Integrity">
<owl:disjointWith>
<owl:Class rdf:ID="RiskEvaluationCriterion"/>
</owl:disjointWith>
<owl:disjointWith>
<owl:Class rdf:ID="Controls"/>
</owl:disjointWith>
<owl:disjointWith>
<owl:Class rdf:ID="AssetValue"/>
</owl:disjointWith>
<owl:disjointWith>
<owl:Class rdf:ID="Consequence"/>
</owl:disjointWith>
<owl:disjointWith>
<owl:Class rdf:ID="RiskValue"/>
</owl:disjointWith>
<owl:disjointWith>
<owl:Class rdf:ID="Threat"/>
</owl:disjointWith>
<owl:disjointWith>
<owl:Class rdf:ID="ValueDefinition"/>
</owl:disjointWith>
<owl:disjointWith>
<owl:Class rdf:ID="Countermeasure"/>
</owl:disjointWith>
<owl:disjointWith>
<owl:Class rdf:ID="Impact"/>
</owl:disjointWith>
<owl:disjointWith>
<owl:Class rdf:ID="Frequency"/>
</owl:disjointWith>
<owl:disjointWith>
<owl:Class rdf:ID="UnwantedIncident"/>
</owl:disjointWith>
<owl:disjointWith>
<owl:Class rdf:ID="Stakeholder"/>
</owl:disjointWith>
<owl:disjointWith>
<owl:Class rdf:ID="Vulnerability"/>
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</owl:disjointWith>
<owl:disjointWith>
<owl:Class rdf:ID="Attack"/>
</owl:disjointWith>
<owl:disjointWith>
<owl:Class rdf:ID="SensitivityLevel"/>
</owl:disjointWith>
<owl:disjointWith>
<owl:Class rdf:ID="AssetInventory"/>
</owl:disjointWith>
<owl:disjointWith>
<owl:Class rdf:ID="Confidentiality"/>
</owl:disjointWith>
<owl:disjointWith>
<owl:Class rdf:ID="RiskEvaluation"/>
</owl:disjointWith>
<owl:disjointWith>
<owl:Class rdf:ID="Authenticity"/>
</owl:disjointWith>
<rdfs:subClassOf>
<owl:Class rdf:ID="SecurityRequirement”/>
</rdfs:subClassOf>
<owl:disjointWith>
<owl:Class rdf:ID="SecurityPolicy"/>
</owl:disjointWith>
<owl:disjointWith>
<owl:Class rdf:ID="ThreatAgent"/>
</owl:disjointWith>
<owl:disjointWith>
<owl:Class rdf:ID="Availabity"/>
</owl:disjointWith>
<owl:disjointWith>
<owl:Class rdf:ID="Risk"/>
</owl:disjointWith>
<owl:disjointWith>
<owl:Class rdf:ID="Compliance"/>
</owl:disjointWith>
<owl:disjointWith>
<owl:Class rdf:ID="NonRepudiation"/>
</owl:disjointWith>
</owl:Class>
<owl:Class rdf:ID="FaxMachine">
<owl:disjointWith>
<owl:Class rdf:ID="PABXs"/>
</owl:disjointWith>
<owl:disjointWith>
<owl:Class rdf:ID="Router"/>
</owl:disjointWith>
<rdfs:subClassOf>
<owl:Class rdf:about="#CommunicationsEquipment"/>
</rdfs:subClassOf>
<owl:disjointWith>
<owl:Class rdf:ID="AnsweringMachines"/>
</owl:disjointWith>
</owl:Class>
<owl:Class rdf:about="#Compliance">

—_—
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<owl:disjointWith>

<owl:Class rdf:about="#Impact"/>
</owl:disjointWith>
<owl:disjointWith>

<owl:Class rdf:about="#AssetInventory"/>
</owl:disjointWith>
<owl:disjointWith>

<owl:Class rdf:about="#Frequency"/>
</owl:disjointWith>
<owl:disjointWith>

<owl:Class rdf:about="#SensitivitylLevel"/>
</owl:disjointWith>
<owl:disjointWith>

<owl:Class rdf:about="#Controls"/>
</owl:disjointWith>
<owl:disjointWith>

<owl:Class rdf:about="#Availabity"/>
</owl:disjointWith>
<owl:disjointWith>

<owl:Class rdf:about="#Risk"/>
</owl:disjointWith>
<owl:disjointWith>

<owl:Class rdf:about="#Vulnerability"/>
</owl:disjointWith>
<owl:disjointWith rdf:resource="#Integrity"/>
<owl:disjointWith>

<owl:Class rdf:about="#UnwantedIncident"/>
</owl:disjointWith>
<owl:disjointWith>

<owl:Class rdf:about="#Stakeholder"/>
</owl:disjointWith>
<owl:disjointWith>

<owl:Class rdf:about="#RiskEvaluation"/>
</owl:disjointWith>
<owl:disjointWith>

<owl:Class rdf:about="#Threat"/>
</owl:disjointWith>
<rdfs:subClassOf>

<owl:Class rdf:ID="RiskAssessment"/>
</rdfs:subClassOf>
<owl:disjointWith>

<owl:Class rdf:about="#Countermeasure"/>
</owl:disjointWith>
<owl:disjointWith>

<owl:Class rdf:about="#Riskvalue"/>
</owl:disjointWith>
<owl:disjointWith>

<owl:Class rdf:about="#ValueDefinition"/>
</owl:disjointWith>
<owl:disjointWith>

<owl:Class rdf:about="#ThreatAgent"/>
</owl:disjointWith>
<owl:disjointWith>

<owl:Class rdf:about="#Authenticity"/>
</owl:disjointWith>
<owl:disjointWith>
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<owl:Class rdf:about="#NonRepudiation"/>
</owl:disjointWith>
<owl:disjointWith>
<owl:Class rdf:about="#RiskEvaluationCriterion"/>
</owl:disjointWith>
<owl:disjointWith>
<owl:Class rdf:about="#Consequence"/>
</owl:disjointWith>
<owl:disjointWith>
<owl:Class rdf:about="#Attack"/>
</owl:disjointWith>
<owl:disjointWith>
<owl:Class rdf:about="#AssetValue"/>
</owl:disjointWith>
<owl:disjointWith>
<owl:Class rdf:about="#Confidentiality"/>
</owl:disjointWith>
<owl:disjointWith>
<owl:Class rdf:about="#SecurityPolicy"/>
</owl:disjointWith>
</owl:Class>
<owl:Class rdf:about="#Threat">
<owl:disjointWith rdf:resource="#Compliance"/>
<owl:disjointWith>
<owl:Class rdf:about="#Impact"/>
</owl:disjointWith>
<owl:disjointWith>
<owl:Class rdf:about="#ValueDefinition"/>
</owl:disjointWith>
<owl:disjointWith>
<owl:Class rdf:about="#Risk"/>
</owl:disjointWith>
<rdfs:subClassOf>
<owl:Restriction>
<owl:cardinality
rdf:datatype="http://www.w3.0rg/2001/XMLSchema#int"
>1</owl:cardinality>
<owl:onProperty>
<owl:DatatypeProperty rdf:ID="ThreatType"/>
</owl:onProperty>
</owl:Restriction>
</rdfs:subClassOf>
<owl:disjointWith>
<owl:Class rdf:about="#SecurityPolicy"/>
</owl:disjointWith>
<owl:disjointWith>
<owl:Class rdf:about="#ThreatAgent"/>
</owl:disjointWith>
<owl:disjointWith>
<owl:Class rdf:about="#AssetValue"/>
</owl:disjointWith>
<owl:disjointWith>
<owl:Class rdf:about="#Frequency"/>
</owl:disjointWith>
<rdfs:subClassOf>
<owl:Restriction>
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<owl:onProperty>
<owl:ObjectProperty rdf:ID="Causes"/>
</owl:onProperty>
<owl:someValuesFrom>
<owl:Class rdf:about="#UnwantedIncident"/>
</owl:someValuesFrom>
</owl:Restriction>
</rdfs:subClassOf>
<owl:disjointWith>
<owl:Class rdf:about="#AssetInventory"/>
</owl:disjointWith>
<owl:disjointWith>
<owl:Class rdf:about="#Stakeholder"/>
</owl:disjointWith>
<rdfs:subClassOf>
<owl:Restriction>
<owl:onProperty>
<owl:ObjectProperty rdf:about="#Causes"/>
</owl:onProperty>
<owl:someValuesFrom>
<owl:Class>
<owl:unionOf rdf:parseType="Collection">
<owl:Class rdf:about="#Risk"/>
<owl:Class rdf:about="#UnwantedIncident"/>
</owl:unionOf>
</owl:Class>
</owl:someValuesFrom>
</owl:Restriction>
</rdfs:subClassOf>
<owl:disjointWith>
<owl:Class rdf:about="#Authenticity"/>
</owl:disjointWith>
<owl:disjointWith>
<owl:Class rdf:about="#UnwantedIncident"/>
</owl:disjointWith>
<rdfs:subClassOf>
<owl:Class rdf:about="#RiskAssessment"/>
</rdfs:subClassOf>
<owl:disjointWith>
<owl:Class rdf:about="#SensitivityLevel"”/>
</owl:disjointWith>
<owl:disjointWith>
<owl:Class rdf:about="#RiskEvaluationCriterion"/>
</owl:disjointWith>
<rdfs:subClassOf>
<owl:Restriction>
<owl:onProperty>
<owl:ObjectProperty rdf:ID="Targets"/>
</owl:onProperty>
<owl:someValuesFrom>
<owl:Class rdf:about="#Asset"/>
</owl:someValuesFrom>
</owl:Restriction>
</rdfs:subClassOf>
<owl:disjointWith>
<owl:Class rdf:about="#Asset"/>
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</owl:disjointWith>
<owl:disjointWith>
<owl:Class rdf:about="#Vulnerability"/>
</owl:disjointWith>
<rdfs:subClassOf>
<owl:Restriction>
<owl:onProperty>
<owl:DatatypeProperty rdf:ID="ThreatID"/>
</owl:onProperty>
<owl:cardinality
rdf:datatype="http://www.w3.0rg/2001/XMLSchema#int"
>1</owl:cardinality>
</owl:Restriction>
</rdfs:subClassOf>
<owl:disjointWith>
<owl:Class rdf:about="#Confidentiality"/>
</owl:disjointWith>
<owl:equivalentClass>
<owl:Class>
<owl:intersectionOf rdf:parseType="Collection">
<owl:Restriction>
<owl:allValuesFrom>
<owl:Class rdf:about="#Vulnerability"/>
</owl:allValuesFrom>
<owl:onProperty>
<owl:0ObjectProperty rdf:ID="Exploits"/>
</owl:onProperty>
</owl:Restriction>
<owl:Restriction>
<owl:onProperty>
<owl:0ObjectProperty rdf:ID="HasFrequency"/>
</owl:onProperty>
<owl:allValuesFrom>
<owl:Class rdf:about="#Frequency"/>
</owl:allValuesFrom>
</owl:Restriction>
<owl:Restriction>
<owl:minCardinality
rdf:datatype="http://www.w3.0rg/2001/XMLSchema#int"
>1</owl:minCardinality>
<owl:onProperty>
<owl:DatatypeProperty rdf:ID="Severity"/>
</owl:onProperty>
</owl:Restriction>
</owl:intersectionOf>
</owl:Class>
</owl:equivalentClass>
<rdfs:subClassOf>
<owl:Restriction>
<owl:minCardinality
rdf:datatype="http://www.w3.0rg/2001/XMLSchema#int"
>1</owl:minCardinality>
<owl:onProperty>
<owl:DatatypeProperty rdf:ID="Posibility"/>
</owl:onProperty>
</owl:Restriction>
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</rdfs:subClassOf>
<owl:disjointWith>
<owl:Class rdf:about="#NonRepudiation"/>
</owl:disjointWith>
<owl:disjointWith rdf:resource="#Integrity"/>
<owl:disjointWith>
<owl:Class rdf:about="#Availabity"/>
</owl:disjointWith>
<owl:disjointWith>
<owl:Class rdf:about="#Attack"/>
</owl:disjointWith>
<owl:disjointWith>
<owl:Class rdf:about="#Consequence"/>
</owl:disjointWith>
<owl:disjointWith>
<owl:Class rdf:about="#Controls"/>
</owl:disjointWith>
<owl:disjointWith>
<owl:Class rdf:about="#Countermeasure"/>
</owl:disjointWith>
<rdfs:subClassOf>
<owl:Restriction>
<owl:someValuesFrom>
<owl:Class rdf:about="#Risk"/>
</owl:someValuesFrom>
<owl:onProperty>
<owl:0ObjectProperty rdf:about="#Causes"/>
</owl:onProperty>
</owl:Restriction>
</rdfs:subClassOf>
<owl:disjointWith>
<owl:Class rdf:about="#RiskValue"/>
</owl:disjointWith>
<rdfs:subClassOf>
<owl:Restriction>
<owl:minCardinality

:datatype="http://www.w3.0rg/2001/XMLSchema#int"

>1</owl:minCardinality>
<owl:onProperty>
<owl:DatatypeProperty rdf:ID="ThreatName"/>
</owl:onProperty>
</owl:Restriction>
</rdfs:subClassOf>
<owl:disjointWith>
<owl:Class rdf:about="#RiskEvaluation"/>
</owl:disjointWith>

</owl:Class>
<owl:Class rdf:about="#Authenticity">

<owl:disjointWith>

<owl:Class rdf:about="#RiskEvaluation"/>
</owl:disjointWith>
<owl:disjointWith>

<owl:Class rdf:about="#Impact"/>
</owl:disjointWith>
<owl:disjointWith>

<owl:Class rdf:about="#Consequence"/>
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</owl:disjointWith>
<owl:disjointWith>

<owl:Class rdf:about="#RiskEvaluationCriterion"/>
</owl:disjointWith>
<owl:disjointWith>

<owl:Class rdf:about="#Countermeasure"/>
</owl:disjointWith>
<owl:disjointWith>

<owl:Class rdf:about="#Confidentiality"/>
</owl:disjointWith>
<owl:disjointWith>

<owl:Class rdf:about="#UnwantedIncident"/>
</owl:disjointWith>
<owl:disjointWith>

<owl:Class rdf:about="#Risk"/>
</owl:disjointWith>
<owl:disjointWith>

<owl:Class rdf:about="#AssetValue"/>
</owl:disjointWith>
<owl:disjointWith>

<owl:Class rdf:about="#ThreatAgent"/>
</owl:disjointWith>
<owl:disjointWith rdf:resource="#Integrity"/>
<rdfs:subClassOf>

<owl:Class rdf:about="#SecurityRequirement"/>
</rdfs:subClassOf>
<owl:disjointWith rdf:resource="#Compliance"/>
<owl:disjointWith>

<owl:Class rdf:about="#Controls"/>
</owl:disjointWith>
<owl:disjointWith>

<owl:Class rdf:about="#SensitivityLevel”/>
</owl:disjointWith>
<owl:disjointWith rdf:resource="#Threat"/>
<owl:disjointWith>

<owl:Class rdf:about="#RiskValue"/>
</owl:disjointWith>
<owl:disjointWith>

<owl:Class rdf:about="#NonRepudiation"/>
</owl:disjointWith>
<owl:disjointWith>

<owl:Class rdf:about="#SecurityPolicy"/>
</owl:disjointWith>
<owl:disjointWith>

<owl:Class rdf:about="#Availabity"/>
</owl:disjointWith>
<owl:disjointWith>

<owl:Class rdf:about="#Frequency"/>
</owl:disjointWith>
<owl:disjointWith>

<owl:Class rdf:about="#AssetInventory"/>
</owl:disjointWith>
<owl:disjointWith>

<owl:Class rdf:about="#ValueDefinition"/>
</owl:disjointWith>
<owl:disjointWith>
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<owl:Class rdf:about="#Stakeholder"/>
</owl:disjointWith>
<owl:disjointWith>
<owl:Class rdf:about="#Vulnerability"/>
</owl:disjointWith>
<owl:disjointWith>
<owl:Class rdf:about="#Attack"/>
</owl:disjointWith>
</owl:Class>
<owl:Class rdf:ID="AuthorizationPolicy">
<rdfs:subClassOf>
<owl:Class rdf:about="#SecurityPolicy"/>
</rdfs:subClassOf>
</owl:Class>
<owl:Class rdf:about="#ValueDefinition">
<owl:disjointWith rdf:resource="#Compliance"/>
<owl:disjointWith>
<owl:Class rdf:about="#Confidentiality"/>
</owl:disjointWith>
<owl:disjointWith>
<owl:Class rdf:about="#SecurityPolicy"/>
</owl:disjointWith>
<owl:disjointWith rdf:resource="#Authenticity"/>
<owl:disjointWith>
<owl:Class rdf:about="#Attack"/>
</owl:disjointWith>
<owl:disjointWith>
<owl:Class rdf:about="#AssetValue"/>
</owl:disjointWith>
<owl:disjointWith>
<owl:Class rdf:about="#RiskEvaluationCriterion"/>
</owl:disjointWith>
<owl:disjointWith>
<owl:Class rdf:about="#Availabity"/>
</owl:disjointWith>
<owl:disjointWith>
<owl:Class rdf:about="#Countermeasure"/>
</owl:disjointWith>
<owl:disjointWith>
<owl:Class rdf:about="#NonRepudiation"/>
</owl:disjointWith>
<owl:disjointWith>
<owl:Class rdf:about="#SensitivityLevel"/>
</owl:disjointWith>
<rdfs:subClassOf>
<owl:Class rdf:about="#RiskAssessment"/>
</rdfs:subClassOf>
<owl:disjointWith>
<owl:Class rdf:about="#UnwantedIncident"/>
</owl:disjointWith>
<owl:disjointWith rdf:resource="#Threat"/>
<owl:disjointWith rdf:resource="#Integrity"/>
<owl:disjointWith>
<owl:Class rdf:about="#Asset"/>
</owl:disjointWith>
<owl:disjointWith>
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<owl:Class rdf:about="#Stakeholder"/>
</owl:disjointWith>
<owl:disjointWith>
<owl:Class rdf:about="#Impact"/>
</owl:disjointWith>
<owl:disjointWith>
<owl:Class rdf:about="#ThreatAgent"/>
</owl:disjointWith>
<owl:disjointWith>
<owl:Class rdf:about="#AssetInventory"/>
</owl:disjointWith>
<owl:disjointWith>
<owl:Class rdf:about="#Vulnerability"/>
</owl:disjointWith>
<owl:disjointWith>
<owl:Class rdf:about="#RiskEvaluation"/>
</owl:disjointWith>
<owl:disjointWith>
<owl:Class rdf:about="#Frequency"/>
</owl:disjointWith>
<owl:disjointWith>
<owl:Class rdf:about="#Controls"/>
</owl:disjointWith>
<owl:disjointWith>
<owl:Class rdf:about="#Consequence"/>
</owl:disjointWith>
<owl:disjointWith>
<owl:Class rdf:about="#Risk"/>
</owl:disjointWith>
<owl:disjointWith>
<owl:Class rdf:about="#RiskValue"/>
</owl:disjointWith>
</owl:Class>
<owl:Class rdf:ID="SSLProtocol">
<owl:disjointWith>
<owl:Class rdf:ID="TLSProtocol"/>
</owl:disjointWith>
<rdfs:subClassOf>
<owl:Class rdf:ID="TransportLayerProtocol"/>
</rdfs:subClassOf>
<owl:disjointWith>
<owl:Class rdf:ID="SSHProtocol"/>
</owl:disjointWith>
</owl:Class>
<owl:Class rdf:ID="CIMUserEntity">
<rdfs:subClassOf>
<owl:Class rdf:ID="CIMManagedElement"/>
</rdfs:subClassOf>
</owl:Class>
<owl:Class rdf:ID="EnvironmentalThreat">
<owl:disjointWith>
<owl:Class rdf:ID="NaturalDisaster"/>
</owl:disjointWith>
<rdfs:subClassOf>
<owl:Class rdf:ID="Environmental"/>
</rdfs:subClassOf>
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</owl:Class>
<owl:Class rdf:ID="Delibarate">
<owl:disjointWith>
<owl:Class rdf:ID="Accidental"/>
</owl:disjointWith>
<rdfs:subClassOf rdf:resource="#Threat"/>
<owl:disjointWith>
<owl:Class rdf:about="#Environmental"/>
</owl:disjointWith>
</owl:Class>
<owl:Class rdf:ID="PublicNetwork">
<owl:disjointWith>
<owl:Class rdf:ID="NetworkEquipment"/>
</owl:disjointWith>
<owl:disjointWith>
<owl:Class rdf:ID="PrivateNetwork"/>
</owl:disjointWith>
<rdfs:subClassOf rdf:resource="#Network"/>
</owl:Class>
<owl:Class rdf:ID="Virus">
<rdfs:subClassOf>
<owl:Class rdf:ID="MaliciousCode"/>
</rdfs:subClassOf>
</owl:Class>
<owl:Class rdf:about="#Interactive">
<rdfs:subClassOf>
<owl:Class rdf:about="#Gateway"/>
</rdfs:subClassOf>
<owl:disjointWith>
<owl:Class rdf:about="#Raptor"/>
</owl:disjointWith>
<owl:disjointWith>
<owl:Class rdf:about="#Proxy"/>
</owl:disjointWith>
<owl:disjointWith>
<owl:Class rdf:about="#Local"/>
</owl:disjointWith>
<owl:disjointWith>
<owl:Class rdf:about="#Remsh"/>
</owl:disjointWith>
<owl:disjointWith rdf:resource="#Transparent"/>
<owl:disjointWith>
<owl:Class rdf:about="#Interlock"/>
</owl:disjointWith>
</owl:Class>
<owl:Class rdf:ID="HTMLEditor">
<owl:disjointWith>
<owl:Class rdf:ID="SetupUtilities"/>
</owl:disjointWith>
<owl:disjointWith>
<owl:Class rdf:ID="DatabaseTools"/>
</owl:disjointWith>
<rdfs:subClassOf
tdf:resource="#DevelopmentToolsAndUtilities™/>
<owl:disjointWith>
<owl:Class rdf:ID="ScriptingTools"/>
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</owl:disjointWith>
</owl:Class>
<owl:Class rdf:ID="TextEditor">
<rdfs:subClassOf>
<owl:Class rdf:about="#ApplicationSoftware"/>
</rdfs:subClassOf>
</owl:Class>
<owl:Class rdf:about="#WebServer">
<owl:disjointWith>
<owl:Class rdf:about="#FTPServer"/>
</owl:disjointWith>
<owl:disjointWith rdf:resource="#TelnetServer"/>
<rdfs:subClassOf>
<owl:Class rdf:about="#ApplicationSoftware"/>
</rdfs:subClassOf>
<owl:disjointWith>
<owl:Class rdf:about="#ApplicationServer"/>
</owl:disjointWith>
<owl:disjointWith>
<owl:Class rdf:about="#ProxyServer"/>
</owl:disjointWith>
<owl:disjointWith>
<owl:Class rdf:about="#GroupwareServer"/>
</owl:disjointWith>
<rdfs:subClassOf>
<owl:Class rdf:about="#Server"/>
</rdfs:subClassOf>
<owl:disjointWith>
<owl:Class rdf:about="#FileServer"/>
</owl:disjointWith>
<owl:disjointWith>
<owl:Class rdf:about="#MailServer"/>
</owl:disjointWith>
</owl:Class>
<owl:Class rdf:about="#Environmental">
<rdfs:subClassOf rdf:resource="#Threat"/>
<owl:disjointWith>
<owl:Class rdf:about="#Accidental"/>
</owl:disjointWith>
<owl:disjointWith rdf:resource="#Delibarate"/>
</owl:Class>
<owl:Class rdf:ID="Email">
<rdfs:subClassOf>
<owl:Class rdf:about="#ApplicationSoftware"/>
</rdfs:subClassOf>
</owl:Class>
<owl:Class rdf:about="#SecurityPolicy">
<owl:disjointWith>
<owl:Class rdf:about="#AssetValue"/>
</owl:disjointWith>
<owl:disjointWith rdf:resource="#Threat"/>
<owl:disjointWith>
<owl:Class rdf:about="#Risk"/>
</owl:disjointWith>
<owl:disjointWith>
<owl:Class rdf:about="#RiskEvaluation"/>
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</owl:disjointWith>
<owl:disjointWith>
<owl:Class rdf:about="#Impact"/>
</owl:disjointWith>
<rdfs:subClassOf>
<owl:Class rdf:about="#RiskAssessment"/>
</rdfs:subClassOf>
<owl:disjointWith>
<owl:Class rdf:about="#SensitivityLevel"/>
</owl:disjointWith>
<owl:disjointWith>
<owl:Class rdf:about="#UnwantedIncident"/>
</owl:disjointWith>
<owl:disjointWith>
<owl:Class rdf:about="#Consequence"/>
</owl:disjointWith>
<owl:disjointWith>
<owl:Class rdf:about="#Controls"/>
</owl:disjointWith>
<rdfs:subClassOf>
<owl:Class rdf:ID="CIMPolicy"/>
</rdfs:subClassOf>
<rdfs:subClassOf>
<owl:Restriction>
<owl:someValuesFrom>
<owl:Class rdf:about="#Controls"/>
</owl:someValuesFrom>
<owl:onProperty>
<owl:ObjectProperty rdf:ID="Includes"/>
</owl:onProperty>
</owl:Restriction>
</rdfs:subClassOf>
<owl:disjointWith>
<owl:Class rdf:about="#Attack"/>
</owl:disjointWith>
<owl:disjointWith>
<owl:Class rdf:about="#Confidentiality"/>
</owl:disjointWith>
<owl:disjointWith>
<owl:Class rdf:about="#NonRepudiation”/>
</owl:disjointWith>
<owl:disjointWith>
<owl:Class rdf:about="#Countermeasure"/>
</owl:disjointWith>
<owl:disjointWith>
<owl:Class rdf:about="#ThreatAgent"/>
</owl:disjointWith>
<owl:disjointWith rdf:resource="#Authenticity"/>
<owl:disjointWith>
<owl:Class rdf:about="#3Stakeholder"/>
</owl:disjointWith>
<owl:disjointWith>
<owl:Class rdf:about="#RiskEvaluationCriterion"/>
</owl:disjointWith>
<owl:disjointWith>
<owl:Class rdf:about="#RiskvValue"/>
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</owl:disjointWith>
<owl:disjointWith>
<owl:Class rdf:about="#Asset"/>
</owl:disjointWith>
<rdfs:subClassOf>
<owl:Restriction>
<owl:onProperty>
<owl:DatatypeProperty rdf:ID="Priority"/>
</owl:onProperty>
<owl:cardinality
rdf:datatype="http://www.w3.0rg/2001/XMLSchema#int™"
>1</owl:cardinality>
</owl:Restriction>
</rdfs:subClassOf>
<owl:disjointWith>
<owl:Class rdf:about="#Vulnerability"/>
</owl:disjointWith>
<rdfs:subClassOf>
<owl:Restriction>
<owl:minCardinality
rdf:datatype="http://www.w3.0rg/2001/XMLSchema#int"
>1</owl:minCardinality>
<owl:onProperty>
<owl:DatatypeProperty rdf:ID="UpdateTime"/>
</owl:onProperty>
</owl:Restriction>
</rdfs:subClassOf>
<owl:disjointWith>
<owl:Class rdf:about="#Availabity"/>
</owl:disjointWith>
<owl:disjointWith rdf:resource="#ValueDefinition"/>
<owl:disjointWith>
<owl:Class rdf:about="#AssetInventory"/>
</owl:disjointWith>
<owl:disjointWith rdf:resource="#Integrity"/>
<owl:disjointWith rdf:resource="#Compliance"/>
<owl:disjointWith>
<owl:Class rdf:about="#Frequency"/>
</owl:disjointWith>
</owl:Class>
<owl:Class rdf:about="#Documents">
<owl:disjointWith>
<owl:Class rdf:about="#Firmware"/>
</owl:disjointWith>
<owl:disjointWith>
<owl:Class rdf:about="#LogRecord"/>
</owl:disjointWith>
<owl:disjointWith>
<owl:Class rdf:about="#Services"/>
</owl:disjointWith>
<owl:disjointWith>
<owl:Class rdf:about="#Personnel"/>
</owl:disjointWith>
<owl:disjointWith>
<owl:Class rdf:about="#Software"/>
</owl:disjointWith>
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<owl:disjointWith>
<owl:Class rdf:about="#CommunicationsEquipment"/>
</owl:disjointWith>
<owl:disjointWith rdf:resource="#Network"/>
<owl:disjointWith>
<owl:Class rdf:about="#Hardware"/>
</owl:disjointWith>
<owl:disjointWith>
<owl:Class rdf:about="#Information"/>
</owl:disjointWith>
<owl:disjointWith>
<owl:Class rdf:about="#Data"/>
</owl:disjointWith>
<rdfs:subClassOf>
<owl:Class rdf:about="#Asset"/>
</rdfs:subClassOf>
</owl:Class>
<owl:Class rdf:ID="DigitalSignature">
<rdfs:subClassOf>
<owl:Restriction>
<owl:someValuesFrom>
<owl:Class rdf:ID="EncryptionAlgorithm"/>
</owl:someValuesFrom>
<owl:onProperty>
<owl:0ObjectProperty rdf:ID="Arises"/>
</owl:onProperty>
</owl:Restriction>
</rdfs:subClassOf>
<rdfs:subClassOf>
<owl:Class rdf:about="#NonRepudiation"/>
</rdfs:subClassOf>
</owl:Class>
<owl:Class rdf:about="#PrivateNetwork">
<rdfs:subClassOf rdf:resource="#Network"/>
<owl:disjointWith rdf:resource="#PublicNetwork"/>
<owl:disjointWith>
<owl:Class rdf:about="#NetworkEquipment"/>
</owl:disjointWith>
</owl:Class>
<owl:Class rdf:about="#Countermeasure">
<owl:disjointWith rdf:resource="#Compliance"/>
<owl:disjointWith>
<owl:Class rdf:about="#AssetValue"/>
</owl:disjointWith>
<rdfs:subClassOf>
<owl:Restriction>
<owl:cardinality
rdf:datatype="http://www.w3.0rg/2001/XMLSchema#int"
>1</owl:cardinality>
<owl:onProperty>
<owl:DatatypeProperty rdf:ID="CountermeasureType"/>
</owl:onProperty>
</owl:Restriction>
</rdfs:subClassOf>
<owl:disjointWith>
<owl:Class rdf:about="#Consequence"/>
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</owl:disjointWith>
<rdfs:subClassOf>
<owl:Restriction>
<owl:onProperty>
<owl:DatatypeProperty rdf:ID="Versatility"/>
</owl:onProperty>
<owl:minCardinality
rdf:datatype="http://www.w3.0rg/2001/XMLSchema#int™"
>1</owl:minCardinality>
</owl:Restriction>
</rdfs:subClassOf>
<rdfs:subClassOf>
<owl:Restriction>
<owl:onProperty>
<owl:DatatypeProperty rdf:ID="Subject"/>
</owl:onProperty>
<owl:minCardinality
rdf:datatype="http://www.w3.0rg/2001/XMLSchema#int"
>1</owl:minCardinality>
</owl:Restriction>
</rdfs:subClassOf>
<rdfs:subClassOf>
<owl:Restriction>
<owl:onProperty>
<owl:DatatypeProperty rdf:ID="Effectiveness"/>
</owl:onProperty>
<owl:minCardinality
rdf:datatype="http://www.w3.0rg/2001/XMLSchema#int"
>1</owl:minCardinality>
</owl:Restriction>
</rdfs:subClassOf>
<rdfs:subClassOf>
<owl:Class rdf:about="#RiskAssessment"/>
</rdfs:subClassOf>
<owl:disjointWith>
<owl:Class rdf:about="#RiskEvaluation"/>
</owl:disjointWith>
<owl:disjointWith>
<owl:Class rdf:about="#Frequency"/>
</owl:disjointWith>
<owl:disjointWith>
<owl:Class rdf:about="#NonRepudiation"/>
</owl:disjointWith>
<owl:disjointWith>
<owl:Class rdf:about="#Vulnerability"/>
</owl:disjointWith>
<owl:disjointWith>
<owl:Class rdf:about="#ThreatAgent"/>
</owl:disjointWith>
<rdfs:subClassOf>
<owl:Restriction>
<owl:onProperty>
<owl:DatatypeProperty rdf:ID="Constraint"/>
</owl:onProperty>
<owl:minCardinality
rdf:datatype="http.://www.w3.0rg/2001/XMLSchema#int"
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>1</owl:minCardinality>
</owl:Restriction>
</rdfs:subClassOf>
<owl:disjointWith>
<owl:Class rdf:about="#Attack"/>
</owl:disjointWith>
<rdfs:subClassOf>
<owl:Restriction>
<owl:onProperty>
<owl:ObjectProperty rdf:ID="Reduces"/>
</owl:onProperty>
<owl:someValuesFrom>
<owl:Class rdf:about="#Vulnerability"/>
</owl:someValuesFrom>
</owl:Restriction>
</rdfs:subClassOf>
<rdfs:subClassOf>
<owl:Restriction>
<owl:someValuesFrom rdf:resource="#Threat"/>
<owl:onProperty rdf:rescurce="#Targets"/>
</owl:Restriction>
</rdfs:subClassOf>
<owl:equivalentClass>
<owl:Restriction>
<owl:onProperty>
<owl:ObjectProperty rdf:ID="Protects"/>
</owl:onProperty>
<owl:allvaluesFrom>
<owl:Class rdf:about="#Asset"/>
</owl:allValuesFrom>
</owl:Restriction>
</owl:equivalentClass>
<owl:disjointWith rdf:resource="#ValueDefinition"/>
<owl:disjointWith>
<owl:Class rdf:about="#Stakeholder"/>
</owl:disjointWith>
<owl:disjointWith>
<owl:Class rdf:about="#Risk"/>
</owl:disjointWith>
<owl:disjointWith rdf:resource="#Integrity"/>
<owl:disjointWith>
<owl:Class rdf:about="#SensitivitylLevel"/>
</owl:disjointWith> '
<owl:disjointWith rdf:resource="#Authenticity"/>
<rdfs:subClassOf>
<owl:Restriction>
<owl:minCardinality
rdf:datatype="http://www.w3.0rg/2001/XMLSchema#int"
>1</owl:minCardinality>
<owl:onProperty>
<owl:DatatypeProperty rdf:ID="LevelOfAssurance"/>
</owl:onProperty>
</owl:Restriction>
</rdfs:subClassOf>
<owl:disjointWith>
<owl:Class rdf:about="#UnwantedIncident"/>
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</owl:disjointWith>
<rdfs:subClassOf>
<owl:Restriction>
<owl:onProperty>
<owl:DatatypeProperty rdf:ID="OperationalCost"/>
</owl:onProperty>
<owl:cardinality
rdf:datatype="http://www.w3.0rg/2001/XMLSchema#int"
>1</owl:cardinality>
</owl:Restriction>
</rdfs:subClassOf>
<rdfs:subClassOf>
<owl:Restriction>
<owl:onProperty>
<owl:DatatypeProperty rdf:ID="AcquisitionCost"/>
</owl:onProperty>
<owl:cardinality
rdf:datatype="http://www.w3.0rg/2001/XMLSchema#int"
>1</owl:cardinality>
</owl:Restriction>
</rdfs:subClassOf>
<owl:disjointwith>
<owl:Class rdf:about="#RiskEvaluationCriterion"/>
</owl:disjointWith>
<owl:disjointWith>
<owl:Class rdf:about="#Impact"/>
</owl:disjointWith>
<owl:disjointWith>
<owl:Class rdf:about="#Availabity"/>
</owl:disjointWith>
<rdfs:subClassOf>
<owl:Restriction>
<owl:cardinality
rdf:datatype="http://www.w3.0rg/2001/XMLSchema#int"
>1</owl:cardinality>
<owl:onProperty>
<owl:DatatypeProperty rdf:ID="CountermeasureID"/>
</owl:onProperty>
</owl:Restriction>
</rdfs:subClassOf>
<owl:disjointWith rdf:resource="#Threat"/>
<rdfs:subClassOf>
<owl:Restriction>
<owl:someValuesFrom>
<owl:Class rdf:about="#Impact"/>
</owl:someValuesFrom>
<owl:onProperty rdf:resource="#Reduces"/>
</owl:Restriction>
</rdfs:subClassOf>
<rdfs:subClassOf>
<owl:Restriction>
<owl:minCardinality
rdf:datatype="http://www.w3.0rg/2001/XMLSchema#int"
>1</owl:minCardinality>
<owl:onProperty>
<owl:DatatypeProperty rdf:ID="InstallationCost"/>
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</owl:onProperty>
</owl:Restriction>
</rdfs:subClassOf>
<owl:disjointWith>
<owl:Class rdf:about="#Confidentiality"/>
</owl:disjointWith>
<owl:disjointWith>
<owl:Class rdf:about="#Controls"/>
</owl:disjointWith>
<owl:disjointWith>
<owl:Class rdf:about="#Riskvalue"/>
</owl:disjointWith>
<owl:disjointWith>
<owl:Class rdf:about="#Asset"/>
</owl:disjointWith>
<owl:disjointWith>
<owl:Class rdf:about="#AssetInventory"/>
</owl:disjointWith>
<owl:disjointWith rdf:resource="#SecurityPolicy"/>
</owl:Class>
<owl:Class rdf:ID="AccessControl">
<rdfs:subClassOf>
<owl:Class rdf:about="#RiskAssessment"/>
</rdfs:subClassOf>
<rdfs:subClassOf>
<owl:Class rdf:about="#Controls"/>
</rdfs:subClassOf>
</owl:Class>
<owl:Class rdf:about="#NonRepudiation">
<owl:disjointWith>
<owl:Class rdf:about="#Frequency"/>
</owl:disjointWith>
<owl:disjointWith>
<owl:Class rdf:about="#ThreatAgent"/>
</owl:disjointWith>
<owl:disjointWith rdf:resource="#SecurityPolicy"/>
<owl:disjointWith>
<owl:Class rdf:about="#AssetValue"/>
</owl:disjointWith>
<owl:disjointWith>
<owl:Class rdf:about="#Consequence"/>
</owl:disjointWith>
<owl:disjointWith>
<owl:Class rdf:about="#Stakeholder"/>
</owl:disjointWith>
<owl:disjointWith rdf:resource="#Integrity"/>
<owl:disjointWith>
<owl:Class rdf:about="#RiskEvaluation"/>
</owl:disjointWith>
<owl:disjointWith rdf:resource="#Threat"/>
<owl:disjointWith>
<owl:Class rdf:about="#Confidentiality"/>
</owl:disjointWith>
<owl:disjointWith>
<owl:Class rdf:about="#Risk"/>
</owl:disjointWith>

Otwovopiko IMavemotuio AGnvov 144



Metantuyiexn dwTpipn ATOTOTWON ATOITRCEMV AGQAALING KAl
[bwtikétnTag Ad-Hoc dictomv

<owl:disjointWith>
<owl:Class rdf:about="#Controls"/>
</owl:disjointWith>
<owl:disjointWith>
<owl:Class rdf:about="#UnwantedIncident"/>
</owl:disjointWith>
<owl:disjointWith rdf:resource="#Compliance"/>
<owl:disjointWith>
<owl:Class rdf:about="#Impact"/>
</owl:disjointWith>
<owl:disjointWith>
<owl:Class rdf:about="#AssetInventory"/>
</owl:disjointWith>
<rdfs:subClassOf>
<owl:Class rdf:about="#SecurityRequirement"/>
</rdfs:subClassOf>
<owl:disjointWith>
<owl:Class rdf:about="#RiskEvaluationCriterion"/>
</owl:disjointWith>
<owl:disjointWith>
<owl:Class rdf:about="#Vulnerability"/>
</owl:disjointWith>
<owl:disjointWith rdf:resource="#Countermeasure"/>
<owl:disjointWith rdf:resource="#Authenticity"/>
<owl:disjointWith>
<owl:Class rdf:about="#RiskValue"/>
</owl:disjointWith>
<owl:disjointWith>
<owl:Class rdf:about="#SensitivityLevel"/>
</owl:disjointWith>
<owl:disjointWith>
<owl:Class rdf:about="#Availabity"/>
</owl:disjointWith>
<owl:disjointWith>
<owl:Class rdf:about="#Attack"/>
</owl:disjointWith>
<owl:disjointWith rdf:resource="#ValueDefinition"/>
</owl:Class>
<owl:Class rdf:ID="PrivateKey">
<rdfs:subClassOf>
<owl:Class rdf:ID="CryptographicKey"/>
</rdfs:subClassOf>
</owl:Class>
<owl:Class rdf:about="#RiskAssessment">
<rdfs:subClassOf>
<owl:Class rdf:ID="SecurityManagedElement"/>
</rdfs:subClassOf>
</owl:Class>
<owl:Class rdf:ID="Hub">
<rdfs:subClassOf>
<owl:Class rdf:about="#NetworkEquipment"/>
</rdfs:subClassOf>
</owl:Class>
<owl:Class rdf:ID="Masquerade">
<rdfs:subClassOf rdf:resource="#Delibarate"/>
</owl:Class>
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<owl:Class rdf:ID="CIMCertificateARAuthority">
<rdfs:subClassOf rdf:resource="#CIMManagedElement"/>
</owl:Class>
<owl:Class rdf:about="#FTPServer">
<owl:disjointWith rdf:resource="#WebServer"/>
<owl:disjointWith rdf:resource="#TelnetServer"/>
<owl:disjointWith>
<owl:Class rdf:about="#MailServer"/>
</owl:disjointWith>
<owl:disjointWith>
<owl:Class rdf:about="#FileServer"/>
</owl:disjointWith>
<rdfs:subClassOf>
<owl:Class rdf:about="#Server"/>
</rdfs:subClassOf>
<owl:disjointWith>
<owl:Class rdf:about="#ApplicationServer"/>
</owl:disjointWith>
<owl:disjointWith>
<owl:Class rdf:about="#ProxyServer"/>
</owl:disjointWith>
<owl:disjointWith>
<owl:Class rdf:about="#GroupwareServer"/>
</owl:disjointWith>
</owl:Class>
<owl:Class rdf:about="#MailServer">
<owl:disjointWith rdf:resource="#FTPServer"/>
<rdfs:subClassOf>
<owl:Class rdf:about="#Server"/>
</rdfs:subClassOf>
<owl:disjointWith>
<owl:Class rdf:about="#ApplicationServer"/>
</owl:disjointWith>
<owl:disjointWith>
<owl:Class rdf:about="#GroupwareServer"/>
</owl:disjointWith>
<owl:disjointWith rdf:resource="#WebServer"/>
<owl:disjointWith>
<owl:Class rdf:about="#FileServer"/>
</owl:disjointWith>
<owl:disjointWith rdf:resource="#TelnetServer"/>
<owl:disjointWith>
<owl:Class rdf:about="#ProxyServer"/>
</owl:disjointWith>
</owl:Class>
<owl:Class rdf:about="#CIMNetwork">
<rdfs:subClassOf rdf:resource="#CIMManagedElement"/>
</owl:Class>
<owl:Class rdf:about="#Database">
<owl:disjointWith>
<owl:Class rdf:about="#ContinuityPlans"/>
</owl:disjointWith>
<owl:disjointWith rdf:resource="#UserManual"/>
<owl:disjointWith>
<owl:Class rdf:about="#InformationBackup"/>
</owl:disjointWith>
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<rdfs:subClassOf>
<owl:Class rdf:about="#Information"/>
</rdfs:subClassOf>
</owl:Class>
<owl:Class rdf:about="#Asset">
<owl:disjointWith rdf:resource="#SecurityPolicy"/>
<rdfs:subClassOf>
<owl:Restriction>
<owl:onProperty>
<owl:DatatypeProperty rdf:ID="AssetID"/>
</owl:onProperty>
<owl:cardinality
rdf:datatype="http://www.w3.0rg/2001/XMLSchema#int"
>1</owl:cardinality>
</owl:Restriction>
</rdfs:subClassOf>
<owl:disjointWith>
<owl:Class rdf:about="#Vulnerability"/>
</owl:disjointWith>
<rdfs:subClassOf>
<owl:Restriction>
<owl:someValuesFrom rdf:resource="#Compliance"/>
<owl:onProperty>
<owl:0ObjectProperty rdf:ID="HasCompliance"/>
</owl:onProperty>
</owl:Restriction>
</rdfs:subClassOf>
<owl:disjointWith rdf:resource="#ValueDefinition"/>
<owl:disjointWith>
<owl:Class rdf:about="#RiskEvaluation"/>
</owl:disjointWith>
<owl:disjointWith>
<owl:Class rdf:about="#Impact"/>
</owl:disjointWith>
<rdfs:subClassOf>
<owl:Restriction>
<owl:someValuesFrom rdf:resource="#NonRepudiation"/>
<owl:onProperty>
<owl:ObjectProperty rdf:ID="HasNonRepudiation"/>
</owl:onProperty>
</owl:Restriction>
</rdfs:subClassOf>
<rdfs:subClassOf>
<owl:Restriction>
<owl:onProperty>
<owl:ObjectProperty rdf:ID="HasIntegrity"/>
</owl:onProperty>
<owl:someValuesFrom rdf:resource="#Integrity"/>
</owl:Restriction>
</rdfs:subClassOf>
<owl:disjointWith>
<owl:Class rdf:about="#AssetInventory"/>
</owl:disjointWith>
<rdfs:subClassOf>
<owl:Restriction>
<owl:onProperty>
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<owl:DatatypeProperty rdf:ID="AssetType"/>
</owl:onProperty>
<owl:cardinality
rdf:datatype="http://www.w3.0rg/2001/XMLSchema#int"
>1</owl:cardinality>
</owl:Restriction>
</rdfs:subClassOf>
<owl:disjointWith>
<owl:Class rdf:about="#SensitivitylLevel"/>
</owl:disjointWith>
<owl:disjointWith>
<owl:Class rdf:about="#Attack"/>
</owl:disjointWith>
<owl:disjointWith rdf:resource="#Countermeasure"/>
<owl:disjointWith>
<owl:Class rdf:about="#UnwantedIncident"/>
</owl:disjointWith>
<rdfs:subClassOf>
<owl:Restriction>
<owl:onProperty>
<owl:ObjectProperty rdf:ID="HasConfidentiality"/>
</owl:onProperty>
<owl:someValuesFrom>
<owl:Class rdf:about="#Confidentiality"/>
</owl:someValuesFrom>
</owl:Restriction>
</rdfs:subClassOf>
<rdfs:subClassOf>
<owl:Restriction>
<owl:onProperty>
<owl:ObjectProperty rdf:ID="HasAvailability"/>
</owl:onProperty>
<owl:someValuesFrom>
<owl:Class rdf:about="#Availabity"/>
</owl:someValuesFrom>
</owl:Restriction>
</rdfs:subClassOf>
<owl:disjointWith>
<owl:Class rdf:about="#RiskEvaluationCriterion"/>
</owl:disjointWith>
<owl:disjointWith>
<owl:Class rdf:about="#ThreatAgent"/>
</owl:disjointWith>
<owl:disjointWith>
<owl:Class rdf:about="#Frequency"/>
</owl:disjointWith>
<owl:disjointWith>
<owl:Class rdf:about="#RiskValue"/>
</owl:disjointWith>
<owl:equivalentClass>
<owl:Class>
<owl:intersectionOf rdf:parseType="Collection">
<owl:Restriction>
<owl:onProperty>
<owl:0ObjectProperty rdf:ID="HasAssetValue"/>
</owl :onProperty>
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<owl:allValuesFrom>
<owl:Class rdf:about="#AssetValue"/>
</owl:allValuesFrom>
</owl:Restriction>
<owl:Class rdf:about="#RiskAssessment"/>
<owl:Restriction>
<owl:allValuesFrom>
<owl:Class rdf:about="#SensitivityLevel"/>
</owl:allValuesFrom>
<owl:onProperty>
<owl:ObjectProperty
rdf:ID="HasSensitivityLevel"/>
</owl:onProperty>
</owl:Restriction>
</owl:intersectionOf>
</owl:Class>
</owl:equivalentClass>
<owl:disjointWith>
<owl:Class rdf:about="#Controls"/>
</owl:disjointWith>
<rdfs:subClassOf>
<owl:Restriction>
<owl:onProperty>
<owl:ObjectProperty rdf:ID="HasAuthenticity"/>
</owl:onProperty>
<owl:someValuesFrom rdf:resource="#Authenticity"/>
</owl:Restriction>
</rdfs:subClassOf>
<owl:disjointWith>
<owl:Class rdf:about="#Stakeholder"/>
</owl:disjointWith>
<owl:disjointWith rdf:resource="#Threat"/>
<owl:disjointWith>
<owl:Class rdf:about="#Risk"/>
</owl:disjointWith>
<owl:disjointWith>
<owl:Class rdf:about="#AssetValue"/>
</owl:disjointWith>
<owl:disjointWith>
<owl:Class rdf:about="#Consequence"/>
</owl:disjointWith>
</owl:Class>
<owl:Class rdf:ID="Password">
<rdfs:subClassOf>
<owl:Class rdf:ID="CIMCredential"/>
</rdfs:subClassOf>
</owl:Class>
<owl:Class rdf:ID="Sensor">
<rdfs:subClassOf>
<owl:Class rdf:ID="CIMLogicalDevice"/>
</rdfs:subClassOf>
</owl:Class>
<owl:Class rdf:ID="ComputerEquipment">
<rdfs:subClassOf>
<owl:Class rdf:about:"#Hardware"/>
</rdfs:subClassOf>
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</owl:Class>
<owl:Class rdf:ID="OperatingSystemAccessControl">
<rdfs:subClassOf rdf:resource="#AccessControl"/>
</owl:Class>
<owl:Class rdf:ID="Antivirus">
<owl:disjointWith>
<owl:Class rdf:ID="Firewall"/>
</owl:disjointWith>
<owl:disjointWith>
<owl:Class rdf:ID="NetworkCountermeasure"/>
</owl:disjointWith>
<rdfs:subClassOf rdf:resource="#Countermeasure"/>
</owl:Class>
<owl:Class rdf:about="#Personnel”>
<owl:disjointWith>
<owl:Class rdf:about="#LogRecord"/>
</owl:disjointWith>
<owl:disjointWith>
<owl:Class rdf:about="#Hardware"/>
</owl:disjointWith>
<rdfs:subClassOf rdf:resource="#Asset"/>
<owl:disjointWith>
<owl:Class rdf:about="#Software"/>
</owl:disjointWith>
<owl:disjointWith>
<owl:Class rdf:about="#Data"/>
</owl:disjointWith>
<owl:disjointWith>
<owl:Class rdf:about="#Firmware"/>
</owl:disjointWith>
<rdfs:subClassOf rdf:resource="#CIMUserEntity"/>
<owl:disjointWith>
<owl:Class rdf:about="#Information”"/>
</owl:disjointWith>
<owl:disjointWith>
<owl:Class rdf:about="#Services"/>
</owl:disjointWith>
<owl:disjointWith rdf:resource="#Network"/>
<owl:disjointWith>
<owl:Class rdf:about="#CommunicationsEquipment"/>
</owl:disjointWith>
<owl:disjointWith rdf:resource="#Documents"/>
</owl:Class>
<owl:Class rdf:about="#InformationBackup">
<rdfs:subClassOf>
<owl:Class rdf:about="#Information"/>
</rdfs:subClassOf>
<owl:disjointWith>
<owl:Class rdf:about="#ContinuityPlans"/>
</owl:disjointWith>
<owl:disjointWith rdf:resource="#Database"/>
<owl:disjointWith rdf:resource="#UserManual"/>
</owl:Class>
<owl:Class rdf:about="#NetworkEquipment">
<rdfs:subClassOf rdf:resource="#Network"/>
<owl:disjointWith rdf:resource="#PublicNetwork"/>
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<owl:disjointWith rdf:resource="#PrivateNetwork"/>

<rdfs:subClassOf>
<owl:Class rdf:ID="CIMProduct"/>
</rdfs:subClassOf>

</owl:Class>
<owl:Class rdf:about="#Accidental">

<owl:disjointWith rdf:resource="#Environmental"/>

<rdfs:subClassOf rdf:resource="#Threat"/>
<owl:disjointWith rdf:resource="#Delibarate"/>

</owl:Class>
<owl:Class rdf:about="#Attack">

rdf:

<owl:disjointWith>
<owl:Class rdf:about="#AssetInventory"/>
</owl:disjointWith>

<rdfs:subClassOf rdf:resource="#RiskAssessment"/>

<owl:disjointWith>
<owl:Class rdf:about="#Impact"/>
</owl:disjointWith>
<owl:disjointWith>
<owl:Class rdf:about="#Confidentiality"/>
</owl:disjointWith>
<owl:disjointWith rdf:resource="#Compliance"/>
<owl:disjointWith>
<owl:Class rdf:about="#Vulnerability"/>
</owl:disjointWith>
<rdfs:subClassOf>
<owl:Restriction>
<owl:cardinality
datatype="http://www.w3.0rg/2001/XMLSchema#int"
>1</owl:cardinality>
<owl:onProperty>
<owl:DatatypeProperty rdf:ID="AttackID"/>
</owl:onProperty>
</owl:Restriction>
</rdfs:subClassOf>
<owl:disjointWith>
<owl:Class rdf:about="#Consequence"/>
</owl:disjointWith>
<owl:disjointWith>
<owl:Class rdf:about="#Frequency"/>
</owl:disjointWith>
<owl:disjointWith>
<owl:Class rdf:about="#RiskEvaluation"/>
</owl:disjointWith>
<owl:disjointWith>
<owl:Class rdf:about="#AssetValue"/>
</owl:disjointWith>
<owl:disjointWith>
<owl:Class rdf:about="#SensitivityLevel"/>
</owl:disjointWith>
<owl:disjointWith>
<owl:Class rdf:about="#Stakeholder"/>
</owl:disjointWith>

<owl:disjointWith rdf:resource="#Countermeasure"/>

<owl:disjointWith>
<owl:Class rdf:about="#RiskValue"/>
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</owl:disjointWith>
<owl:disjointWith rdf:resource="#Integrity"/>
<rdfs:subClassOf>
<owl:Restriction>
<owl:someValuesFrom rdf:resource="#Threat"/>
<owl:onProperty rdf:resource="#Arises"/>
</owl:Restriction>
</rdfs:subClassOf>
<owl:disjointWith rdf:resource="#Asset"/>
<owl:disjointWith>
<owl:Class rdf:about="#Risk"/>
</owl:disjointWith>
<owl:disjointWith>
<owl:Class rdf:about="#ThreatAgent"/>
</owl:disjointWith>
<owl:disjointWith>
<owl:Class rdf:about="#Controls"/>
</owl:disjointWith>
<owl:disjointWith rdf:resource="#Threat"/>
<owl:disjointWith rdf:resource="#NonRepudiation"/>
<owl:disjointWith rdf:resource="#ValueDefinition"/>
<rdfs:subClassOf>
<owl:Restriction>
<owl:onProperty>
<owl:DatatypeProperty rdf:ID="AttackType"/>
</owl:onProperty>
<owl:cardinality
datatype="http://www.w3.0rg/2001/XMLSchema#int"
>1</owl:cardinality>
</owl:Restriction>
</rdfs:subClassOf>
<owl:disjointWith>
<owl:Class rdf:about="#Availabity"/>
</owl:disjointWith>
<owl:disjointWith rdf:resource="#SecurityPolicy"/>
<owl:disjointWith>
<owl:Class rdf:about="#RiskEvaluationCriterion”/>
</owl:disjointWith>
<owl:disjointWith rdf:resource="#Authenticity"/>
<rdfs:subClassOf>
<owl:Restriction>
<owl:onProperty>
<owl:DatatypeProperty rdf:ID="AttackName"/>
</owl:onProperty>
<owl:minCardinality

:datatype="http://www.w3.0rg/2001/XMLSchema#int"

>1</owl:minCardinality>
</owl:Restriction>
</rdfs:subClassOf>
<owl:disjointWith>
<owl:Class rdf:about="#UnwantedIncident"/>
</owl:disjointWith>

</owl:Class>
<owl:Class rdf:ID="Redundancy">

<rdfs:subClassOf>
<owl:Class rdf:about="#Availabity"/>
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</rdfs:subClassOf>
</owl:Class>
<owl:Class rdf:about="#TransportLayerProtocol">
<owl:disjointWith>
<owl:Class rdf:ID="InternetlayerSecurityProtocol"/>
</owl:disjointWith>
<owl:disjointWith>
<owl:Class rdf:ID="ApplicationLayerProtocol"/>
</owl:disjointWith>
<rdfs:subClassOf>
<owl:Class rdf:ID="Protocol"/>
</rdfs:subClassOf>
<owl:disjointWith>
<owl:Class rdf:ID="Layer2ForwardingProtocol"/>
</owl:disjointWith>
<owl:disjointWith>
<owl:Class rdf:ID="Layer2TunnelingProtocol"/>
</owl:disjointWith>
</owl:Class>
<owl:Class rdf:about="#Raptor">
<owl:disjointWith rdf:resource="#Interactive"/>
<rdfs:subClassOf>
<owl:Class rdf:about="#Gateway"/>
</rdfs:subClassOf>
<owl:disjointWith>
<owl:Class rdf:about="#Proxy"/>
</owl:disjointWith>
<owl:disjointWith>
<owl:Class rdf:about="#Local"/>
</owl:disjointWith>
<owl:disjointWith>
<owl:Class rdf:about="#Interlock"/>
</owl:disjointWith>
<owl:disjointWith>
<owl:Class rdf:about="#Remsh"/>
</owl:disjointWith>
<owl:disjointWith rdf:resource="#Transparent"/>
</owl:Class>
<owl:Class rdf:ID="User">
<rdfs:subClassOf>
<owl:Class rdf:about="#Stakeholder"/>
</rdfs:subClassOf>
</owl:Class>
<owl:Class rdf:ID="CIMPublicKey">
<rdfs:subClassOf rdf:resource="#CIMManagedElement"/>
</owl:Class>
<owl:Class rdf:about="#AssetValue">
<owl:disjointWith>
<owl:Class rdf:about="#RiskValue"/>
</owl:disjointWith>
<owl:disjointWith rdf:resource="#NonRepudiation"/>
<owl:disjointWith>
<owl:Class rdf:about="#Frequency"/>
</owl:disjointWith>
<rdfs:subClassOf rdf:resource="#RiskAssessment"/>
<owl:disjointWith>
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<owl:Class rdf:about="#SensitivityLevel"/>
</owl:disjointWith>
<owl:disjointWith rdf:resource="#Asset"/>
<owl:disjointWith>
<owl:Class rdf:about="#ThreatAgent"/>
</owl:disjointWith>
<owl:disjointWith>
<owl:Class rdf:about="#RiskEvaluationCriterion"/>
</owl:disjointWith>
<owl:disjointWith>
<owl:Class rdf:about="#Stakeholder"/>
</owl:disjointWith>
<owl:disjointWith>
<owl:Class rdf:about="#Availabity"/>
</owl:disjointWith>
<owl:disjointWith rdf:resource="#Authenticity"/>
<owl:disjointWith rdf:resource="#Countermeasure"/>
<owl:disjointWith rdf:resource="#SecurityPolicy"/>
<owl:disjointWith>
<owl:Class rdf:about="#Risk"/>
</owl:disjointWith>
<owl:disjointWith>
<owl:Class rdf:about="#Impact"/>
</owl:disjointWith>
<owl:disjointWith>
<owl:Class rdf:about="#Vulnerability"/>
</owl:disjointWith>
<owl:disjointWith>
<owl:Class rdf:about="#Consequence"/>
</owl:disjointWith>
<owl:disjointWith rdf:resource="#Integrity"/>
<owl:disjointWith>
<owl:Class rdf:about="#Confidentiality"/>
</owl:disjointWith>
<owl:disjointWith rdf:resource="#Compliance" />
<owl:disjointWith>
<owl:Class rdf:about="#AssetInventory"/>
</owl:disjointWith>
<owl:disjointWith rdf:resource="#ValueDefinition"/>
<owl:disjointWith>
<owl:Class rdf:about="#RiskEvaluation"/>
</owl:disjointWith>
<owl:disjointWith>
<owl:Class rdf:about="#Controls"/>
</owl:disjointWith>
<owl:disjointWith rdf:resource="#Attack"/>
<owl:disjointWith>
<owl:Class rdf:about="#UnwantedIncident"/>
</owl:disjointWith>
<owl:disjointWith rdf:resource="#Threat"/>
</owl:Class>
<owl:Class rdf:ID="AccessPoint">
<rdfs:subClassOf rdf:resource="#NetworkEquipment"/>
</owl:Class>
<owl:Class rdf:about="#Services">
<owl:disjointWith>
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<owl:Class rdf:about="#Information"/>
</owl:disjointWith>
<rdfs:subClassOf rdf:resource="#Asset"/>
<owl:disjointWith rdf:resource="#Documents"/>
<owl:disjointWith>
<owl:Class rdf:about="#Data"/>
</owl:disjointWith>
<owl:disjointWith rdf:resource="#Network"/>
<owl:disjointWith>
<owl:Class rdf:about="#Firmware"/>
</owl:disjointWith>
<owl:disjointWith rdf:resource="#Personnel"/>
<owl:disjointWith>
<owl:Class rdf:about="#Hardware"/>
</owl:disjointWith>
<owl:disjointWith>
<owl:Class rdf:about="#LogRecord"/>
</owl:disjointWith>
<owl:disjointWith>
<owl:Class rdf:about="#CommunicationsEquipment"/>
</owl:disjointWith>
<owl:disjointWith>
<owl:Class rdf:about="#Software"/>
</owl:disjointWith>
</owl:Class>
<owl:Class rdf:about="#ApplicationServer">
<owl:disjointWith>
<owl:Class rdf:about="#FileServer"/>
</owl:disjointWith>
<owl:disjointWith rdf:resource="#TelnetServer"/>
<owl:disjointWith>
<owl:Class rdf:about="#GroupwareServer"/>
</owl:disjointWith>
<owl:disjointWith rdf:resource="#WebServer"/>
<owl:disjointWith rdf:resource="#FTPServer"/>
<owl:disjointWith>
<owl:Class rdf:about="#ProxyServer"/>
</owl:disjointWith>
<rdfs:subClassOf>
<owl:Class rdf:about="#Server"/>
</rdfs:subClassOf>
<owl:disjointWith rdf:resource="#MailServer"/>
</owl:Class>
<owl:Class rdf:about="#SecurityRequirement">
<rdfs:subClassOf rdf:resource="#RiskAssessment"/>
</owl:Class>
<owl:Class rdf:ID="PolicyOwner">
<rdfs:subClassOf rdf:resource="#CIMUserEntity"/>
<rdfs:subClassOf>
<owl:Class rdf:about="#Stakeholder"/>
</rdfs:subClassOf>
</owl:Class>
<owl:Class rdf:ID="InternetKeySecurityProtocol">
<rdfs:subClassOf>
<owl:Class rdf:about="#InternetlayerSecurityProtocol"/>
</rdfs:subClassOf>
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<owl:disjointWith>
<owl:Class rdf:ID="IPSecurityProtocol"/>
</owl:disjointWith>
</owl:Class>
<owl:Class rdf:ID="CIMGroup">
<rdfs:subClassOf rdf:resource="#CIMManagedElement"/>
</owl:Class>
<owl:Class rdf:ID="Checksum">
<rdfs:subClassOf rdf:resource="#Integrity"/>
</owl:Class>
<owl:Class rdf:ID="PacketFilter">
<owl:disjointWith>
<owl:Class rdf:ID="StatefulPacketInspection"/>
</owl:disjointWith>
<rdfs:subClassOf>
<owl:Class rdf:about="#Firewall"/>
</rdfs:subClassOf>
</owl:Class>
<owl:Class rdf:ID="HashingAlgorithm">
<rdfs:subClassOf rdf:resource="#Integrity"/>
</owl:Class>
<owl:Class rdf:about="#ApplicationLayerProtocol">
<owl:disjointWith>
<owl:Class rdf:about="#InternetlayerSecurityProtocol"/>
</owl:disjointWith>
<rdfs:subClassOf>
<owl:Class rdf:about="#Protocol"/>
</rdfs:subClassOf>
<owl:disjointWith>
<owl:Class rdf:about="#Layer2TunnelingProtocol"/>
</owl:disjointWith>
<owl:disjointWith>
<owl:Class rdf:about="#Layer2ForwardingProtocol"/>
</owl:disjointWith>
<owl:disjointWith rdf:resource="#TransportLayerProtocol"/>
</owl:Class>
<owl:Class rdf:about="#Sensitivitylevel">
<rdfs:subClassOf>
<owl:Restriction>
<owl:cardinality
rdf:datatype="http://www.w3.0rg/2001/XMLSchema#int"
>1</owl:cardinality>
<owl:onProperty>
<owl:DatatypeProperty rdf:ID="Proprietary"/>
</owl:onProperty>
</owl:Restriction>
</rdfs:subClassOf>
<owl:disjointWith rdf:resource="#Authenticity"/>
<owl:disjointWith>
<owl:Class rdf:about="#Riskvalue"/>
</owl:disjointWith>
<owl:disjointWith>
<owl:Class rdf:about="#Availabity"/>
</owl:disjointWith>
<owl:disjointWith rdf:resource="#Countermeasure"/>
<owl:disjointWith>
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<owl:Class rdf:about="#Controls"/>
</owl:disjointWith>
<owl:disjointWith rdf:resource="#Attack"/>
<rdfs:subClassOf>
<owl:Restriction>
<owl:cardinality
rdf:datatype="http://www.w3.0rg/2001/XMLSchema#int"
>1</owl:cardinality>
<owl:onProperty>
<owl:DatatypeProperty rdf:ID="TopSecret"/>
</owl:onProperty>
</owl:Restriction>
</rdfs:subClassOf>
<owl:disjointWith>
<owl:Class rdf:about="#Consequence"/>
</owl:disjointWith>
<owl:disjointWith rdf:resource="#AssetValue"/>
<owl:disjointWith>
<owl:Class rdf:about="#Risk"/>
</owl:disjointWith>
<owl:disjointWith>
<owl:Class rdf:about="#RiskEvaluationCriterion"/>
</owl:disjointWith>
<owl:disjointWith>
<owl:Class rdf:about="#Frequency"/>
</owl:disjointWith>
<rdfs:subClassOf rdf:resource="#RiskAssessment"/>
<owl:disjointWith rdf:resource="#Asset"/>
<owl:disjointWith rdf:resource="#NonRepudiation"/>
<owl:disjointWith>
<owl:Class rdf:about="#AssetInventory"/>
</owl:disjointWith>
<owl:disjointWith rdf:resource="#SecurityPolicy"/>
<owl:disjointWith rdf:resource="#Integrity"/>
<owl:disjointWith>
<owl:Class rdf:about="#ThreatAgent"/>
</owl:disjointWith>
<owl:disjointWith rdf:resource="#Compliance"/>
<owl:disjointWith>
<owl:Class rdf:about="#UnwantedIncident"/>
</owl:disjointWith>
<rdfs:subClassOf>
<owl:Restriction>
<owl:onProperty>
<owl:DatatypeProperty rdf:ID="HighlyConfidential"/>
</owl:onProperty>
<owl:cardinality
rdf:datatype="http://www.w3.0rg/2001/XMLSchema#int™
>1</owl:cardinality>
</owl:Restriction>
</rdfs:subClassOf>
<owl:disjointWith rdf:resource="#ValueDefinition"/>
<owl:disjointWith>
<owl:Class rdf:about="#Confidentiality"/>
</owl:disjointWith>
<owl:disjointWith>
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<owl:Class rdf:about="#Vulnerability"/>
</owl:disjointWith>
<owl:disjointWith>
<owl:Class rdf:about="#RiskEvaluation"/>
</owl:disjointWith>
<owl:disjointWith>
<owl:Class rdf:about="#Impact"/>
</owl:disjointWith>
<owl:disjointWith>
<owl:Class rdf:about="#Stakeholder"/>
</owl:disjointWith>
<owl:disjointWith rdf:resource="#Threat"/>
</owl:Class>
<owl:Class rdf:ID="Client">
<rdfs:subClassOf rdf:resource="#NetworkEquipment"/>
</owl:Class>
<owl:Class rdf:ID="WordProcessor">
<rdfs:subClassOf>
<owl:Class rdf:about="#ApplicationSoftware"/>
</rdfs:subClassOf>
</owl:Class>
<owl:Class rdf:about="#CIMPolicy">
<rdfs:subClassOf rdf:resource="#CIMManagedElement"/>
</owl:Class>
<owl:Class rdf:ID="CIMPrivelege">
<rdfs:subClassOf rdf:resource="#CIMManagedElement"/>
</owl:Class>
<owl:Class rdf:about="#Vulnerability">
<owl:disjointWith>
<owl:Class rdf:about="#Impact"/>
</owl:disjointWith>
<owl:disjointWith rdf:resource="#NonRepudiation"/>
<owl:disjointWith rdf:resource="#Asset"/>
<owl:disjointWith rdf:resource="#Attack"/>
<owl:disjointWith>
<owl:Class rdf:about="#RiskValue"/>
</owl:disjointWith>
<owl:disjointWith rdf:resource="#AssetValue"/>
<rdfs:subClassOf>
<owl:Restriction>
<owl:onProperty>
<owl:0ObjectProperty rdf:ID="Enables"/>
</owl:onProperty>
<owl:someValuesFrom>
<owl:Class rdf:about="#Risk"/>
</owl:someValuesFrom>
</owl:Restriction>
</rdfs:subClassOf>
<owl:disjointWith>
<owl:Class rdf:about="#Frequency"/>
</owl:disjointWith>
<owl:disjointWith>
<owl:Class rdf:about="#Consequence"/>
</owl:disjointWith>
<owl:disjointWith>
<owl:Class rdf:about="#UnwantedIncident"/>
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</owl:disjointWith>
<owl:disjointWith>
<owl:Class rdf:about="#Stakeholder"/>
</owl:disjointWith>
<owl:disjointWith rdf:resource="#ValueDefinition"/>
<owl:disjointWith>
<owl:Class rdf:about="#ThreatAgent"/>
</owl:disjointWith>
<owl:disjointWith>
<owl:Class rdf:about="#AssetInventory"/>
</owl:disjointWith>
<owl:disjointWith rdf:resource="#Threat"/>
<rdfs:subClassOf>
<owl:Restriction>
<owl:someValuesFrom rdf:resource="#Asset"/>
<owl:onProperty>
<owl:ObjectProperty rdf:ID="Exposes"/>
</owl:onProperty>
</owl:Restriction>
</rdfs:subClassOf>
<owl:disjointWith>
<owl:Class rdf:about="#Controls"/>
</owl:disjointWith>
<owl:disjointWith>
<owl:Class rdf:about="#Risk"/>
</owl:disjointWith>
<owl:disjointWith>
<owl:Class rdf:about="#RiskEvaluationCriterion"/>
</owl:disjointWith>
<owl:disjointWith rdf:resource="#Authenticity"/>
<rdfs:subClassOf>
<owl:Restriction>
<owl:cardinality
rdf:datatype="http://www.w3.0rg/2001/XMLSchema#int"
>1</owl:cardinality>
<owl:onProperty>
<owl:DatatypeProperty rdf:ID="VulnerabilityID"/>
</owl:onProperty>
</owl:Restriction>
</rdfs:subClassOf>
<owl:disjointWith>
<owl:Class rdf:about="#Confidentiality"/>
</owl:disjointWith>
<owl:disjointWith> .
<owl:Class rdf:about="#Availabity"/>
</owl:disjointWith>
<owl:disjointWith rdf:resource="#Compliance"/>
<owl:disjointWith rdf:resource="#Integrity"/>
<rdfs:subClassOf rdf:resource="#RiskAssessment"/>
<owl:disjointWith>
<owl:Class rdf:about="#RiskEvaluation"/>
</owl:disjointWith>
<rdfs:subClassOf>
<owl:Restriction>
<owl:someValuesFrom>
<owl:Class rdf:about="#UnwantedIncident"/>
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</owl:someValuesFrom>
<owl:onProperty rdf:resource="#Enables"/>
</owl:Restriction>
</rdfs:subClassOf>
<owl:disjointWith rdf:resource="#Countermeasure"/>
<owl:disjointWith rdf:resource="#SecurityPolicy"/>
<owl:disjointWith rdf:resource="#SensitivitylLevel"/>
</owl:Class>
<owl:Class rdf:ID="Processor">
<rdfs:subClassOf>
<owl:Class rdf:about="#CIMLogicalDevice"/>
</rdfs:subClassOf>
</owl:Class>
<owl:Class rdf:about="#Server">
<rdfs:subClassOf rdf:resource="#NetworkEquipment"/>
</owl:Class>
<owl:Class rdf:ID="Modem">
<rdfs:subClassOf>
<owl:Class rdf:about="#CIMLogicalDevice"/>
</rdfs:subClassOf>
</owl:Class>
<owl:Class rdf:ID="Flood">
<rdfs:subClassOf>
<owl:Class rdf:about="#NaturalDisaster"/>
</rdfs:subClassOf>
</owl:Class>
<owl:Class rdf:about="#Impact">
<owl:disjointWith rdf:resource="#Compliance"/>
<owl:disjointWith rdf:resource="#Attack"/>
<owl:disjointWith>
<owl:Class rdf:about="#RiskValue"/>
</owl:disjointWith>
<owl:disjointWith>
<owl:Class rdf:about="#RiskEvaluation"/>
</owl:disjointWith>
<owl:disjointWith>
<owl:Class rdf:about="#Controls"/>
</owl:disjointWith>
<owl:disjointWith>
<owl:Class rdf:about="#Availabity"/>
</owl:disjointWith>
<owl:disjointWith>
<owl:Class rdf:about="#Stakeholder"/>
</owl:disjointWith> _
<owl:disjointWith rdf:resource="#Asset"/>
<owl:disjointWith rdf:resource="#Vulnerability"/>
<owl:disjointWith>
<owl:Class rdf:about="#Frequency"/>
</owl:disjointWith>
<owl:disjointWith rdf:resource="#AssetValue"/>
<rdfs:subClassOf rdf:resource="#RiskAssessment"/>
<owl:disjointWith>
<owl:Class rdf:about="#Confidentiality"/>
</owl:disjointWith>
<rdfs:subClassOf>
<owl:Restriction>
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<owl:cardinality
rdf:datatype="http://www.w3.0rg/2001/XMLSchema#int™"
>1</owl:cardinality>
<owl:onProperty>
<owl:DatatypeProperty rdf:ID="AssetCostDecrease"/>
</owl:onProperty>
</owl:Restriction>
</rdfs:subClassOf>
<owl:disjointWith>
<owl:Class rdf:about="#UnwantedIncident"/>
</owl:disjointWith>
<owl:disjointWith rdf:resource="#Authenticity"/>
<owl:disjointWith rdf:resource="#Threat"/>
<owl:disjointWith rdf:resource="#SecurityPolicy"/>
<owl:disjointWith>
<owl:Class rdf:about="#ThreatAgent"/>
</owl:disjointWith>
<rdfs:subClassOf>
<owl:Restriction>
<owl:cardinality
rdf:datatype="http://www.w3.0rg/2001/XMLSchema#int"
>1</owl:cardinality>
<owl:onProperty>
<owl:DatatypeProperty rdf:ID="ImpactID"/>
</owl:onProperty>
</owl:Restriction>
</rdfs:subClassOf>
<owl:disjointWith rdf:resource="#ValueDefinition"/>
<owl:disjointWith rdf:resource="#NonRepudiation"/>
<owl:disjointWith>
<owl:Class rdf:about="#RiskEvaluationCriterion"/>
</owl:disjointWith>
<owl:disjointWith>
<owl:Class rdf:about="#Consequence"/>
</owl:disjointWith>
<owl:disjointWith>
<owl:Class rdf:about="#AssetInventory"/>
</owl:disjointWith>
<owl:disjointWith rdf:resource="#Countermeasure"/>
<owl:disjointWith rdf:resource="#SensitivityLevel"/>
<owl:disjointWith>
<owl:Class rdf:about="#Risk"/>
</owl:disjointWith>
<owl:disjointWith rdf:resource="#Integrity"/>
</owl:Class>
<owl:Class rdf:about="#Frequency">
<owl:disjointWith rdf:resource="#NonRepudiation"/>
<owl:disjointWith rdf:resource="#Countermeasure"/>
<owl:disjointWith rdf:resource="#Impact"/>
<owl:disjointWith rdf:resource="#SensitivityLevel"/>
<owl:disjointWith rdf:resource="#Asset"/>
<owl:disjointWith rdf:resource="#SecurityPolicy"/>
<owl:disjointWith>
<owl:Class rdf:about="#Risk"/>
</owl:disjointWith>
<owl:disjointWith>
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<owl:Class rdf:about="#Stakeholder"/>
</owl:disjointWith>
<owl:disjointWith rdf:resource="#Integrity"/>
<owl:disjointWith>
<owl:Class rdf:about="#Confidentiality"/>
</owl:disjointWith>
<owl:disjointWith>
<owl:Class rdf:about="#RiskEvaluation"/>
</owl:disjointWith>
<owl:disjointWith rdf:resource="#Authenticity"/>
<owl:disjointWith>
<owl:Class rdf:about="#AssetInventory"/>
</owl:disjointWith>
<owl:disjointWith>
<owl:Class rdf:about="#Controls"/>
</owl:disjointWith>
<owl:disjointWith rdf:resource="#Attack"/>
<owl:disjointWith>
<owl:Class rdf:about="#ThreatAgent"/>
</owl:disjointWith>
<rdfs:subClassOf rdf:resource="#RiskAssessment"/>
<owl:disjointWith>
<owl:Class rdf:about="#RiskEvaluationCriterion"/>
</owl:disjointWith>
<owl:disjointWith rdf:resource="#ValueDefinition"/>
<owl:disjointWith>
<owl:Class rdf:about="#UnwantedIncident"/>
</owl:disjointWith>
<owl:disjointWith rdf:resource="#Compliance"/>
<owl:disjointWith rdf:resource="#Threat"/>
<owl:disjointWith rdf:resource="#Vulnerability"/>
<owl:disjointWith rdf:resource="#AssetValue"/>
<owl:disjointWith>
<owl:Class rdf:about="#Consequence"/>
</owl:disjointWith>
<owl:disjointWith>
<owl:Class rdf:about="#RiskValue"/>
</owl:disjointWith>
<owl:disjointWith>
<owl:Class rdf:about="#Availabity"/>
</owl:disjointWith>
</owl:Class>
<owl:Class rdf:about="#ProxyServer">
<owl:disjointWith rdf:resource="#TelnetServer"/>
<owl:disjointWith>
<owl:Class rdf:about="#FileServer"/>
</owl:disjointWith>
<owl:disjointWith rdf:resource="#MailServer"/>
<rdfs:subClassOf rdf:resource="#Server"/>
<owl:disjointWith rdf:resource="#WebServer"/>
<owl:disjointWith>
<owl:Class rdf:about="#GroupwareServer"/>
</owl:disjointWith>
<owl:disjointWith rdf:resource="#FTPServer"/>
<owl:disjointWith rdf:resource="#ApplicationServer"/>
</owl:Class>
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<owl:Class rdf:about="#Information">
<owl:disjointWith>
<owl:Class rdf:about="#Firmware"/>
</owl:disjointWith>
<owl:disjointWith rdf:resource="#Documents"/>
<owl:disjointWith>
<owl:Class rdf:about="#Software"/>
</owl:disjointWith>
<owl:disjointWith>
<owl:Class rdf:about="#Data"/>
</owl:disjointWith>
<owl:disjointWith rdf:rescurce="#Personnel"/>
<rdfs:subClassOf rdf:resource="#Asset"/>
<owl:disjointWith rdf:resource="#Services"/>
<owl:disjointWith>
<owl:Class rdf:about="#LogRecord"/>
</owl:disjointWith>
<owl:disjointWith>
<owl:Class rdf:about="#CommunicationsEquipment"/>
</owl:disjointWith>
<owl:disjointWith rdf:resource="#Network"/>
<owl:disjointWith>
<owl:Class rdf:about="#Hardware"/>
</owl:disjointWith>
</owl:Class>
<owl:Class rdf:about="#Layer2TunnelingProtocol">
<owl:disjointWith rdf:resource="#TransportlayerProtocol"/>
<owl:disjointWith>
<owl:Class rdf:about="#InternetlLayerSecurityProtocol"/>
</owl:disjointWith>
<owl:disjointWith
rdf:resource="#ApplicationlayerProtocol"”/>
<owl:disjointWith>
<owl:Class rdf:about="#Layer2ForwardingProtocol"/>
</owl:disjointWith>
<rdfs:subClassOf>
<owl:Class rdf:about="#Protocol"/>
</rdfs:subClassOf>
</owl:Class>
<owl:Class rdf:about="#Consequence">
<owl:disjointWith>
<owl:Class rdf:about="#RiskEvaluationCriterion"/>
</owl:disjointWith>
<owl:disjointWith rdf:resource="#Asset"/>
<owl:disjointWith>
<owl:Class rdf:about="#Confidentiality"/>
</owl:disjointWith>
<owl:disjointWith>
<owl:Class rdf:about="#Stakeholder"/>
</owl:disjointWith>
<owl:disjointWith rdf:resource="#Integrity"/>
<owl:disjointWith>
<owl:Class rdf:about="#Controls"/>
</owl:disjointWith>
<owl:disjointWith>
<owl:Class rdf:about="#AssetInventory"/>
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</owl:disjointWith>
<owl:disjointWith rdf:resource="#AssetValue"/>
<owl:disjointWith rdf:resocurce="#Countermeasure"/>
<owl:disjointWith rdf:resource="#Impact"/>
<owl:disjointWith>
<owl:Class rdf:about="#Availabity"/>
</owl:disjointWith>
<owl:disjointWith>
<owl:Class rdf:about="#Risk"/>
</owl:disjointWith>
<owl:disjointWith rdf:resource="#Attack"/>
<owl:disjointWith>
<owl:Class rdf:about="#UnwantedIncident"/>
</owl:disjointWith>
<owl:disjointWith rdf:resource="#NonRepudiation"/>
<owl:disjointWith>
<owl:Class rdf:about="#ThreatAgent"/>
</owl:disjointWith>
<owl:disjointWith rdf:resource="#SensitivityLevel"/>
<owl:disjointWith rdf:resource="#Vulnerability"/>
<owl:disjointWith rdf:resource="#Compliance"/>
<owl:disjointWith rdf:resource="#Authenticity"/>
<owl:disjointWith rdf:resource="#Threat"/>
<owl:disjointWith>
<owl:Class rdf:about="#RiskEvaluation"/>
</owl:disjointWith>
<owl:disjointWith>
<owl:Class rdf:about="#RiskValue"/>
</owl:disjointWith>
<owl:disjointWith rdf:resource="#Frequency"/>
<owl:disjointWith rdf:resource="#ValueDefinition"/>
<owl:disjointWith rdf:resource="#SecurityPolicy"/>
<rdfs:subClassOf rdf:resource="#RiskAssessment"/>
</owl:Class>
<owl:Class rdf:ID="Rule">
<rdfs:subClassOf rdf:resource="#RiskAssessment"/>
</owl:Class>
<owl:Class rdf:ID="Wiring">
<rdfs:subClassOf rdf:resource="#NetworkEquipment"/>
</owl:Class>
<owl:Class rdf:ID="Keyboard">
<rdfs:subClassOf>
<owl:Class rdf:ID="UserDevice"/>
</rdfs:subClassOf>
</owl:Class>
<owl:Class rdf:about="#NaturalDisaster">
<rdfs:subClassOf rdf:resource="#Environmental"/>
<owl:disjointWith rdf:resource="#EnvironmentalThreat"/>
</owl:Class>
<owl:Class rdf:ID="SymmetricKeyCryptography">
<rdfs:subClassOf>
<owl:Class rdf:about="#Confidentiality"/>
</rdfs:subClassOf>
</owl:Class>
<owl:Class rdf:about="#Layer2ForwardingProtocol">
<owl:disjointWith>
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<owl:Class rdf:about="#InternetlayerSecurityProtocol"/>
</owl:disjointWith>
<rdfs:subClassOf>
<owl:Class rdf:about="#Protocol"/>
</rdfs:subClassOf>
<owl:disjointWith
rdf:resource="#Layer2TunnelingProtocol" />
<owl:disjointWith rdf:resource="#TransportlayerProtocol"/>
<owl:disjointWith
rdf:resource="#ApplicationLayerProtocol" />
</owl:Class>
<owl:Class rdf:about="#Router">
<owl:disjointWith>
<owl:Class rdf:about="#PABXs"/>
</owl:disjointWith>
<owl:disjointWith>
<owl:Class rdf:about="#AnsweringMachines"/>
</owl:disjointWith>
<rdfs:subClassOf rdf:resource="#NetworkEquipment" />
<owl:disjointWith rdf:resource="#FaxMachine"/>
</owl:Class>
<owl:Class rdf:about="#Controls">
<owl:disjointWith>
<owl:Class rdf:about="#RiskEvaluation"/>
</owl:disjointWith>
<owl:disjointWith rdf:resource="#Countermeasure"/>
<owl:disjointWith rdf:resource="#SensitivityLevel"/>
<owl:disjointWith rdf:resource="#ValueDefinition"/>
<owl:disjointWith rdf:resource="#Authenticity"/>
<owl:disjointWith rdf:resource="#Threat"/>
<owl:disjointWith rdf:resource="#Compliance"/>
<owl:disjointWith rdf:resource="#Frequency"/>
<owl:disjointWith>
<owl:Class rdf:about="#RiskValue"/>
</owl:disjointWith>
<owl:disjointWith rdf:resource="#Integrity"/>
<owl:disjointWith rdf:resource="#Vulnerability"/>
<rdfs:subClassOf rdf:resource="#RiskAssessment"/>
<owl:disjointWith rdf:resource="#SecurityPolicy"/>
<owl:disjointWith rdf:resource="#Consequence"/>
<owl:disjointWith rdf:resource="#Asset"/>
<owl:disjointWith rdf:resource="#Attack"/>
<rdfs:subClassOf>
<owl:Restriction> _
<owl:onProperty rdf:resource="#Includes"/>
<owl:someValuesFrom rdf:resource="#Countermeasure"/>
</owl:Restriction>
</rdfs:subClassOf>
<owl:disjointWith>
<owl:Class rdf:about="#AssetInventory"/>
</owl:disjointWith>
<owl:disjointWith>
<owl:Class rdf:about="#ThreatAgent"/>
</owl:disjointWith>
<owl:disjointWith rdf:resource="#AssetValue"/>
<owl:disJjointWith>
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<owl:Class rdf:about="#Risk"/>
</owl:disjointWith>
<owl:disjointWith rdf:resource="#Impact"/>
<owl:disjointWith>
<owl:Class rdf:about="#Availabity"/>
</owl:disjointWith>
<owl:disjointWith>
<owl:Class rdf:about="#Stakeholder"/>
</owl:disjointWith>
<owl:disjointWith>
<owl:Class rdf:about="#RiskEvaluationCriterion"/>
</owl:disjointWith>
<owl:disjointWith rdf:resource="#NonRepudiation"/>
<owl:disjointWith>
<owl:Class rdf:about="#Confidentiality"/>
</owl:disjointWith>
<owl:disjointWith>
<owl:Class rdf:about="#UnwantedIncident"/>
</owl:disjointWith>
</owl:Class>
<owl:Class rdf:about="#ScriptingTools">
<rdfs:subClassOf
rdf:resource="#DevelopmentToolsAndUtilities"/>
<owl:disjointWith>
<owl:Class rdf:about="#SetupUtilities"/>
</owl:disjointWith>
<owl:disjointWith rdf:resource="#HTMLEditor"/>
<owl:disjointWith>
<owl:Class rdf:about="#DatabaseTools"/>
</owl:disjointWith>
</owl:Class>
<owl:Class rdf:about="#Local">
<owl:disjointWith rdf:resource="#Transparent"/>
<owl:disjointWith>
<owl:Class rdf:about="#Proxy"/>
</owl:disjointWith>
<rdfs:subClassOf>
<owl:Class rdf:about="#Gateway"/>
</rdfs:subClassOf>
<owl:disjointWith>
<owl:Class rdf:about="#Interlock"/>
</owl:disjointWith>
<owl:disjointWith rdf:resource="#Interactive"/>
<owl:disjointWith>
<owl:Class rdf:about="#Remsh"/>
</owl:disjointWith>
<owl:disjointWith rdf:resource="#Raptor"/>
</owl:Class>
<owl:Class rdf:about="#SecurityManagedElement">
<rdfs:subClassOf rdf:resource="#CIMManagedElement"/>
</owl:Class>
<owl:Class rdf:about="#FileServer">
<owl:disjointWith rdf:resource="#MailServer"/>
<owl:disjointWith rdf:resource="#FTPServer"/>
<owl:disjointWith>
<owl:Class rdf:about="#GroupwareServer"/>
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</owl:disjointWith>
<owl:disjointWith rdf:resource="#WebServer"/>
<rdfs:subClassOf rdf:resource="#Server"/>
<owl:disjointWith rdf:resource="#TelnetServer"/>
<owl:disjointWith rdf:resource="#ProxyServer"/>
<owl:disjointWith rdf:resource="#ApplicationServer"/>
</owl:Class>
<owl:Class rdf:about="#ApplicationSoftware">
<rdfs:subClassOf>
<owl:Class rdf:about="#Software"/>
</rdfs:subClassOf>
<owl:disjointWith>
<owl:Class rdf:about="#SystemSoftware"/>
</owl:disjointWith>
<owl:disjointWith
rdf:resource="#DevelopmentToolsAndUtilities" />
</owl:Class>
<owl:Class rdf:about="#PABXs">
<rdfs:subClassOf>
<owl:Class rdf:about="#CommunicationsEquipment"/>
</rdfs:subClassOf>
<owl:disjointWith rdf:resource="#FaxMachine"/>
<owl:disjointWith>
<owl:Class rdf:about="#AnsweringMachines"/>
</owl:disjointWith>
<owl:disjointWith rdf:resource="#Router"/>
</owl:Class>
<owl:Class rdf:about="#NetworkCountermeasure">
<owl:disjointWith>
<owl:Class rdf:about="#Firewall”/>
</owl:disjointWith>
<owl:disjointWith rdf:resource="#Antivirus"/>
<rdfs:subClassOf rdf:resource="#Countermeasure" />
</owl:Class>
<owl:Class rdf:about="#MaliciousCode">
<rdfs:subClassOf rdf:resource="#Delibarate"/>
</owl:Class>
<owl:Class rdf:about="#Stakeholder">
<owl:disjointWith rdf:resource="#Compliance"/>
<owl:disjointWith rdf:resource="#NonRepudiation"/>
<owl:disjointWith rdf:resource="#Asset"/>
<rdfs:subClassOf>
<owl:Restriction>
<owl:onProperty>
<owl:ObjectProperty rdf:ID="Owns"/>
</owl:onProperty>
<owl:someValuesFrom rdf:resource="#Asset"/>
</owl:Restriction>
</rdfs:subClassOf>
<owl:disjointWith rdf:resource="#Vulnerability"/>
<owl:disjointWith rdf:resource="#Controls"/>
<rdfs:subClassOf rdf:resource="#RiskAssessment"/>
<rdfs:subClassOf>
<owl:Restriction>
<owl:onProperty rdf:resource="#0wns"/>
<owl:someValuesFrom rdf:resource="#SecurityPolicy"/>
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</owl:Restriction>
</rdfs:subClassOf>
<owl:disjointWith>
<owl:Class rdf:about="#Confidentiality"/>
</owl:disjointWith>
<owl:disjointWith rdf:resource="#AssetValue"/>
<owl:disjointWith>
<owl:Class rdf:about="#ThreatAgent"/>
</owl:disjointWith>
<owl:disjointWith rdf:resource="#SecurityPolicy"/>
<owl:disjointWith>
<owl:Class rdf:about="#AssetInventory"/>
</owl:disjointWith>
<owl:disjointWith rdf:resource="#Threat"/>
<owl:disjointWith rdf:resource="#Countermeasure"/>
<owl:disjointWith>
<owl:Class rdf:about="#RiskEvaluationCriterion"/>
</owl:disjointWith>
<rdfs:subClassOf>
<owl:Restriction>
<owl:cardinality
rdf:datatype="http://www.w3.0rg/2001/XMLSchema#int"
>1</owl:cardinality>
<owl:onProperty>
<owl:DatatypeProperty rdf:ID="StakeholderID"/>
</owl:onProperty>
</owl:Restriction>
</rdfs:subClassOf>
<owl:disjointWith>
<owl:Class rdf:about="#UnwantedIncident"/>
</owl:disjointWith>
<rdfs:subClassOf>
<owl:Restriction>
<owl:someValuesFrom rdf:resource="#Rule"/>
<owl:onProperty>
<owl:ObjectProperty rdf:ID="Obeys"/>
</owl:onProperty>
</owl:Restriction>
</rdfs:subClassOf>
<owl:disjointWith>
<owl:Class rdf:about="#Availabity"/>
</owl:disjointWith>
<owl:disjointWith rdf:resource="#ValueDefinition"/>
<owl:disjointWith rdf:resource="#Attack"/>
<owl:disjointWith rdf:resource="#Frequency"/>
<owl:disjointWith rdf:resource="#SensitivityLevel"/>
<owl:disjointWith rdf:resource="#Impact"/>
<owl:disjointWith>
<owl:Class rdf:about="#RiskValue"/>
</owl:disjointWith>
<owl:disjointWith>
<owl:Class rdf:about="#Risk"/>
</owl:disjointWith>
<owl:disjointWith rdf:resource="#Authenticity"/>
<rdfs:subClassOf>
<owl:Restriction>
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<owl:onProperty>
<owl:ObjectProperty rdf:ID="Has"/>
</owl:onProperty>
<owl:someValuesFrom>
<owl:Class rdf:ID="Right"/>
</owl:someValuesFrom>
</owl:Restriction>
</rdfs:subClassOf>
<owl:disjointWith>
<owl:Class rdf:about="#RiskEvaluation"/>
</owl:disjointWith>
<owl:disjointWith rdf:resource="#Consequence"/>
<owl:disjointWith rdf:resource="#Integrity"/>
</owl:Class>
<owl:Class rdf:ID="Door">
<rdfs:subClassOf>
<owl:Class rdf:about="#CIMLogicalDevice"/>
</rdfs:subClassOf>
</owl:Class>
<owl:Class rdf:about="#RiskValue">
<owl:disjointWith rdf:resource="#ValueDefinition"/>
<owl:disjointWith rdf:resource="#SensitivityLevel"/>
<owl:disjointWith rdf:resource="#Countermeasure" />
<owl:disjointWith rdf:resource="#AssetValue"/>
<owl:disjointWith rdf:resource="#Integrity"/>
<owl:disjointWith>
<owl:Class rdf:about="#Availabity"/>
</owl:disjointWith>
<owl:disjointWith rdf:resource="#Impact"/>
<owl:disjointWith rdf:resource="#Compliance"/>
<owl:disjointWith rdf:resource="#Consequence"/>
<owl:disjointWith rdf:resource="#Vulnerability"/>
<owl:disjointWith>
<owl:Class rdf:about="#RiskEvaluationCriterion"/>
</owl:disjointWith>
<owl:disjointWith rdf:resource="#Authenticity"/>
<owl:disjointWith rdf:resource="#Frequency"/>
<owl:disjointWith rdf:resource="#Attack"/>
<owl:disjointWith>
<owl:Class rdf:about="#Risk"/>
</owl:disjointWith>
<owl:disjointWith>
<owl:Class rdf:about="#AssetInventory"/>
</owl:disjointWith>
<owl:disjointWith rdf:resource="#SecurityPolicy"/>
<owl:disjointWith>
<owl:Class rdf:about="#Confidentiality"/>
</owl:disjointWith>
<owl:disjointWith rdf:resource="#Threat"/>
<owl:disjointWith rdf:resource="#NonRepudiation"/>
<owl:disjointWith>
<owl:Class rdf:about="#RiskEvaluation"/>
</owl:disjointWith>
<owl:disjointWith>
<owl:Class rdf:about="#ThreatAgent"/>
</owl:disjointWith>
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<owl:disjointWith rdf:resource="#Controls"/>
<owl:disjointWith rdf:resource="#Stakeholder"/>
<owl:disjointWith rdf:resource="#Asset"/>
<owl:disjointWith>
<owl:Class rdf:about="#UnwantedIncident" />
</owl:disjointWith>
<rdfs:subClassOf rdf:resource="#RiskAssessment"/>
</owl:Class>
<owl:Class rdf:about="#Right">
<rdfs:subClassOf rdf:resource="#RiskAssessment"/>
</owl:Class>
<owl:Class rdf:about="#Software">
<owl:disjointWith rdf:resource="#Information"/>
<rdfs:subClassOf rdf:resource="#Asset"/>
<owl:disjointWith rdf:resource="#Services"/>
<owl:disjointWith>
<owl:Class rdf:about="#Firmware"/>
</owl:disjointWith>
<owl:disjointWith rdf:resource="#Documents"/>
<rdfs:subClassOf>
<owl:Restriction>
<owl:onProperty>
<owl:ObjectProperty rdf:ID="Uses"/>
</owl:onProperty>
<owl:someValuesFrom>
<owl:Class rdf:about="#LogRecord"/>
</owl:someValuesFrom>
</owl:Restriction>
</rdfs:subClassOf>
<owl:disjointWith>
<owl:Class rdf:about="#Data"/>
</owl:disjointWith>
<owl:disjointWith>
<owl:Class rdf:about="#Hardware"/>
</owl:disjointWith>
<owl:disjointWith rdf:resource="#Network"/>
<owl:disjointWith>
<owl:Class rdf:about="#CommunicationsEquipment"/>
</owl:disjointWith>
<owl:disjointWith rdf:resource="#Personnel”/>
<owl:disjointWith>
<owl:Class rdf:about="#LogRecord"/>
</owl:disjointWith>
<rdfs:subClassQf>
<owl:Class rdf:ID="CIMSoftwareElement"/>
</rdfs:subClassOf>
</owl:Class>
<owl:Class rdf:ID="Display">
<rdfs:subClassOf>
<owl:Class rdf:about="#UserDevice"/>
</rdfs:subClassOf>
</owl:Class>
<owl:Class rdf:about="#EncryptionAlgorithm">
<rdfs:subClassOf rdf:resource="#RiskAssessment"/>
<rdfs:subClassOf>
<owl:Restriction>
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<owl:someValuesFrom>
<owl:Class rdf:about="#CryptographicKey"/>
</owl:someValuesFrom>
<owl:onProperty>
<owl:0ObjectProperty rdf:ID="Creates"/>
</owl:onProperty>
</owl:Restriction>
</rdfs:subClassOf>
</owl:Class>
<owl:Class rdf:ID="AccessControlPolicy">
<rdfs:subClassOf rdf:resource="#CIMPolicy"/>
</owl:Class>
<owl:Class rdf:about="#Interlock">
<owl:disjointWith rdf:resource="#Transparent"/>
<owl:disjointWith>
<owl:Class rdf:about="#Remsh"/>
</owl:disjointWith>
<owl:disjointWith>
<owl:Class rdf:about="#Proxy"/>
</owl:disjointWith>
<owl:disjointWith rdf:resource="#Interactive"/>
<owl:disjointWith rdf:resource="#Local"/>
<owl:disjointWith rdf:resource="#Raptor"/>
<rdfs:subClassOf>
<owl:Class rdf:about="#Gateway"/>
</rdfs:subClassOf>
</owl:Class>
<owl:Class rdf:about="#UnwantedIncident">
<owl:disjointWith>
<owl:Class rdf:about="#AssetInventory"/>
</owl:disjointWith>
<rdfs:subClassOf>
<owl:Restriction>
<owl:allValuesFrom rdf:resource="#Impact"/>
<owl:onProperty rdf:resource="#Has"/>
</owl:Restriction>
</rdfs:subClassOf>
<owl:disjointWith rdf:resource="#Asset"/>
<owl:disjointWith>
<owl:Class rdf:about="#RiskEvaluation"/>
</owl:disjointWith>
<owl:disjointWith>
<owl:Class rdf:about="#Availabity"/>
</owl:disjointWith>
<owl:disjointWith rdf:resource="#Integrity"/>
<owl:disjointWith rdf:resource="#Compliance"/>
<owl:disjointWith rdf:resource="#Threat"/>
<owl:disjointWith>
<owl:Class rdf:about="#ThreatAgent"/>
</owl:disjointWith>
<rdfs:subClassOf>
<owl:Restriction>
<owl:onProperty>
<owl:DatatypeProperty rdf:ID="ImportancelLevel"/>
</owl:onProperty>
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<owl:cardinality
rdf:datatype="http://www.w3.0rg/2001/XMLSchema#int"
>1</owl:cardinality>
</owl:Restriction>
</rdfs:subClassOf>
<owl:disjointWith rdf:resource="#SecurityPolicy"/>
<owl:disjointWith rdf:resource="#SensitivityLevel"/>
<owl:disjointWith rdf:resource="#AssetValue"/>
<owl:disjointWith rdf:resource="#ValueDefinition"/>
<owl:disjointWith rdf:resource="#Stakeholder"/>
<owl:disjointWith rdf:resource="#RiskValue"/>
<owl:disjointWith rdf:resource="#Consequence"/>
<owl:disjointWith rdf:resource="#Impact"/>
<owl:disjointWith>
<owl:Class rdf:about="#RiskEvaluationCriterion"/>
</owl:disjointWith>
<rdfs:subClassOf>
<owl:Restriction>
<owl:onProperty>
<owl:DatatypeProperty
rdf:ID="UnwantedIncidentCost"/>
</owl:onProperty>
<owl:cardinality
rdf:datatype="http://www.w3.0rg/2001/XMLSchema#int"
>1</owl:cardinality>
</owl:Restriction>
</rdfs:subClassOf>
<owl:disjointWith rdf:resource="#Authenticity"/>
<rdfs:subClassOf rdf:resource="#RiskAssessment"/>
<owl:disjointWith rdf:resource="#Vulnerability"/>
<owl:disjointWith rdf:resource="#Attack"/>
<owl:disjointWith rdf:resource="#Countermeasure"/>
<owl:disjointWith rdf:resource="#Controls"/>
<owl:disjointWith>
<owl:Class rdf:about="#Confidentiality"/>
</owl:disjointWith>
<rdfs:subClassOf>
<owl:Restriction>
<owl:cardinality
rdf:datatype="http://www.w3.0rg/2001/XMLSchema#int"
>1</owl:cardinality>
<owl:onProperty>
<owl:DatatypeProperty rdf:ID="UnwantedIncidentID"/>
</owl:onProperty>
</owl:Restriction>
</rdfs:subClassOf>
<rdfs:subClassOf>
<owl:Restriction>
<owl:onProperty rdf:resource="#Targets"/>
<owl:someValuesFrom rdf:resource="#Asset"/>
</owl:Restriction>
</rdfs:subClassOf>
<owl:disjointWith rdf:resource="#NonRepudiation"/>
<owl:disjointWith>
<owl:Class rdf:about="#Risk"/>
</owl:disjointWith>
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<owl:disjointWith rdf:resource="#Frequency"/>
</owl:Class>
<owl:Class rdf:about="#Availabity">
<owl:disjointWith rdf:resource="#Authenticity"/>
<owl:disjointWith rdf:resource="#SensitivityLevel"/>
<owl:disjointWith rdf:resource="#Threat"/>
<owl:disjointWith rdf:resource="#SecurityPolicy"/>
<owl:disjointWith rdf:resource="#ValueDefinition"/>
<owl:disjointWith rdf:resource="#Controls"/>
<owl:disjointWith rdf:resource="#Impact"/>
<owl:disjointWith rdf:resource="#AssetValue"/>
<owl:disjointWith rdf:resource="#Integrity"/>
<owl:disjointWith>
<owl:Class rdf:about="#Risk"/>
</owl:disjointWith>
<owl:disjointWith rdf:resource="#UnwantedIncident"/>
<rdfs:subClassOf rdf:resource="#SecurityRequirement"/>
<owl:disjointWith rdf:resource="#NonRepudiation"/>
<owl:disjointWith rdf:resource="#RiskValue"/>
<owl:disjointWith rdf:resource="#Vulnerability"/>
<owl:disjointWith>
<owl:Class rdf:about="#RiskEvaluationCriterion"/>
</owl:disjointWith>
<owl:disjointWith>
<owl:Class rdf:about="#RiskEvaluation"/>
</owl:disjointWith>
<owl:disjointWith>
<owl:Class rdf:about="#ThreatAgent"/>
</owl:disjointWith>
<owl:disjointWith rdf:resource="#Countermeasure"/>
<owl:disjointWith>
<owl:Class rdf:about="#Confidentiality"/>
</owl:disjointWith>
<owl:disjointWith rdf:resource="#Frequency"/>
<owl:disjointWith rdf:resource="#Compliance"/>
<owl:disjointWith>
<owl:Class rdf:about="#AssetInventory"/>
</owl:disjointWith>
<owl:disjointWith rdf:resource="#Consequence"/>
<owl:disjointWith rdf:resource="#Stakeholder"/>
<owl:disjointWith rdf:resource="#Attack"/>
</owl:Class>
<owl:Class rdf:about="#RiskEvaluation">
<owl:disjointWith rdf:resource="#RiskValue"/>
<owl:disjointWith rdf:resource="#Vulnerability"/>
<owl:disjointWith rdf:resource="#Asset"/>
<owl:disjointWith>
<owl:Class rdf:about="#ThreatAgent"/>
</owl:disjointWith>
<owl:disjointWith rdf:resource="#Attack"/>
<owl:disjointWith rdf:resource="#Threat"/>
<owl:disjointWith rdf:resource="#Availabity"/>
<owl:disjointWith rdf:resource="#Countermeasure"/>
<owl:disjointWith rdf:resource="#SensitivityLevel"/>
<owl:disjointWith> ’
<owl:Class rdf:about="#Risk"/>
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</owl:disjointWith>
<owl:disjointWith rdf:resource="#Consequence"/>
<owl:disjointWith>
<owl:Class rdf:about="#AssetInventory"/>
</owl:disjointWith>
<rdfs:subClassOf rdf:resource="#RiskAssessment"/>
<owl:disjointWith rdf:resource="#Frequency"/>
<owl:disjointWith rdf:resource="#Compliance"/>
<owl:disjointWith rdf:resource="#Stakeholder"/>
<owl:disjointWith rdf:resource="#Authenticity"/>
<owl:disjointWith rdf:resource="#UnwantedIncident"/>
<owl:disjointWith rdf:resource="#ValueDefinition"/>
<owl:disjointWith>
<owl:Class rdf:about="#RiskEvaluationCriterion"/>
</owl:disjointWith>
<owl:disjointWith rdf:resource="#Impact"/>
<owl:disjointWith rdf:resource="#NonRepudiation"/>
<owl:disjointWith rdf:resource="#Controls"/>
<owl:disjointWith>
<owl:Class rdf:about="#Confidentiality"/>
</owl:disjointWith>
<owl:disjointWith rdf:resource="#Integrity"/>
<owl:disjointWith rdf:resource="#AssetValue"/>
<owl:disjointWith rdf:resource="#SecurityPolicy"/>
</owl:Class>
<owl:Class rdf:about="#Gateway">
<rdfs:subClassOf rdf:resocurce="#NetworkEquipment"/>
</owl:Class>
<owl:Class rdf:about="#Data">
<owl:disjointWith rdf:resource="#Services"/>
<owl:disjointWith rdf:resource="#Software"/>
<owl:disjointWith rdf:resource="#Information"/>
<owl:disjointWith>
<owl:Class rdf:about="#LogRecord"/>
</owl:disjointWith>
<owl:disjointWith>
<owl:Class rdf:about="#CommunicationsEquipment"/>
</owl:disjointWith>
<owl:disjointWith rdf:resource="#Documents"/>
<owl:disjointWith>
<owl:Class rdf:about="#Hardware"/>
</owl:disjointWith>
<owl:disjointWith rdf:resource="#Personnel"/>
<owl:disjointWith rdf:resource="#Network"/>
<owl:disjointWith>
<owl:Class rdf:about="#Firmware"/>
</owl:disjointWith>
<rdfs:subClassOf rdf:resource="#Asset"/>
</owl:Class>
<owl:Class rdf:ID="WebBrowser">
<rdfs:subClassOf rdf:resource="#ApplicationSoftware"/>
</owl:Class>
<owl:Class rdf:ID="DecryptionAlgorithm">
<rdfs:subClassOf rdf:resource="#RiskAssessment"/>
</owl:Class>
<owl:Class rdf:ID="ApplicationAccessControl">
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<rdfs:subClassOf rdf:resource="#AccessControl"/>
</owl:Class>
<owl:Class rdf:ID="Scanner">
<rdfs:subClassOf>
<owl:Class rdf:about="#CIMLogicalDevice"/>
</rdfs:subClassOf>
</owl:Class>
<owl:Class rdf:about="#LogRecord">
<owl:disjointWith rdf:resource="#Network"/>
<owl:disjointWith rdf:resource="#Services"/>
<owl:disjointWith rdf:resource="#Software"/>
<owl:disjointWith>
<owl:Class rdf:about="#Firmware"/>
</owl:disjointWith>
<owl:disjointWith rdf:resource="#Information"/>
<rdfs:subClassOf rdf:resource="#Asset"/>
<owl:disjointWith rdf:resource="#Personnel"/>
<owl:disjointWith rdf:resource="#Documents"/>
<owl:disjointWith>
<cowl:Class rdf:about="#CommunicationsEquipment"/>
</owl:disjointWith>
<owl:disjointWith rdf:resource="#Data"/>
<owl:disjointWith>
<owl:Class rdf:about="#Hardware"/>
</owl:disjointWith>
</owl:Class>
<owl:Class rdf:ID="NetworkInterfaceCard">
<rdfs:subClassOf rdf:resource="#NetworkEquipment"/>
</owl:Class>
<owl:Class rdf:ID="PowerSupply">
<rdfs:subClassOf>
<owl:Class rdf:about="#CIMLogicalDevice"/>
</rdfs:subClassOf>
</owl:Class>
<owl:Class rdf:about="#UserDevice">
<rdfs:subClassOf>
<owl:Class rdf:about="#CIMLogicalDevice"/>
</rdfs:subClassOf>
</owl:Class>
<owl:Class rdf:ID="Decryption">
<rdfs:subClassOf rdf:resource="#RiskAssessment"/>
<rdfs:subClassOf>
<owl:Restriction>
<owl:onProperty rdf:resource="#Uses"/>
<owl:someValuesFrom
rdf:resource="#DecryptionAlgorithm"/>
</owl:Restriction>
</rdfs:subClassOf>
</owl:Class>
<owl:Class rdf:ID="LogicalPort">
<rdfs:subClassOf>
<owl:Class rdf:about="#CIMLogicalDevice"/>
</rdfs:subClassOf>
</owl:Class>
<owl:Class rdf:ID="DoS">
<rdfs:subClassOf rdf:resource="#Delibarate"/>
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</owl:Class>
<owl:Class rdf:about="#Protocol">
<rdfs:subClassOf rdf:resource="#NetworkCountermeasure"/>
</owl:Class>
<owl:Class rdf:about="#Proxy">
<owl:disjointWith rdf:resource="#Transparent"/>
<owl:disjointWith rdf:resource="#Local"/>
<rdfs:subClassOf rdf:resource="#Gateway"/>
<owl:disjointWith>
<owl:Class rdf:about="#Remsh"/>
</owl:disjointWith>
<owl:disjointWith rdf:resource="#Raptor"/>
<owl:disjointWith rdf:resource="#Interlock"/>
<owl:disjointWith rdf:resource="#Interactive"/>
</owl:Class>
<owl:Class rdf:about="#StatefulPacketInspection">
<rdfs:subClassOf>
<owl:Class rdf:about="#Firewall"/>
</rdfs:subClassOf>
<owl:disjointWith rdf:resource="#PacketFilter"/>
</owl:Class>
<owl:Class rdf:about="#Risk">
<rdfs:subClassOf rdf:resource="#RiskAssessment"/>
<owl:disjointWith>
<owl:Class rdf:about="#AssetInventory"/>
</owl:disjointWith>
<owl:disjointWith rdf:resource="#Integrity"/>
<owl:disjointWith rdf:resource="#Availabity"/>
<owl:disjointWith>
<owl:Class rdf:about="#ThreatAgent"/>
</owl:disjointWith>
<owl:disjointWith rdf:resource="#RiskValue"/>
<rdfs:subClassOf>
<owl:Restriction>
<owl:someValuesFrom rdf:resource="#Asset"/>
<owl:onProperty rdf:resource="#Targets"/>
</owl:Restriction>
</rdfs:subClassOf>
<owl:disjointWith>
<owl:Class rdf:about="#RiskEvaluationCriterion"/>
</owl:disjointWith>
<owl:disjointWith rdf:resource="#UnwantedIncident"/>
<owl:disjointWith rdf:resource="#NonRepudiation"/>
<owl:disjointWith rdf:resource="#Stakeholder"/>
<rdfs:subClassOf>
<owl:Restriction>
<owl:cardinality
rdf:datatype="http://www.w3.0rg/2001/XMLSchema#int"
>1</owl:cardinality>
<owl:onProperty>
<owl:DatatypeProperty rdf:ID="RiskID"/>
</owl:onProperty>
</owl:Restriction>
</rdfs:subClassOf>
<owl:disjointWith rdf:resource="#ValueDefinition"/>
<owl:disjointWith rdf:resource="#RiskEvaluation"/>
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<owl:disjointWith rdf:resource="#Asset"/>
<owl:disjointWith rdf:resocurce="#AssetValue"/>
<owl:disjointWith>
<owl:Class rdf:about="#Confidentiality"/>
</owl:disjointWith>
<owl:disjointWith rdf:resource="#Frequency"/>
<owl:disjointWith rdf:resource="#Countermeasure"/>
<owl:disjointWith rdf:resource="#Compliance"/>
<owl:disjointWith rdf:resource="#Attack"/>
<owl:disjointWith rdf:resource="#Controls"/>
<owl:disjointWith rdf:resource="#SecurityPolicy"/>
<owl:disjointWith rdf:resource="#Authenticity"/>
<owl:disjointWith rdf:resource="#SensitivityLevel"/>
<owl:equivalentClass>
<owl:Class>
<owl:intersectionOf rdf:parseType="Collection">
<owl:Restriction>
<owl:onProperty>
<owl:ObjectProperty rdf:ID="HasRiskValue"/>
</owl:onProperty>
<owl:allValuesFrom rdf:resource="#RiskValue"/>
</owl:Restriction>
<owl:Restriction>
<owl:onProperty rdf:resource="#HasFrequency"/>
<owl:allValuesFrom rdf:resource="#Frequency"/>
</owl:Restriction>
</owl:intersectionOf>
</owl:Class>
</owl:equivalentClass>
<owl:disjointWith rdf:resource="#Impact"/>
<owl:disjointWith rdf:resource="#Threat"/>
<owl:disjointWith rdf:resource="#Consequence"/>
<owl:disjointWith rdf:resource="#Vulnerability"/>
<rdfs:subClassOf>
<owl:Restriction>
<owl:minCardinality
rdf:datatype="http://www.w3.0rg/2001/XMLSchema#int"
>1</owl:minCardinality>
<owl:onProperty>
<owl:DatatypeProperty rdf:ID="Likelihood" />
</owl:onProperty>
</owl:Restriction>
</rdfs:subClassOf>
</owl:Class>
<owl:Class rdf:ID="Encryption">
<rdfs:subClassOf>
<owl:Restriction>
<owl:someValuesFrom
rdf:resource="#EncryptionAlgorithm" />
<owl:onProperty rdf:resource="#Uses"/>
</owl:Restriction>
</rdfs:subClassOf>
<rdfs:subClassOf rdf:resource="#RiskAssessment"/>
</owl:Class>
<owl:Class rdf:about="#CIMLogicalDevice">
<rdfs:subClassOf>
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<owl:Restriction>
<owl:onProperty>
<owl:DatatypeProperty rdf:ID="DevicelID"/>
</owl:onProperty>
<owl:cardinality
rdf:datatype="http://www.w3.0rg/2001/XMLSchema#int"
>1</owl:cardinality>
</owl:Restriction>
</rdfs:subClassOf>
<rdfs:subClassOf rdf:resource="#ComputerEquipment"/>
<rdfs:subClassOf>
<owl:Restriction>
<owl:cardinality
rdf:datatype="http://www.w3.0rg/2001/XMLSchema#int"
>1</owl:cardinality>
<owl:onProperty>
<owl:DatatypeProperty rdf:ID="CreationClassName" />
</owl:onProperty>
</owl:Restriction>
</rdfs:subClassOf>
</owl:Class>
<owl:Class rdf:about="#TLSProtocol">
<rdfs:subClassOf rdf:resource="#TransportLayerProtocol"/>
<owl:disjointWith rdf:resource="#SSLProtocol"/>
<owl:disjointWith>
<owl:Class rdf:about="#SSHProtocol"/>
</owl:disjointWith>
</owl:Class>
<owl:Class rdf:about="#Firewall”>
<owl:disjointWith rdf:resource="#Antivirus"/>
<owl:disjointWith rdf:resource="#NetworkCountermeasure"/>
<rdfs:subClassOf rdf:resource="#Countermeasure"/>
</owl:Class>
<owl:Class rdf:ID="Fire">
<rdfs:subClassOf rdf:resource="#NaturalDisaster"/>
</owl:Class>
<owl:Class rdf:about="#ContinuityPlans">
<owl:disjointWith rdf:resource="#Database"/>
<owl:disjointWith rdf:resource="#InformationBackup"/>
<rdfs:subClassOf rdf:resource="#Information"/>
<owl:disjointWith rdf:resource="#UserManual"/>
</owl:Class>
<owl:Class rdf:ID="InformationSecurityPolicyDoc">
<rdfs:subClassOf rdf:resource="#RiskAssessment"/>
</owl:Class>
<owl:Class rdf:about="#CIMCredential">
<rdfs:subClassOf rdf:resource="#CIMManagedElement"/>
</owl:Class>
<owl:Class rdf:about="#SSHProtocol">
<owl:disjointWith rdf:resource="#TLSProtocol"/>
<owl:disjointWith rdf:resource="#SSLProtocol"/>
<rdfs:subClassOf rdf:resource="#TransportLayerProtocol"/>
</owl:Class>
<owl:Class rdf:about="#ThreatAgent">
<rdfs:subClassOf>
<owl:Restriction>
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<owl:onProperty>
<owl:DatatypeProperty rdf:ID="ThreatAgentName"/>
</owl:onProperty>
<owl:cardinality
rdf:datatype="http://www.w3.0rg/2001/XMLSchema#int"
>1</owl:cardinality>
</owl:Restriction>
</rdfs:subClassOf>
<rdfs:subClassOf>
<owl:Restriction>
<owl:onProperty>
<owl:DatatypeProperty rdf:ID="Capability"/>
</owl:onProperty>
<owl:minCardinality
rdf:datatype="http://www.w3.0rg/2001/XMLSchema#int"
>1</owl:minCardinality>
</owl:Restriction>
</rdfs:subClassOf>
<owl:disjointWith rdf:resource="#ValueDefinition"/>
<rdfs:subClassOf rdf:resource="#RiskAssessment"/>
<owl:disjointWith rdf:resource="#NonRepudiation"/>
<owl:disjointWith rdf:resource="#UnwantedIncident"/>
<rdfs:subClassOf>
<owl:Restriction>
<owl:onProperty>
<owl:DatatypeProperty rdf:ID="ThreatAgentCategory"/>
</owl:onProperty>
<owl:minCardinality
rdf:datatype="http://www.w3.0rg/2001/XMLSchema#int"
>1</owl:minCardinality>
</owl:Restriction>
</rdfs:subClassOf>
<owl:disjointWith rdf:resource="#Consequence"/>
<owl:disjointWith rdf:resource="#Impact"/>
<owl:disjointWith rdf:resource="#Threat"/>
<owl:disjointWith rdf:resource="#Vulnerability"/>
<owl:disjointWith>
<owl:Class rdf:about="#AssetInventory"/>
</owl:disjointWith>
<owl:disjointWith rdf:resource="#Compliance"/>
<owl:disjointWith rdf:resource="#AssetValue"/>
<owl:disjointWith rdf:resource="#Risk"/>
<owl:disjointWith rdf:resource="#Countermeasure"/>
<owl:disjointWith rdf:resource="#Stakeholder"/>
<owl:disjointWith rdf:resource="#Controls"/>
<owl:disjointWith rdf:resource="#SecurityPolicy"/>
<owl:disjointWith rdf:resource="#Attack"/>
<rdfs:subClassOf>
<owl:Restriction>
<owl:minCardinality
rdf:datatype="http://www.w3.0rg/2001/XMLSchema#int"
>1</owl:minCardinality>
<owl:onProperty>
<owl:DatatypeProperty rdf:ID="Motivation"/>
</owl:onProperty>
</owl:Restriction>
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</rdfs:subClassOf>
<owl:disjointWith rdf:resource="#SensitivityLevel"/>
<rdfs:subClassOf>
<owl:Restriction>
<owl:minCardinality
datatype="http://www.w3.0rg/2001/XMLSchema#int"
>1</owl:minCardinality>
<owl:onProperty>
<owl:DatatypeProperty rdf:ID="Opportunity"/>
</owl:onProperty>
</owl:Restriction>
</rdfs:subClassOf>
<rdfs:subClassOf>
<owl:Restriction>
<owl:cardinality
datatype="http://www.w3.0rg/2001/XMLSchema#int"
>1</owl:cardinality>
<owl:onProperty>
<owl:DatatypeProperty rdf:about="#ThreatID"/>
</owl:onProperty>
</owl:Restriction>
</rdfs:subClassOf>
<owl:disjointWith rdf:resource="#Frequency"/>
<owl:equivalentClass>
<owl:Restriction>
<owl:onProperty>
<owl:ObjectProperty rdf:ID="Initiates"/>
</owl:onProperty>
<owl:allValuesFrom rdf:resource="#Threat"/>
</owl:Restriction>
</owl:equivalentClass>
<owl:disjointWith rdf:resource="#Authenticity"/>
<owl:disjointWith rdf:resource="#Asset"/>
<owl:disjointWith rdf:resource="#Riskvalue"/>
<owl:disjointWith>
<owl:Class rdf:about="#RiskEvaluationCriterion"/>
</owl:disjointWith>
<rdfs:subClassOf>
<owl:Restriction>
<owl:minCardinality
datatype="http://www.w3.0rg/2001/XMLSchema#int"
>1</owl:minCardinality>
<owl:onProperty>
<owl:DatatypeProperty rdf:ID="LevelOfEffort"/>
</owl:onProperty>
</owl:Restriction>
</rdfs:subClassOf>
<owl:disjointWith rdf:resource="#Integrity"/>
<owl:disjointWith>
<owl:Class rdf:about="#Confidentiality"/>
</owl:disjointWith>
<owl:disjointWith rdf:resource="#Availabity"/>
<owl:disjointWith rdf:resource="#RiskEvaluation"/>

</owl:Class>
<owl:Class rdf:ID="NetworkAccessControl">

<rdfs:subClassOf rdf:resource="#AccessControl"/>
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</owl:Class>
<owl:Class rdf:about="#CIMSoftwareElement">
<rdfs:subClassOf>
<owl:Restriction>
<owl:cardinality
rdf:datatype="http://www.w3.0rg/2001/XMLSchema#int"
>1</owl:cardinality>
<owl:onProperty>
<owl:DatatypeProperty rdf:ID="Version"/>
</owl:onProperty>
</owl:Restriction>
</rdfs:subClassOf>
<rdfs:subClassOf>
<owl:Restriction>
<owl:cardinality
rdf:datatype="http://www.w3.0rg/2001/XMLSchema#int"
>1</owl:cardinality>
<owl:onProperty>
<owl:DatatypeProperty rdf:ID="Name"/>
</owl:onProperty>
</owl:Restriction>
</rdfs:subClassOf>
<rdfs:subClassOf rdf:resource="#CIMManagedElement"/>
</owl:Class>
<owl:Class rdf:about="#Firmware">
<rdfs:subClassOf rdf:resource="#Asset"/>
<owl:disjointWith rdf:resource="#Data"/>
<owl:disjointWith rdf:resource="#LogRecord"/>
<owl:disjointWith>
<owl:Class rdf:about="#Hardware"/>
</owl:disjointWith>
<owl:disjointWith rdf:resource="#Network"/>
<owl:disjointWith rdf:resource="#Documents" />
<owl:disjointWith rdf:resource="#Software"/>
<owl:disjointWith rdf:resource="#Information"/>
<owl:disjointWith rdf:resource="#Personnel"/>
<owl:disjointWith>
<owl:Class rdf:about="#CommunicationsEquipment"/>
</owl:disjointWith>
<owl:disjointWith rdf:resource="#Services"/>
</owl:Class>
<owl:Class rdf:ID="Cable">
<rdfs:subClassOf rdf:resource="#NetworkEquipment"/>
</owl:Class>
<owl:Class rdf:ID="SecretKey">
<rdfs:subClassOf>
<owl:Class rdf:about="#CryptographicKey"/>
</rdfs:subClassOf>
</owl:Class>
<owl:Class rdf:ID="Eavesdropping">
<rdfs:subClassOf rdf:resource="#Delibarate"/>
</owl:Class>
<owl:Class rdf:about="#RiskEvaluationCriterion">
<owl:disjointWith rdf:resource="#Authenticity"/>
<owl:disjointWith rdf:resource="#RiskEvaluation"/>
<owl:disjointWith rdf:resource="#Stakeholder"/>
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<owl:disjointWith rdf:resource="#Vulnerability"/>
<owl:disjointWith rdf:resource="#Frequency"/>
<owl:disjointWith rdf:resource="#Countermeasure"/>
<owl:disjointWith rdf:resource="#Consequence"/>
<owl:disjointWith rdf:resource="#ValueDefinition"/>
<owl:disjointWith rdf:resource="#Integrity"/>
<owl:disjointWith rdf:resource="#Impact"/>
<owl:disjointWith rdf:resource="#NonRepudiation"/>
<owl:disjointWith rdf:resource="#Attack"/>
<owl:disjointWith rdf:resource="#ThreatAgent"/>
<owl:disjointWith rdf:resource="#Controls"/>
<owl:disjointWith>
<owl:Class rdf:about="#Confidentiality"/>
</owl:disjointWith>
<owl:disjointWith rdf:resource="#Compliance"/>
<rdfs:subClassOf rdf:resource="#RiskAssessment"/>
<owl:disjointWith rdf:resource="#UnwantedIncident"/>
<owl:disjointWith rdf:resource="#RiskValue"/>
<owl:disjointWith rdf:resource="#Asset"/>
<owl:disjointWith>
<owl:Class rdf:about="#AssetInventory"/>
</owl:disjointWith>
<owl:disjointWith rdf:resource="#Availabity"/>
<owl:disjointWith rdf:resource="#Risk"/>
<owl:disjointWith rdf:resource="#AssetValue"/>
<owl:disjointWith rdf:resource="#SensitivityLevel"/>
<owl:disjointWith rdf:resource="#Threat"/>
<owl:disjointWith rdf:resource="#SecurityPolicy"/>
</owl:Class>
<owl:Class rdf:ID="ObligationPolicy">
<rdfs:subClassOf rdf:resource="#SecurityPolicy"/>
</owl:Class>
<owl:Class rdf:about="#DatabaseTools">
<owl:disjointWith rdf:resource="#HTMLEditor"/>
<owl:disjointWith>
<owl:Class rdf:about="#SetupUtilities"/>
</owl:disjointWith>
<rdfs:subClassOf

rdf:resource="#DevelopmentToolsAndUtilities"/>

<owl:disjointWith rdf:resource="#ScriptingTools" />
</owl:Class>
<owl:Class rdf:about="#CryptographicKey">
<rdfs:subClassOf rdf:resource="#RiskAssessment"/>
</owl:Class>
<owl:Class rdf:ID="FaultTolerance">
<rdfs:subClassOf rdf:resource="#Availabity"/>
</owl:Class>
<owl:Class rdf:about="#InternetlLayerSecurityProtocol">
<owl:disjointWith

rdf:resource="#ApplicationLayerProtocol" />

<owl:disjointWith rdf:resource="#TransportLayerProtocol"/>
<owl:disjointWith

rdf:resource="#Layer2ForwardingProtocol" />

<owl:disjointWith

rdf:resource="#Layer2TunnelingProtocol" />

<rdfs:subClassOf rdf:resource="#Protocol"/>
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</owl:Class>
<owl:Class rdf:about="#Confidentiality">
<owl:disjointWith rdf:resource="#Controls"/>
<owl:disjointWith rdf:resource="#ThreatAgent"/>
<owl:disjointWith rdf:resource="#ValueDefinition"/>
<owl:disjointWith rdf:resource="#Risk"/>
<owl:disjointWith rdf:resource="#Consequence"/>
<owl:disjointWith rdf:resource="#UnwantedIncident"/>
<owl:disjointWith rdf:resource="#Authenticity"/>
<owl:disjointWith rdf:resource="#SensitivityLevel"/>
<owl:disjointWith rdf:resource="#Stakeholder"/>
<owl:disjointWith rdf:resource="#Attack"/>
<owl:disjointWith rdf:resource="#RiskEvaluation"/>
<owl:disjointWith rdf:resource="#SecurityPolicy"/>
<owl:disjointWith rdf:resource="#Countermeasure"/>
<owl:disjointWith rdf:resource="#Impact"/>
<owl:disjointWith rdf:resource="#NonRepudiation"/>
<owl:disjointWith>
<owl:Class rdf:about="#AssetInventory"/>
</owl:disjointWith>
<owl:disjointWith rdf:resource="#Availabity"/>
<owl:disjointWith rdf:resource="#Vulnerability"/>
<owl:disjointWith rdf:resource="#RiskValue"/>
<rdfs:subClassOf rdf:resource="#SecurityRequirement"/>
<owl:disjointWith rdf:resource="#Compliance"/>
<owl:disjointWith rdf:resource="#Frequency"/>
<owl:disjointWith rdf:resource="#Threat"/>
<owl:disjointWith rdf:resource="#AssetValue"/>
<owl:disjointWith rdf:resource="#Integrity"/>
<owl:disjointWith
rdf:resource="#RiskEvaluationCriterion"/>
</owl:Class>
<owl:Class rdf:about="#CIMProduct">
<rdfs:subClassOf>
<owl:Restriction>
<owl:onProperty>
<owl:DatatypeProperty rdf:about="#Name"/>
</owl:onProperty>
<owl:cardinality
rdf:datatype="http://www.w3.0rg/2001/XMLSchema#int"
>1</owl:cardinality>
</owl:Restriction>
</rdfs:subClassOf>
<rdfs:subClassOf rdf:resource="#CIMManagedElement"/>
<rdfs:subClassOf>
<owl:Restriction>
<owl:onProperty>
<owl:DatatypeProperty rdf:ID="Vendor"/>
</owl:onProperty>
<owl:cardinality
rdf:datatype="http://www.w3.0rg/2001/XMLSchema#int"
>1</owl:cardinality>
</owl:Restriction>
</rdfs:subClassOf>
<rdfs:subClassOf>
<owl:Restriction>
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<owl:cardinality
rdf:datatype="http://www.w3.0rg/2001/XMLSchema#int"
>1</owl:cardinality>
<owl:onProperty>
<owl:DatatypeProperty rdf:ID="IdentifyingNumber"/>
</owl:onProperty>
</owl:Restriction>
</rdfs:subClassOf>
</owl:Class>
<owl:Class rdf:about="#Hardware">
<owl:disjointWith>
<owl:Class rdf:about="#CommunicationsEquipment"/>
</owl:disjointWith>
<owl:disjointWith rdf:resource="#Personnel"/>
<owl:disjointWith rdf:rescurce="#Network"/>
<owl:disjointWith rdf:resource="#Services" />
<owl:disjointWith rdf:resource="#Information"/>
<owl:disjointWith rdf:resource="#Software"/>
<rdfs:subClassOf rdf:resource="#Asset"/>
<owl:disjointWith rdf:resource="#Data"/>
<owl:disjointWith rdf:resource="#Firmware"/>
<owl:disjointWith rdf:resource="#Documents"/>
<owl:disjointWith rdf:resource="#LogRecord"/>
</owl:Class>
<owl:Class rdf:about="#CommunicationsEquipment">
<owl:disjointWith rdf:resource="#Firmware"/>
<owl:disjointWith rdf:resource="#Documents"/>
<owl:disjointWith rdf:resource="#LogRecord"/>
<owl:disjointWith rdf:resource="#Personnel"/> .
<owl:disjointWith rdf:resource="#Hardware"/>
<owl:disjointWith rdf:resource="#Network"/>
<rdfs:subClassOf rdf:resource="#Asset"/>
<owl:disjointWith rdf:resource="#Software"/>
<owl:disjointWith rdf:resource="#Data"/>
<owl:disjointWith rdf:resource="#Information"/>
<owl:disjointWith rdf:resource="#Services"/>
</owl:Class>
<owl:Class rdf:about="#IPSecurityProtocol">
<rdfs:subClassOf
rdf:resource="#InternetLayerSecurityProtocol"/>
<owl:disjointWith
rdf:resource="#InternetKeySecurityProtocol"/>
</owl:Class>
<owl:Class rdf:about="#GroupwareServer">
<owl:disjointWith rdf:resource="#ApplicationServer"/>
<rdfs:subClassOf rdf:resource="#Server"/>
<owl:disjointWith rdf:resource="#WebServer"/>

<owl:disjointWith rdf:resource="#FTPServer"/> \{;F

<owl:disjointWith rdf:resource="#FileServer"/> /

<owl:disjointWith rdf:resource="#TelnetServer"/> , --@fl-mﬂ ph

<owl:disjointWith rdf:resource="#ProxyServer"/>

<owl:disjointWith rdf:resource="#MailServer"/> \ ,/}
</owl:Class> 1\,,.

<owl:Class rdf:about="#AssetInventory">
<owl:disjointWith rdf:resource="#Controls"/>
<owl:disjointWith rdf:resource="#Asset"/>
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<owl:disjointWith rdf:resource="#Risk"/>
<owl:disjointWith rdf:resource="#Stakeholder"/>
<owl:disjointWith rdf:resource="#ValueDefinition"/>
<owl:disjointWith rdf:resource="#ThreatAgent"/>
<owl:disjointWith rdf:resource="#Frequency"/>
<owl:disjointWith rdf:resource="#RiskValue"/>
<owl:disjointWith rdf:resource="#Consequence"/>
<owl:disjointWith rdf:resource="#RiskEvaluation"/>
<owl:disjointWith rdf:resource="#AssetValue"/>
<rdfs:subClassOf rdf:resource="#RiskAssessment"/>
<owl:disjointWith rdf:resource="#Authenticity"/>
<owl:disjointWith rdf:resource="#NonRepudiation"/>
<owl:disjointWith rdf:resource="#Impact"/>
<owl:disjointWith
rdf:resource="#RiskEvaluationCriterion"/>
<owl:disjointWith rdf:resource="#Confidentiality"/>
<owl:disjointWith rdf:resource="#UnwantedIncident"/>
<owl:disjointWith rdf:resource="#SensitivityLevel"/>
<owl:disjointWith rdf:resource="#Threat"/>
<owl:disjointWith rdf:resource="#Availabity"/>
<owl:disjointWith rdf:resource="#Integrity"/>
<owl:disjointWith rdf:resource="#Compliance"/>
<owl:disjointWith rdf:resource="#Vulnerability"/>
<owl:disjointWith rdf:resource="#Countermeasure" />
<owl:disjointWith rdf:resource="#Attack"/>
<owl:disjointWith rdf:resource="#SecurityPolicy"/>
</owl:Class>
<owl:Class rdf:about="#SystemSoftware">
<owl:disjointWith rdf:resource="#ApplicationSoftware"/>
<rdfs:subClassOf rdf:resource="#Software"/>
<owl:disjointWith
rdf:resource="#DevelopmentToolsAndUtilities" />
</owl:Class>
<owl:Class rdf:about="#AnsweringMachines">
<owl:disjointWith rdf:resource="#PABXs"/>
<rdfs:subClassOf rdf:resource="#CommunicationsEquipment"/>
<owl:disjointWith rdf:resource="#FaxMachine"/>
<owl:disjointWith rdf:resource="#Router"/>
</owl:Class>
<owl:Class rdf:ID="PublicKeyCryptography">
<rdfs:subClassOf rdf:resource="#Confidentiality"/>
</owl:Class>
<owl:Class rdf:about="#SetupUtilities">
<rdfs:subClassOf
rdf:resource="#DevelopmentToolsAndUtilities"/>
<owl:disjointWith rdf:resource="#DatabaseTools"/>
<owl:disjointWith rdf:resource="#ScriptingTools" />
<owl:disjointWith rdf:resource="#HTMLEditor"/>
</owl:Class>
<owl:Class rdf:about="#Remsh">
<owl:disjointWith rdf:resource="#Interlock"/>
<owl:disjointWith rdf:resource="#Raptor"/>
<owl:disjointWith rdf:resource="#Transparent"/>
<owl:disjointWith rdf:resource="#Interactive"/>
<rdfs:subClassOf rdf:resource="#Gateway"/>
<owl:disjointWith rdf:resource="#Proxy"/>
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<owl:disjointWith rdf:resource="#Local"/>

</owl:Class>

<owl:Class rdf:ID="NetworkAdapter">
<rdfs:subClassOf rdf:resource="#CIMLogicalDevice"/>

</owl:Class>

<owl:0ObjectProperty rdf:about="#Causes">

<rdf:type
rdf:resource="http://www.w3.
"/>
</owl:0ObjectProperty>

0rg/2002/07/owl#TransitiveProperty

<owl:0ObjectProperty rdf:ID="Encrypt"/>
<owl:ObjectProperty rdf:ID="Decrypt"/>

<owl:DatatypeProperty rdf:
<rdfs:range
rdf:resource="http://www.w3.
</owl:DatatypeProperty>
<owl:DatatypeProperty rdf:
<rdfs:range
rdf:resource="http://www.w3.
</owl:DatatypeProperty>
<owl:DatatypeProperty rdf:
<rdfs:range
rdf:resource="http://www.w3.
</owl:DatatypeProperty>
<owl:DatatypeProperty rdf
<rdfs:range
rdf:resource="http://www.w3.
</owl:DatatypeProperty>
<owl:DatatypeProperty rdf:
<rdfs:range
rdf:resource="http://www.w3.
</owl:DatatypeProperty>
<owl:DatatypeProperty rdf:
<rdfs:range
rdf:resource="http://www.w3.
</owl:DatatypeProperty>
<owl:DatatypeProperty rdf:
<rdfs:range
rdf:resource="http://www.w3.
</owl:DatatypeProperty>
<owl:DatatypeProperty rdf:
<rdfs:range
rdf:resource="http://www.w3.
</owl:DatatypeProperty>
<owl:DatatypeProperty rdf:
<rdfs:range
rdf:resource="http://www.w3.
</owl:DatatypeProperty>
<owl:DatatypeProperty rdf:
<rdfs:range
rdf:resource="http://www.w3.
</owl:DatatypeProperty>
<owl:DatatypeProperty rdf:
<rdfs:range
rdf:resource="http://www.w3.
</owl:DatatypeProperty>

about="#HighlyConfidential">
org/2001/XMLSchema#string" />
ID="SecurityControl">
org/2001/XMLSchema#string" />
about="#InstallationCost">

org/2001/XMLSchema#float"/>

rabout="#Opportunity">

org/2001/XMLSchema#string" />
about="#AttackType">
org/2001/XMLSchema#string" />
ID="ReplacementCost">
org/2001/XMLSchema#float"/>
ID="Strength">
org/2001/XMLSchema#string"/>
about="#AssetID">
org/2001/XMLSchema#int" />
about="#ImpactID">
org/2001/XMLSchema#int"/>
about="#Proprietary">
org/2001/XMLSchema#string"/>
about="#AttackID">

org/2001/XMLSchema#int" />
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<owl:DatatypeProperty rdf:
<rdfs:range
rdf:resource="http://www.w3.
</owl:DatatypeProperty>
<owl:DatatypeProperty rdf:
<rdfs:range
rdf:resource="http://www.w3.
</owl:DatatypeProperty>
<owl:DatatypeProperty rdf:
<rdfs:range
rdf:resource="http://www.w3.
</owl:DatatypeProperty>
<owl:DatatypeProperty rdf:
<rdfs:range
rdf:resource="http://www.w3.
</owl:DatatypeProperty>
<owl:DatatypeProperty rdf:
<rdfs:range
rdf:resource="http://www.w3.
</owl:DatatypeProperty>
<owl:DatatypeProperty rdf:
<rdfs:range
rdf:resource="http://www.w3.
</owl:DatatypeProperty>
<owl:DatatypeProperty rdf:
<rdfs:range
rdf:resource="http://www.w3
</owl:DatatypeProperty>
<owl:DatatypeProperty rdf:
<rdfs:range
rdf:resource="http://www.w3.
</owl:DatatypeProperty>
<owl:DatatypeProperty rdf:
<rdfs:range
rdf:resource="http://www.w3.
</owl:DatatypeProperty>
<owl:DatatypeProperty rdf:
<rdfs:range
rdf:resource="http://www.w3.
</owl:DatatypeProperty>
<owl:DatatypeProperty rdf:
<rdfs:range
rdf:resource="http://www.w3.
</owl:DatatypeProperty>
<owl:DatatypeProperty rdf:
<rdfs:range
rdf:resource="http://www.w3.
</owl:DatatypeProperty>
<owl:DatatypeProperty rdf:
<rdfs:range
rdf:resource="http://www.w3.
</owl:DatatypeProperty>
<owl:DatatypeProperty rdf:
<rdfs:range
rdf:resource="http://www.w3.
</owl:DatatypeProperty>

about="#AcquisitionCost">
org/2001/XMLSchema#float"/>
about="#Vendor">
org/2001/XMLSchema#string" />
ID="AccessControlRight">
0rg/2001/XMLSchema#string”/>
about="#ThreatAgentCategory">
org/2001/XMLSchema#int" />
about="#AssetType">
org/2001/XMLSchema#string"/>
about="#LevelOfAssurance">
org/2001/XMLSchema#string"/>

about="#LevelOfEffort">

.0rg/2001/XMLSchema#string" />

ID="AccessControlRule">
org/2001/XMLSchema#string”/>
about="#UpdateTime">
org/2001/XMLSchema#string" />
about="#Effectiveness">
org/2001/XMLSchema#string" />
ID="HasCryptographicKey">
org/2001/XMLSchema#string"/>
about="#Priority">
org/2001/XMLSchema#string"/>
about="#Likelihood">
org/2001/XMLSchema#string" />
ID="ControlID">

org/2001/XMLSchema#int" />
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<owl:DatatypeProperty rdf:

<rdfs:range

rdf:resource="http://www.w3.

</owl:DatatypeProperty>

<owl:DatatypeProperty rdf:

<rdfs:range

rdf:resource="http://www.w3.

</owl:DatatypeProperty>

<owl:DatatypeProperty rdf:

<rdfs:range

rdf:resource="http://www.w3.

</owl:DatatypeProperty>

<owl:DatatypeProperty rdf:

<rdfs:range

rdf:resource="http://www.w3.

</owl:DatatypeProperty>

<owl:DatatypeProperty rdf:

<rdfs:range

rdf:resource="http://www.w3.

</owl:DatatypeProperty>

<owl:DatatypeProperty rdf:

<rdfs:range

rdf:resource="http://www.w3.

</owl:DatatypeProperty>

<owl:DatatypeProperty rdf:

<rdfs:range

rdf:resource="http://www.w3.

</owl:DatatypeProperty>

<owl:DatatypeProperty rdf:

<rdfs:range

rdf:resource="http://www.w3.

</owl:DatatypeProperty>

<owl:DatatypeProperty rdf:

<rdfs:range

rdf:resource="http://www.w3.

</owl:DatatypeProperty>

<owl:DatatypeProperty rdf:

<rdfs:range

rdf:resource="http://www.w3.

</owl:DatatypeProperty>

<owl:DatatypeProperty rdf:

<rdfs:range

rdf:resource="http://www.w3.

</owl:DatatypeProperty>

<owl:DatatypeProperty rdf:

<rdfs:range

rdf:resource="http://www.w3.

</owl:DatatypeProperty>

<owl:DatatypeProperty rdf:

<rdfs:range

rdf:resource="http://www.w3.

</owl:DatatypeProperty>

<owl:DatatypeProperty rdf:

<rdfs:range

rdf:resource="http://www.w3.

</owl:DatatypeProperty>

about="#ThreatID">
org/2001/XMLSchema#int" />
about="#AttackName">
org/2001/XMLSchema#string"/>
ID="ExternalRisk">
org/2001/XMLSchema#boolean" />
about="#UnwantedIncidentCost">
org/2001/XMLSchema#float" />
about="#Motivation">
org/2001/XMLSchema#string"/>
about="#Posibility">
org/2001/XMLSchema#string"/>
about="#Constraint">
org/2001/XMLSchema#string"”/>
about="#ThreatName">
org/2001/XMLSchema#string"/>
about="#OperationalCost">
org/2001/XMLSchema#float" />
ID="BS7799ControlID">
org/2001/XMLSchema#int" />
about="#ThreatAgentName">
org/2001/XMLSchema#string" />
ID="InternalRisk">
org/2001/XMLSchema#boolean™/>
about="#Severity">
org/2001/XMLSchema#string"/>
about="#CountermeasureType">

0rg/2001/XMLSchema#string"/>
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<owl:DatatypeProperty rdf
<rdfs:range

rdf:resource="http://www.w3.

</owl:DatatypeProperty>

<owl:DatatypeProperty rdf:

<rdfs:range

rdf:resource="http://www.w3.

</owl:DatatypeProperty>

<owl:DatatypeProperty rdf:

<rdfs:range
rdf:resource="http://www.w3
</owl:DatatypeProperty>

<owl:DatatypeProperty rdf:

<rdfs:range

rdf:resource="http://www.w3.

</owl:DatatypeProperty>

<owl:DatatypeProperty rdf:

<rdfs:range

rdf:resource="http://www.w3.

</owl:DatatypeProperty>

<owl:DatatypeProperty rdf:

<rdfs:range
rdf:resource="http://www.w3

:ID="Correctness">
org/2001/XMLSchema#string"/>
about="#TopSecret">
org/2001/XMLSchema#string" />
about="#Version">
.0org/2001/XMLSchema#string" />
about="#DeviceID">
org/2001/XMLSchema#string”/>
about="#Versatility">
org/2001/XMLSchema#string"”/>
about="#Subject">

.org/2001/XMLSchema#string" />

<rdfs:domain rdf:resource="#Asset"/>

</owl:DatatypeProperty>
<owl:DatatypeProperty rdf
<rdfs:range

rdf:resource="http://www.w3.

</owl:DatatypeProperty>

<owl:DatatypeProperty rdf:

<rdfs:range

rdf:resource="http://www.w3.

</owl:DatatypeProperty>

<owl:DatatypeProperty rdf:

<rdfs:range

rdf:resource="http://www.w3.

</owl:DatatypeProperty>

<owl:DatatypeProperty rdf:

<rdfs:range

rdf:resource="http://www.w3.

</owl:DatatypeProperty>

<owl:DatatypeProperty rdf:

<rdfs:range

rdf:resource="http://www.w3.

</owl:DatatypeProperty>

<owl:DatatypeProperty rdf:

<rdfs:range

rdf:resource="http://www.w3.

</owl:DatatypeProperty>

<owl:DatatypeProperty rdf:

<rdfs:range

rdf:resource="http://www.w3.

</owl:DatatypeProperty>

<owl:DatatypeProperty rdf:

<rdfs:range

rdf:resource="http://www.w3.

:ID="IntrinsicValue">
org/2001/XMLSchema#float"/>
about="#ThreatType">
org/2001/XMLSchema#string" />
about="#UnwantedIncidentID">
org/2001/XMLSchema#int"/>
ID="CompromiseImpact">
org/2001/XMLSchema#string"/>
about="#StakeholderID">
org/2001/XMLSchema#int" />
ID="Criticality">
org/2001/XMLSchema#string”/>
about="#AssetCostDecrease">
org/2001/XMLSchema#flocat"/>
about="#IdentifyingNumber">

org/2001/XMLSchema#string"/>
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</owl:DatatypeProperty>

<owl:DatatypeProperty rdf:

<rdfs:range

rdf:resource="http://www.w3.

</owl:DatatypeProperty>

<owl:DatatypeProperty rdf:

<rdfs:range
rdf:resource="http://www.w3
</owl:DatatypeProperty>

<owl:DatatypeProperty rdf:

<rdfs:range

rdf:resource="http://www.w3.

</owl:DatatypeProperty>

<owl:DatatypeProperty rdf:

<rdfs:range

rdf:resource="http://www.w3.

</owl:DatatypeProperty>

<owl:DatatypeProperty rdf:

<rdfs:range

rdf:resource="http://www.w3.

</owl:DatatypeProperty>

<owl:DatatypeProperty rdf:

<rdfs:range

rdf:resource="http://www.w3.

</owl:DatatypeProperty>

<owl:DatatypeProperty rdf:

<rdfs:range

rdf:resource="http://www.w3.

</owl:DatatypeProperty>
</rdf:RDF>

about="#RiskID">
org/2001/XMLSchema#int" />

about="#Capability">

.0rg/2001/XMLSchema#string" />

about="#Name">
0org/2001/XMLSchema#string"/>
about="#CreationClassName">
org/2001/XMLSchema#string" />
about="#CountermeasureID">
org/2001/XMLSchema#int" />
about="#Importancelevel">
org/2001/XMLSchema#string"/>
about="#VulnerabilityID">

org/2001/XMLSchema#int" />

<!-- Created with Protege (with OWL Plugin 2.0 beta, Build
227) http://protege.stanford.edu -->
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